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DUTIES OF THE COMMITTEE

Section 8.(1) of the Public Accounts Committee Act 1951 reads
as follows:

8.(1) Subject to sub-section (2), the duties of the
Committee are:

(a) to examine the accounts of the receipts and
expenditure of the Commonwealth including the
financial statements trensmitted to the
Auditor-General under sub-section (4) of
section 50 of the Audit Act 1901;

(ag) to examine the financial affairs of authorities
of the Commonwealth to which this Act applies
and of intergovernmental bodies tao which this
Act applies;

(ab) to examine all reports of the Auditor-General
(including reports of the results of efficiency
audits) copies of which have been laid before
the Houses of the Parliament;

(b) to report to both Houses of the Parliament,
with such comment as it thinks fit, any items
or matters in these eccaunts, statements and
reports, or any circumstances connected with
them, to which the Committee is of the apinion
that the attention of the Parliament should be
directeds

(c) to report to both Houses of the Parliament any
alteration which the Committee thinks desirable
in the form of the public accounts or in the
method of keeping them, or in the mode of
receipt, control, issue or payment of public
moneys; and

(d) to inquire into any question in connexion with
the public accounts which is referred to it by
either House of the Parliament, and to report
to that House upon that question,

and include such other duties as are assigned to the

Committee by Joint Standing Orders approved by both Houses of
the Parliament.

(iv)

PREFACE

1. This report on Internal Audit in the Australian
Public Service is presented as a discussion paper. It has not
resulted from a specific reference or inquiry. Instead, it
is a product of the Committee's long standing interest in
public administration, particularly those aspects of
management which have a significant impact on the quality of
administration within the Public Service.

2. Although this is an innovation for the Public
Accounts Committee, the authority and scope for such an
approach is provided in Section 8(l) of the Public Accounts
Committee Act 1951. Instead of relying on evidence formally
collected by written submissjons and publie inquiry this
report has been based on the collective experience of the
Committee gained over many years, as well as discussions, not
only within the Public Service, but with academics,
professional accounting and suditing bodiss and leading
organisations in the private sector. All of these have been
closely involved in developing or establishing effective
internal saudit or have been addressing some of +the more
serious problems presently confronting internal audit.

3, This report maey be regarded as a focus for some of
the contemporary thaughts on Intetnal Audit and the recent
developments being advocated by the Public Service Board.
Permanent and Statutory Heads and their Deputies should use
this peper as an aid to their positive involvement in the
effective use of Internal Audit. It is envisaged that this
discussion paper will be one of a number of similar reports
by the Committee on various aspects of management improvement
within the public sector.

For and on behalf of the Committee.

David M. Connolly
Chairman

M.J. Talberg,

Secretary,

Joint Committee of Public Accounts,
Parliament House,

CANBERRA.

11 February 1981
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CHAPTER 1
INTRODUCTION

1.1 Recently, there has been an increasing awareness of
the importance of accountability within organisations. For
many years, in both the public and private sectors, policy
formulation and the setting of objectives have been
emphasised. Now, attention is turning towards the standard
of performance and the reliability of information used for
decision making which are becoming recognised as being
equally as important.

1.2 This change in emphasis has come about because of
advancing technology and complex developments in management.
information and data processing systems. It is now being
understood that the use of such systems without adequate
inbuilt safequards cen lead to a lack of control. The
Committee ie mast concerned about this danger, particularly
as several of its recent inquiries have produced evidence of
just such a lack of control. The more complex the system, the
greater the requirement that specially designed safeguards
are incorporated into it.

1.3 In this evolving situation, it is clear that
cantinued reliance on the external auditor as a primary
source of such aasurances is no langer appropriate. Day to
day transactions which may involve vast amounts of money,
must be controlled on a day to day basis. This is not
compatible with periodic viaits by the external auditor or
his approach. The external auditor's objectives are unlikely
to be the same of those of management and the methodology he
employs is not necessarily designed For preventive auditing,
especially in the area of computerised data processing.

1.4 There is a pressing need for effective internal
auditing. The application for which it is of the greatest
importance is ADP. The expanding use and increasing comp-
lexity of systems and the potential magnitude of waste and
losses if internal controls are defective ar deficient, makes
effective internal auditing an indispensable requirement.

1.5 Controls 4in data processing must be monitored
frequently, in some cases continuously, using specislised
internal audit routines, Although these audit routines
pravide greater assurance for the external auditor, the
regponsibility for their development and implementation
properly belongs within individusl organisations.



1.6 ADP auditing problems are severe. The installatian
of audit needs at design and implementation stages of systenms
development may be difficult technically and costly, but
senior manegement must beware the negative comments of syst~
ems designers and take advice on these matters from skilled
ADP suditors. Considering the scarcity of such auditors, the
need to rationalise their availability and use within the
Public Service becomes spparent.

1.7 Apart from the importance of internal auditing to
ADP, there is & need for the effective review and appraisal
of all operations and verification procedures. Internal
auditing must also be concerned with ongoing reviews of
overall organisational performence in a manner acceptable to
senior management, although net necessarily to line manage-
ment. It must include assessments, verification and the
sponsoring of suggestions for improvement. Its success will
rely upon access to senior management, a broad charter for
the review of operations, and the technological capability to
review and analyse performance. Ultimately it should provide
a comprehensive feedback facility to support managements'
financial and decision making syatems. Management may then
determine whether or not government policies and the
objectives, goals and plans of the organisation are being
achieved in the manner intended.

1.8 The Public Service Board has a broed charter to
promote efficiency in the Public Service. Upgrading internal
sudit is just one Facet of the Board's efforts to improve
standards of administration. In supporting these efforts and
seeking the co-operation of permanent and statutory heads,
the Committee believes that the position of the internal
auditor should be put into perspective.

1.9 Key elements of the auditing process are the
auditor's ability to observe and measure and the existence of
performance standards (criteria) with which to compare
performance., This i{s made clear from the general definition
of auditing which can be applied to {(ntefnal auditing,
financial statement auditing, operational suditing,
efficiency suditing, program effectiveness suditing or soccial
auditing:

"An audit can be defined as an attempt at
objective comparison of operations performance
or results obtained against a specified set of
criteria in order to:

1. ascertain the correspondence between the
operations performed and the criteria;

2, form & judgement with respact to the
degree of this correspondence; and

3. communicate these findings to the proper
individuals.m*

1.10 In financial and compliance auditing these criteria
are provided by the Audit Aet 1901, Requlations and
Directions of the Department of Finance, financial and
reporting provisions of enabling legislation of statutory
avthorities, disclosure standards af the professianal
accounting bodies, and various verification lists in data
processing sections.

1.11 But what of performance standards for operating and
administrative efficiency and program effectivenesa? They
are needed by management and internal auditors; by the
Auditor-General under his broader responsibilities; by the
Depertment of the Prime Minister and Cabinet for program
effectivensss assessment, and by the Public Service Bosrd for
overall evaluation of administrative processes. Where are
such standards to be found and how do they evolve?

1.12 If investigation teams and auditors cannct be
provided with guidelinee for efficiency and effectiveness,
then standards need to be developed within organisations by
management itself, assisted by aperations research and other
similar functions. There is no aubstituts ultimately for
management's own technaological, scientific, productivity and
administrative reviews. These are made possible by policy
analysis, optimisation studies and the setting of objectives,
work measurement and research and through the objective
appraisal of actual performance by the auditor. The auditor
neither sets the standards nor performs the operations,

1.13 Claims by some that internal auditing is unnecessary
because operations researchers and similar people are
employed, are not tenable. Using such people to perform
audits would be asking them to evaluate their own success or
failure. However, there will always be a need for such
specialists to work closely with internal auditors even when
the level of internal suditing competence is high.

1.14 The Committee believes that technological change has
introduced great difficulties for the measurement of
performance and for systems reliability and verification. For
this reason, it views the Public Service Board's efforts to
achieve effective internal audit as having wide implications
involving questions of the setting of standards for
efficiency and effectiveness, the role of opsrations research
and the integration of adequats verification processes during
development stages of system design.

* Barefield R.M. : Impact of Audit Frequency on the Quality
of Internal Controls. Studies in Accounting Research,
American Accounting Association 1975.



1.15 This discussion paper looks at some of the problems
of internal audit, ranging from its historical background to
the work being undertaken at present to increase its
effectiveness. The Committee wishes to emphasise that the
recommendations it has put forward do not cover all that is
needed to bring about effective analysis, review, appreisal,
control and verification of public sector functions and
activities. It hopes that this peper will stimulate fupther
consideration of the broader dimensions of the problem and
suggestions Ffor the development of a bslanced approach
towards achieving a solution.

1.16 The Committee fully supports the Public Service
Board's efforts to upgrade internal audit and seeks enthu-
siastic co-operation from permanent and statutory heads., We
have noted that some of the late developments in 1980 By the
Public Service Board accord with our views, we welcome these
moves and the relevant pspers are included as Appendices § to
K of this paper. The Committee will be examining progress
made by initiating a review of selected departments and
authorities. The Committee believes that this review would
be assisted if the Public Service Board arranged for an
independent assessment by an cutside consultant.

1.17 The efforts given to producing an increasingly
effective internal auditing facility in public administration
will be rewarding. The Auditor-General of Canada has
deacribed internal auditing as:

"...one of the sharpest and most effective
toecls available to management to ensure that
it manages the resources for which it is
accountable economically, efficiently and
effectively."»

* Conspectus of the 100th Annual Report of the Auditor-
General of Canada : Resource Management.

CHAPTER 2
SUHMARY OF CONCLUSIONS AND RECOMMENDATIONS

2.1 Previous attempts to improve internel audit in the
Australian Public Service have been generally unsuccessful.
It is clear that those failures resulted from insufficient
interest on the part of permanent and statutory heads and a
lack of support for internal audit by senior management, e
situstion exacerbated by the low standard of internal asudit
itself.

2.2 The findings of the 1977 review focused attention on
the dismal state of internal audit in the Public Service and
stimulated renewed efforts to bring ebout improvements. The
Public Service Board has initiated action designed to upgrade
internal sudit. Its success will depend entirely on the
support given by individual departments and authorities and
the steps taken to ensure that the improvements necessary in
their own organisations are vigorously pursued.

2.3 It is essential that the heads of departments and
authorities cultivate a genuine interest in internal audit
and lesrn to use it effectively. The tendency for many
permanent heads to concentrate on policy matters and ignore
administrative and financial affairs cannot be condoned,
za:tigg}arly with the emergence of Section 2AB of the Audit
¢ .

2.4 OFficers who are motivated, qualified, experienced
and capable must be encouraged to enter internal audit so
that it can attain its full potential.

2,5 The Public Accounts Committee is committed to onsu-
ring the necessary improvements in internal audit are brought
about. The Committee will use every opportunity to check
progress within departments and test the commitment of perm-
anent and statutory heads and management towards effective
internal audit. 1t elso plans to initiate a review of
internal audit to evaluste progress with the improvement
program, within selected departments and suthorities during
the currency of the current parliament.

2.6 The Committee is keenly interested in ongoing deve-
lopmenta in all spheres of internal audit and welcomes any
suggestions, information or comments in response to this
report.

2.7 The recommendations made do not in themselves pro-
vide a solution for the problems faced in upgrading internal
audit in departments and authorities, but the Committee
congiders them necesssry to create the conditions which must
exist if overall success is to be achieved. For this reason,
the Committee has alsc re-emphssised recommendations which
arose following the 1977 review of internal audit in the
Public Service.
5



Audit Committees (page 16)

2.8 All departments and euthorities should establish
Audit Committees as a high priority.

ADP Auditing (page 18,19,20)

2.9 Departments and authorities should give high
priority to examining the various options available to
alleviate the lack of internal auditors with ADP skills.

2.10 The Public Service Board should continue to give
high priority to the development of general standards for ADP
auditing in the Australian Public Service.

2.11 All departments and authorities presently developing
ADP systems should immediately seek the advice of the Auditor
-General's Office as to the auditability of such systems
before they are implemented.

Systems Auditibility and Control (SAC) Study (page 22)

2.12 Departments ond authorities should study the SAC
reports prior to the introduction or upgrading of their ADP
audit capability.

Career Structures and Development (page 34,35)

2.13 Permanant heads of departments and heads of autho-
rities should decide upon and pursue with the Public Service
Board, the appropriate classification level for the position
of chief internal auditor, prefersbly within the Second
Division.

2.14 Departments and authorities should implement their
own internal audit training and education programs. They
should also support the Public Service Board in its efforts
to encourage tertiary institutions and other outside organi-
sations to develop appropriate formal courses of study in
auditing.

2.15 A progrsm of staff rotation between the internal
aydit function and other areas of the organisation should be
implemented and exchange of Internal Audit staff between
departments should be pursued. Officers being groomed for
higher management positions should spend a period at an
appropriate level in the internal audit function as part of
their overall development.

Internal Audit and Other Management Advisory Services
(page 357

2.16 Departments and asuthorities should examine the
feasibility of bringing the internsl audit function into
closer association with other management improvement
functions, recognising however, the necessity to preserve the
independence and objectivity of internsl audit.

Organisetional Structure (page 36)

2.17 Departments and authorities should review the struc-
ture of their internal audit function and consolidate it on a
centralised basis.

2.18 Departments and authorities which cannaot support an
internal audit function should errange for internal audit
support to be provided by an Internal Audit Consultancy
Bureau, another department or suthority, an cutside consul-
tancy service, or by some other means.

Internal Audit Consultancy Bureau (page 37)

2.19 The Public Service Board should review its previous
decision and re-examine the requirement to establish an
Internal Audit Consultancy Bureau, a similar organisation
attached to the Board itself, or supported by the Board but
independent from the Auditor-General's Office.



CHAPTER 3
HISTORICAL PERSPECTIVE

3.1 Internal audit in Commonwealth Government depart-
ments has developed over the last 40 years. Farlier, systems
of internsl controls and checks existed to varying degrees in
most departments, but in only & few instances had separate
internal audit machinery been established.

3.2 Since 1945 successive Auditors-General have referred
to the inadequacies of internal audit and the need to develap
the function as part of internal control and, as an aid to
management. In July 1964, following comment in the Auditor-
Generalts Report for 1962-63 and subsequently in the
Committes's 66th Report, all depeartments were instructed by
the Department of Treasury to critically examine tasks being
undertaken by internal audit staff and to ensure that
sufficient staff were maintained for the proper performance
of the audit function.*

Review of Internal Audit Positions: 1967-68

3.3 Two years later, in 1966, following further referen-
ces to internal audit by the Auditors-General and the Com-
mittee, the Public Service Board appointed a Joint Committee
to review the functions and duties of some 500 internal audit
positions in 21 Commonwealth departments. The Joint Committee
concluded thet the scope and approach to internal audit
varied considerably and found it necessary to define the role
of internal audit. It produced the following dafinition
which was adopted by the Public Service Board in 1968.%+

"Internal auditing is an independent, post-
operative, appraisal function performed within
a department 8s a service to management. It
covers the revenue, expenditure, stores,
personnel and related operations of a
department and also any financial, accounting
and supply activities arising from particular
functions of a department."

3.4 In July 1968, the Public Service Beoard notified
departments of new work levels and salary classifications and
invited them to re-appreise their internal audit functions.

* Treasury Circular 1964/G6, 27 July 1964.
#% Public Service Board Circular No. 1968/26, July 1968.



Public Accounts Committee Inquiry into Internal Audit:
1971-72

3.5 Although most departments took the opportunity to
re-appraise their internal audit functions and review their
organisation, continuing references by the Auditors-General
to deficiencies led the Committee to conduct a genersal
inquiry into internal audit in 1971. The results of that
inquiry were reported to Parliament in its 139th Report in
September 1972.% The Committee noted improvements had
occurred in some departments but was disturbed by the use of
internal audit staff on other duties.

3.6 In July 1973, the Public Service Board drew the
attention of all departments to the Committee's comments sand
a year later followed up with a survey seeking information on
the measures taken to ensure the effective performance of the
internal audit function. Nevertheless, criticism by Auditors
-General has continued.

Efficiency Review of Internal Audit: 1977

3.7 In the period following the 1968 Public Service
Board review, attention drawn to short comings in internal
sudit arrangements by the Auditor-General, the Committee and
bodies such as the Institute of Internsl Auditors and the
Royal Commission on Australian Government Administration,
culminated in the commissioning of a service wide, joint
management review of internal audit procedures by the Public
Service Board in 1977. This review involved a study of
internal audit practices in seven large departments and eight
major companies and publiec authorities in Australia, and
included an evaluation of practices adopted overseas. The
results were conveyed to the Board in late 1977 and, after
circulation of the report to all permanent heads and discus-
sions with the Auditor Genersl, a series of recommendations
were put forward in April 1979.** Aspects of this report are
discussed in Chapter 6 of this paper.

* Joint Committee of Public Accounts One Hundred and Thirty-
ninth Report: Internal Audit. Parliamentary Paper No.
181/1972, Canberra, 1973.

** Public Service Board Circular Ne. 1979/8, 30 April 1979.
See Appendix B.
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CHAPTER &
THE CHARACTERISTICS OF MODERN INTERNAL AUDIY

4.1 Internal auditing has been considerably transformed
in recent years. The historic and popular image of the audi-
tor as an accountant armed with a green pen, meticulously
checking through thousands of ledger entries searching for
errorg with which to confront 1luckless individuals whose
books fail to balance, is no longer relevant.

4.2 Hodern internal audit is an essential component of
the overall internal control procedures of an organisation.
Internal control extends to all areas of an organisations
operations and has been defined by the American Institute of
Certified Public Accountants thus;

Internal control comprises the plan of organizetion and
all of the co-ordinate methods and measures adopted
within & business to safeguard its assets, check the
accuracy and reliability of its accounting data, promote
operational efficiency, and encourage adherence to
prescribed managerial policies. This definition possibly
is broader than the meening sometimes attributed to the
term. It recognises that a "system" of internal control
extends beyond those matters which relate directly to the
functions of the accounting and financial departments.

4.3 This broad definition may be conveniently summarised
by stating that internal control is the means by which mana-
gement obtains the information, protection, and control for
successful operation of a business enterprise. It is the
task of Internal Audit to monitor the effectiveness of con-
trols for management keeping it informed as to the reliabi-
lity end appropriateness of the syastems and procedures it
employs and the efficiency of its practices, not only for
financial matters, but all operations within an orgenisation.

Role

4.4 Traditionally, the role of internal audit has been
seen as providing & wide ranging and useful service to mana-
gement. The Institute of Internal Auditors defined in its
statement of responsibilities on internal auditing in 1971
ass

"...an independent appraisal sctivity within an
organisation for the review of accounting,
financial and other operations as a basis for
gervice to management. It is a managerial
control which functions by measuring and
evaluating the effectiveness of other
controls,"*

# Statement of Responsibilities of the Internsl Auditor.
Originally issued by the Institute of Internal Auditors Inc.
in 1947 and revised in 1957 and 1971.

11



4.5 The contemporary view, particularly in North
America, is that rather than providing & service to manage~
ment alone, the role of internal audit is to provide a ser-
vice to the organisation of which menagement is an integral
part. Internal auditing is seen as:

. .an independent appraissl functicn estab-
lished within an organisation for the purpose
of reviewing the organisetion by examining and
evaluating activities and communicating audit
results. It may be concerned with any
activity of the organisation."*

independence
4.6 It has long been recognised that to be Fully effec-

tive, internal auditors must be independent. They must be
unbiased, objective, and Tree to carry out Etheir audit func-

tion without influence or interference from line management.
To do this, they need to have the support of senior manage-
ment and the co-operation of the elements being audited.
Accordingly, the director of internal audit should be respon-
sible to a position in the organisation with sufficient
authority to promote independence and to ensure broad sudit
coverage, adequate consideration of audit reports and effec-
tive action on audit recommendations. His responsibilities
should be clearly set out in a mandate which visibly demon-
strates this support for him. He should also be "abls to
communicate directly with the Permanent Head/Deputy, although
in the normal course of an audit his contact would be at the
the appropriaste management level.

4.7 To preserve objectivity and to ensure tasks are
conducted without bias, internal auditors should not assume
operational responsibilities. This avoids them being requ-
ired to audit operations which they may have been responsible
for implementing.

Preficiency

4.8 To carry out audit tasks properly, internal audit
staff must collectively possess the necessary skills and
experience. To ensure this, it is most important that

appropriate employment procedures and criteria are adopted to
obtain suitable staff. All personnel must be involved in
training and development programs. Also, audit assignments
must be properly supervised to ensure that the prescribed
standards of performance are met.

* Exposure Draft of Lthe Standards for the Professional
Practice of Internal Auditing. The Internal Auditor,
December 1979,

12

Scope

4.9 The full scope of internal audit encompasses the
measurement and evaluation of controls and performance. Such
an audit includes an evaluation of the integrity of infor-
mation systems; compliance with policies, plans, procedures,
laws and regulations; economic and efficient use of
resources; safequarding of assets; the adequacy of opersating
objectives and goals snd the effectiveness of results.

4,10 The audit standards of the General Accounting Office
of f:e United States (GAO) distinguish three elements of an
audit:

a. Financial and compliance:

to determine whether:

. financial operations are properly
conducted;
. the financial reports of an audited

entity are presented fairly; and
. the entity has complied with applicable
laws and regulations.

b. Economy snd efficiency:

to determine whether the entity is mana-
ging or utilising its resources in an
economical and efficient mannner and
whether the causes of any inefficiencies
or uneconomic practices, including inade-
quacies in management information sys-
tems, administrative procedures, or
organisational structure, are identified.

c. Program results:

to determine whether the desired results
or benefits are being achieved, whether
the objectives established by the legis-
lature or other authorising body are
being met, and whether the “entity has
considered alternatives which might yield
desired results at a lower cost.

4.11 Ideally, internal audits should include all of these
elements but the scope should always bhe broad enough to
satisfy the needs of potential users of audit reports. The
internal auditor should not be prevented Ffrom including any
of these elements in an audit.

13



4.12 Overseas, particularly in the United States, Canada
and Sweden, internal audit is being encouraged to expand its
acopg to include all the elements of a full, comprehensive
audit.

Approach

4.13 Until quite recently, the approach to internal audit
has often been seen as checking large numbers of transactions
to verify correctness and propriety and to locate and report
errors. Such & limited approach is both inefficient and
ineffective.

4.14 Modern internal audit involves a systems-based
approach which requires the auditor to gain a complete under-
standing of the financial, administrative, management or
other control systems being operated.

4.15 The system analysis and control evaluation phases of
an audit assist the auditor in formulating an hypothesis on
how much reliance he is able to place on the system and its
controls. If the auditor believes sufficient control mecha-
nisms exist, he conducts compliance testing for consistency
and effectiveness, to ascertain whether controls appear to be
both sufficient and adequate. If so, he can reduce the
detailed testing work required in his substantive evaluation.
If not, or if his earlier phase suggested insufficient con-
trols exist, he cannot reduce detailed testing work, since he
has no basis for placing reliance on the system and its
controls. Hence, the full process of an audit involves
detailed analysis to formulate an hypothesis, with the extent
of saubsequent substantive testing procedures consequent on
the results of control testing.

4,16 But it is not sufficient for an euditor to gain an
understanding of control systems alone, he has to have a
clear wunderstanding of management objectives, goals, and
targets followed by identification of the structure and
systems implemented by management to achieve these objec-
tives. Through appraisal the auditor then sets about deter-
mining whether or not those structures and systems achieve
the objectives, with a framework of cost-effectiveness and
adequate accounting and operational controls.

Audit Committees

4.17 In the private sector, audit committees are designed
to provide an assurance to the Board of Directors and to
investors, over and above the formal reports of external
auditors, that the management is maintaining adequate finan-
cial and other controls. They aim to ensure that internal
and external financial reporting is appropriate and that
internal and external audit procedures are efficiently
carried out.

14

4.18 Such audit committees are, in effect, sub-committees
of the Board of Directors, but toc ensure objectivity, usually
comprise at least a majority of external, non-executive dir-
ectors, independent from management, who can offer critical,
creative and independent views.

4.19 Although audit committees are not prevelant in the
government sector, they can perform en equivalent role by:

. oversighting the organisation's suditing
arrangements, and endorsing the internal
audit programs

. considering audit reports and findings
and ensuring that any corrective or
preventative action required is

implementead;

. reviewing the adequacy of internal con-
trols and accounting methads;

. reviewing the quality of internal audit
operations; and

. maintaining effective 1liaison with
external saudit authorities such as the
Auditor-General.

4,20 Objectivity may be enhanced by the appointment of ex-
ternal members to the audit committee from other departments
or authorities or possibly from outside the Public Service.

4,21 The Committee believes that audit committees should
be adopted generally by departments and authorities with an
internal audit function. Apart from encouraging adequate
internal audit arrangements, improving standards of internal
audit performance and liaising with the Auditor-General's
Office, these committees provide an excellent means of
securing the interest of permanent heads and mobilising
support by management. An sudit committee would:

. give senior officers responsible for
auditable areas of the organisation the
opportunity to participate in the deve-
lopment. of the internal sudit program;

. allow those officers to gain s better
understanding of how internal audit will
assist their management;

. remave the notion of internal audit
‘operating behind their backs' and the
risk of consequent lack of co-operation;
and,

. tend to make the involvement of the head
of the organisation with internal audit
more meaningful.
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4.22 The chief internal suditor is to remain rasponsible
directly to the head or deputy head of the organisation, and
have direct access to him as necessary.

Recommendsation:

All departments and authorities should estab-
lish an Audit Committee as a high priority.
Such a Committee should be appointed by the
head of the organisation and chaired by him or
his deputy. It should also comprise three or
four other members chosen from divisional
heads whose operations are subject to audit
and who have the experience and approach which
will enable the Committee to work effectively.

Relationship with External Audit

4.23 The objectives and responsibilities of the external
auditor are quite different to those of the internal auditor.
The external auditor has statutory responsibilities to ful-
fill on behalf of the ‘'shareholders' whereas the internal
auditor serves and is responsible to the organisation of
which he is a part.

4.24 Although their objectives differ, the audit coverage
and work of external and internasl auditors are often similar
and scarce auditing resources cen be conserved if internal
and external audits complement, rather than duplicate one
another. In such circumstances, the current practice is for
external auditors to place greater reliance on internal audit
work provided that it can be shown that such work is carried
aut in an independent and professianal manner. The external
auditor evaluates the internal auditor's independence, pro-
fessionalism and reporting, as well as the audit coverage.
Providing they are satisfactory, the need for the external
auditer to embark on more than limited testing of internal
audit procedures and a sampling of trangsactions, becomes
unnecessary.

4,25 Under Section 4SB of the Audit Act, the Auditor
General may, at his discretion, dispose with all or any part
of the detailed audit of any accounts. In his Report for
1969-70, the Auditor General stated:

"The extent to which statutory discretion is
exercised by my Office to dispense with all or
part of a detailed audit is influenced in each
case by the effectiveness of the system of
internal control of which internal audit is an
integral part."s

4,26 Accordingly, it has long been the policy of the
Auditor-General's Office to foster effective internal audit
in Commonwealth departments and authorities.

* Report of the Auditer-General, 1969-70. Paragraph 310,
page 372,
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CHAPTER 5

ADP_AUDITING

General

5.1 The objectives of an ADP audit and the standards
which apply to its performance are no different to thase for
a conventional audit. ADP systems are sophisticated and the
auditor must be specially troined and highly skilled to be
able to evaluate and test them. The auditor must be able to
devise appropriate techniques for testing the effective
operation of the systems in practice. Generally, this will
involve either specially written programs or generalised
software packages.

5.2 The Committee has been undertaking a comprehensive
inquiry inte ADP requirements in the Public Service.* It
would appear that the ADP audit capability is small,
considering that there are more then 80 medium-scale and
large-scale computers in operation in departments alone. The
present situation could become worse over the next few years
because the demand for ADP audit skills is 1likely to grow
more rapidly then such skills can be scquired in the Service,
either by recruitment or training.

5.3 The shortsge of ADP auditors, in Australia and
overseas generally, represents a major difficulty facing ADP
auditing development. With its increasing penetration into
most areas of administration, all internal auditors should
attain some degree of proficiency and familiarity with ADP
practice. To this end, two training programs covering ADP
control and sudit procedures based on material prepared by
the Canadian Institute of Chartered Accountants, have been
jointly developed by the Public Service Board and the
Auditor-General's COffice. These training programs have
already been used to train staff of the Auditor-General's
Cffice and are now providing basic training for those
internal auditors who will form the nucleus of departmental

* Joint Committee of Public Accounts 174th Report: Use of
ADP in the Commonwealth Public Sector -~ Acquisition of
Systems in the Public Service; Canberra 1978, Parliamentary
Paper No. 341/1978

* Joint Committee of Public Accounts 175th Report: Use of
ADP in the Commomwealth Public Sector - The MANDATA Project;
Canberra 1979, Parliamentary Paper No. 218/1979.

*Joint Committee of Public Accounts, 182nd Report:
Pharmaceutical Benefits - Chemists' Remuneration; Canberra
1980, Parliamentary Papsr No. 323/1980
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audit teams examining ADP systems and services.* It is
expected that they will provide basic training for 200

personnel in the first year. The Public Accounts Committee
supports this approach.

5.4 It will not be sufficient to give 8ll internal
auditors some degree of proficiency in ADP auditing and a
reasonable familiarity with ADP practice. That is but a
minimum first step. Accordingly, these programs will need to

be supplemented for auditing of advanced ADP systems. Various '

aptions including the presentatien of in-service courses and
the availability of suitable courses by external bodies and
tertiary institutions are currently being examined by the
Joint Implementation Committee.**

5.5 Thers is also an urgent requirement to deve
recruit skilled officers witgh the qadvanced ADP knu];&':adgg
necessary for the examination of larger and more complex
systems. To meet the shortage of such people, departments
have been advised to explore the possibilities of using
properly supervised Computer Systems Officers on internal
audit teams, departmental ADP officers on a consultative
basis, or the use of external consultants.*#* The Public
Accounts Committee believes that it will also be necessary to
'laterally' recruit suitably skilled persons directly from
areas outside the Public Service.

Recommendation:

Departments and asthorities should give high
priority to examining the various options
propased by the Public Service Board to
alleviate the immediate problem of the present
lack of internal auditors with ADP skills.

5.6 The wide range of ADP akills needed to permit
effective ADP auditing will necessitate a degree of
specialisation which may be difficult to develop and retain
in individual departments, even large ones. To obtain the
most effective results, these highly skilled specialists will
most likely have to be brought together in a pool from which
they can provide support to internal auditors in departments
and authorities with more basic ADP auditing capabilities.
This pool may best be located with the Internal Audit
Consultancy Bureau discussed in Chapter 8.

*  Public Service Board Memorandum 79/3667, 21 April 1980,
See Appendix E.

*# Public Service Board Circular No. 1980/7, 1 April 1980,
See Appendix D.
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5.7 ADP auditing should be involved in the whole range
of ADP activities, from the acquisition and inventary of
hardware and software, through systems analysis, design, pro-
gramming and operations, to the overall management of Faci-
lities and application of systems. Ideally, the scope of
such ADP audits should be extended beyond the examination of
systems controls to reviews of efficiency and effectiveness.
An additional benefit of ADP audits would be that internal
auditors could help bridge the communications gap that exists
in many organisations, between senior managers and their ADP
systems people.

5.8 The formulatien of internal audit standards and the
development of methodologies applicable to ADP auditing is
presently being pursued by the Joint Implementation
Committee., ADP Control Guidelines, =& pre-requisite to the
development of ADP auditing standards, have been issued in
draft form.

Recommendation:

The Public Service Board should continue to
give high priority to the development of
general standards for ADP auditing in the
Australian Public Service.

5.9 An issue raised in the Systems Auditability and
Control (SAC) study (see paragraph 5.14) was the need to
involve internal audit in the system development process to
ensure that effective procedures for testing controls and
verifying information are built into the ADP system at the
design stage.

5.10 This requirement is becoming increasingly important,
particularly with the move to on-line systems. Internal
Auditors must participate in the system development process
to ensure that appropriate audit and control features are
designed into new computer based systems. An evaluation of
the adequact of controls after a system is installed deter-
mines weaknesses too late in the development process. The
coat and time for modifying the system after installation can
cause operational delays and may be used to argue against the
inclusion of desired controls.

5.11 It may well be that the key to effective internal
auditing of complex on-line ADP systems is for highly skilled
specialists to preferably develop aydit routines at the
aystem design stage, which can be used by internal auditors
with more basic ADP skills. These routines may be in-built
at design stage or be free standing, the major consideration
of the latter being compatibility with the system being
designed. Where expertise is unavailable to develop self-
made audit routines reference should be made to the suitabi-
lity of commercially available audit packages. The needs of
external auditors should not be overlooked at design stage.
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5.12 The Committee believes there are few internal audit
personnel in the Publie Service who possess the necessary
specialised knowledge and skill to adequately specify veri-
fication requirements, and ensure the effectiveness of cone
trols in complex ADP systems. This situation is likely to

audits. An Internal Audit Consultancy Bureau eould provide
the medium term answer to beth these problems.

5.13 The Committee believas that there is an urgent need
For all departments and autorities presently developing ADP

rols. This need is so pressing that, ss an immediate stop-
gap measure, all departments and authorities developing ADP
systems should immediately seek the advice of the Auditor-
General's Gffice as to the acceptasbility of suych aystems
wtile they are still in the development or pre-implementation
stage.

Recommendation

All departments and authorities presently
daveloping ADP systems should immediately seek
the advice of the Auditor-General's Office as
to the auditability of such systems before
they are implemented.

Systems Auditability and Control (SAC) Study

5.14 The problems associated with auditing ADP gystems
are not confined to Australia. In 1975, the Institute of
Internal Auditors in the U.S.A., which had been concerned
with the problems of ADP system auditability and control for
some time, commenced a study to compile the best known sys.
tems control and audit practices then currently in use. The
study wss based on a combination of field interviews and mail
surveys of business and government organisations in the
U.S.A., Canada, Europe and Japan. The results of the study
were released in three reports.»*

5.15 The SAC study showed that in general:
. although datas processing systems and internal

audit techniques had evolved, there had been
little co-ordination;

* Systems Auditability and Control Study: Executive Report -
A high level averview of the study and the principal findings
and conclusion;

Data Processing Audit Practices Report -~ ADP Audit
methodology, tools and techniques; and
Data Processing Control Practices Report - Data procesasing

control methods and practices.

2y

5.16

from the ADP management viewpoint, the
internal auditor's mandate and scope were not
clear;

internal auditers had only limited experience,
knowledge or tools to cope with the ADP
environment; and

"top” management had not given adequats atten-
tion to the potential repercussions of inade-
quate ADP audit and control procedures.

In addition, & number of specific conclusions were

drawn including:

5.17

internal auditors must participate in the
system development process to ensure that
appropriate audit and control features are
designed into. new computer-basad infermation
systems, and verification of such controls
must occur both before and after installatjon
of those systems;

there is an important need for ADP audit staff
development as few internal audit staff have
sufficient ADP knowledge to audit effectively
in the ADP environment; and

new ADP audit tools and techniques are needed
as few of the present ones are adequate to the
needs of ADP auditors.

One outcome of the study was the identification of &

series of management actions designed to ensure that computer
-based information systems would be developed with adeguate
controls, be auditable and operate in a reliable manner.
These are summarised below:

.

Ensure that all management realise the impor-
tence of internel audit in data processing;
Issue a clearly defined internal audit mandate
that specifies the responsibility of internal
audit as it relates to all phases of data
processing;

Clearly define the working relationship among
users, internal auditors, and data processing
for the development and maintenance of
computer-based information systems;

Encourage the development of new data proces-
aing control techniques and internal audit
approaches to ensure the reliability of
computer-based information systems;

foquire the development of control guidelines;
Ensure that internsl audit participates in the
system development process;
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. Ensure adequate pre-installation testing of
computer -based information systems;

. Ensure that periodic post-installation veri-
fication takes place;
. When auditing computer-based information

systems, computer service center operations,
and system development, ensure that there are
reviews of controls, tests to verify the
cantrols, and tests to verify the dataj

. Encourage data processing and internal audit
to work together to achieve improved gystem
audit and control capabilities;

. Ensure that training programs are developed to
provide the needed skills to audit dats pro-
cessing, and also to reflsct the internal
audit discipline;

. Upgrade the quality and quantity of ADP pudi-
tors. As a starting point, use individuals
from the internal audit staff with a specific
interest in data processing;

. Add data processing personnel to the ADP audit
staff for spscialised dats processing
assistance;

. Ensure that data processing, internal audit,
and external audit work together to develop
required ADP audit tools and techniques; and

. Ensure that assessments of the internal audit
function are performed jointly by internal
audit and data processing.

5.18 The SAC study is a relevant and important source of
information in respect to ADP auditing. It deals with senior
management participation, the role of internal audit in ADP,
co-operation between internal audit and data processing,
training of ADP audit staff, effective and efficient use of
ADP audit techniques, audit invelvement in the development of
new systems and the development of new audit practicea. The
three SAC reports discuss these matters in some detail and
the Public Accounts Committee believes they are an important
reference work for those engaged in ADP audit.

Recommendation:
Departments and authorities should closely
study the Systems Auditability and Control

reports prior to the introduction or upgrading
of their ADP audit capability.
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CHAPTER 6
EFFICIENCY REVIEW OF INTERNAL AUDIV: 1977

Aims and Form of the Review

6.1 In November 1976 the Public Service Board commis-
sioned Coopers and Lybrand Services, Management Consultants,
to undertake a review of the internal audit function in the
Australian Public Service. In summary, the terms of reference
given to the consultants were to:

. establish the required role of internal
audit as a service to departmental
management ;

. assess the effectiveness of existing
internal audit programs and practices;

. recommend modifications to current
practices and methodology needed to make
internal audit effective in meeting the
defined role;

. suggest moedel working arrangements for
the organisation of internal audit in the
managerial hierarchy.

6.2 The review was carried out by a team comprising
representatives from the Auditor-General's Office, the Publie
Service Board and Coopers & Lybrand Services. The field work
tock four months and was conducted in three main phases:

. a survey of internal audit practices in
seven nominated departments within the
fublic Service;

. an examination of audit practice in eight
organisations outside the Public Service;
and

. an analysis of current overseas internal

audit practice with respect to public
administration.

6.3 Ouring the course of the review, detailed discuss-
ions were held with the Auditor-General on the nature and
possible future role and scope of internal audit, and its
relationship to external audit. Submissions were received
from the Institute of Internal Auditors and the Adminis-
trative and Clerical Officers Association.
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Review Findings

6.4 Coopers & Llybrand Services presented its report in
September 1977,* and recommended chenges to the internal
audit function throughout the Australian Public Service.

6.5 The report was highly critical of the internal audit
function in the Public Service, and in a letter of
presentation to the Board, the Consultants' findings were
outlined:

"The internal audit function in the Australian
Publiec Service employs in total more than 600
staff with a total salary cost, excluding on-
costs, travel end other expenses, in excess of
$7 million per annum. The total cost of the
function would be considerably higher, In
terms of value for money, we were unable to
identify sufficient tangible benefits arising
from the present internal audit effort which
would justify staffing and expenditure of this
megnitude.”

6.6 The Consultants concluded that the internal audit
function in the Public Service was directed almost wholly to
the 'financial and compliance' slement of internal audit.

LI management generally regard the
satisfactory performance of a financiel and
compliance auditing role by internal audit as
important to provide assurance that accounting
procedures and regulations are being followed,
perticularly in the financial area, where the
personal responsibilities of accountable
officers under the Audit Act are considerable.

The staff of internal audit understand their
role as being to ensure compliance with pro-
cedures and regulations and only in isolated
instances is any broader role envisaged."

6.7 They observed that service-wide internal auditing
standerds had not been developed; modern auditing techniques,
in general, were not used; a transaction based audit metho-
dology had been adopted in the Public Service; and there had
been few serious attempts to analyse the effectiveness of
underlying systems.

% Efficiency Review of Internal Audit Report, Coopers and
Lybrand Services September, 1977. A summary of the review
recomnendations is attached at Appendix A.
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6.8 They alsoc observed that the standard of audit mana-
gement was poor, svidenced by low staff morale, experience
and skilla; a lack of training; inadequate. planning, super-
vision and control; and poor direction. Some departments
alsa had considerable arrears of audit work and few had
developed satiafactory reporting systems to management.

6.9 The Consultants Ffound there was little expertise
other than of a basic accounting nature, and that thare had
been a failure generally to sudit ADP, costing, and manage-
ment information systems. Development of technicel exper-
tise, audit techniques, and staff motivation had not been
helped by the fragmented organisation of internal audit
services among departments. Of the 119 audit groups within
the Public Service, B85 contained four or fewer staff and only
14 had a staff greater than 10. This situstion exacerbated
problema of co-ordination, training and standards.

Recommendations Arising from the Review

6.10 The Consultants put forward some 45 separate recom-
mendations* covering the standards, role, scope, approach,
methodology, management and organisatian of internal audit.

6.11 They recommended thet auditing standards should be
dsfined for the Public Service as a whale and that the gene-
ral role of internal audit should be:

"....to provide management with added assurance
as to the reliability of financial and other
management information, the protection and
efficient wutilisation of resources and
effoctiveness of the department's product."

6.12 A phased expsnsion of the scope of internal audit
was proposed, from the existing basic compliance suditing to
compliance and efficiency auditing of financial systems, then
8ll systems and ultimately to include effectiveness reviews.

6.13 It was rocommended that o systems-based approach
should be adopted and that this approach should bé gorma-
lised, well documented and standardised throughout the Public
Service. The need for the development of a standard appr-
oach and methodology for auditing ADP systems was also
stressed.

6.14 To strengthen internal audit management the
Consultants recommended that:

. senior positions should be upgraded,
particularly the position of the chief
internal auditor;

* See Appendix A. Summary of Review Recommendations.
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only peraons of proven management ability
and with experience ip modern audit
approach and methods should be appointed
a8 chief internal auditor;

staff should be qualified or seeking
quelifications, not necessaerily in
accountancy;

experienced auditors should be recruited
from outside the Public Service;

training courses desling with audit
approach and methods, including those for
ADP and operational auditing, should be
develaoped and maintained;

suitable career opportunities should be
expanded by encouraging promotion or
transfer between internal audit and other
areas of the department; and,

consideration should be given to merging
or co-ordinating internal audit and other
meanagement review and improvement func-
tions, where this can be done without
weakening the independence of internal
auditing.

Consultants felt that the sudit organisation
Yy a chie

within departments should be centralised, hesade

auditor reporting to the permanent head or
Internal audit staff, including regional
should report to the chief internal suditor,
Each department should establish an audit
committee, chaired by the permanent head or hias deputy and
including the chief internal suditor snd divisional heads
whose operations are subject to audit.

formation of an Inter-Departmental

Committee was proposed, supported by a permanent secretariat
Australian Internal Audit Bureau. It was
envisaged that the Inter-Departmental Audit Committee would
be responsible for deciding policy regarding the development
of internal audit in the Public Service, approving standards
snd co-ordinating resources between departments.

The Australisn Internal Audit Buregu would comprise

experienced auditors on secondment from field work.
be independent of the Auditor~-General's Office but attached
to o "suitable department" and given the functions of:

developing standards for internal audit;
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not to local

1t would

. developing and conducting training
courses for all internal auditors;

. researching and developing standard
approaches and techniques for internal
audit; and

. providing field audit services to
departments not large enough to support a
viable internal audit group, or with
regional offices in remote locations
which cannot support adequate internal
audit groups, and where there is a need
for speclalist expertise, such as ADP
auditing.

6.18 The Consultants viewed the role of the Internal
Audit Bureau as being central to the development and imple-
mentation of upgraded audit approaches and methodologies,
systems-based auditing, auditing of departmental operations
and efficiency audits.
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CHAPTER 7
RECENT DEVELOPMENTS

The Public Service Board Response to the 1977 Review

7.1 The first official response to the results of the
1977 Review and the Consultents' recommendations was in May
1979 when the Public Service Board released for general
distribution a circular*

"designed to encourage departments and author-
ities to improve the efficiency of their
internal audit systems."

recommending a plan of action based on its consideration of
the report.

Recommendations Implemented by the Board

7.2 In the covering press statement, the Chairman of the
Publie Service Board, Mr. R.H. Cole, outlined plans to
improve the efficiency of internal audit arrangements and
announced the establishment of a Joint Implementation
Committee chaired by Mr. F.C. Pryor, 0.B.E., a consultant to
tho Board on internal auditing, with representatives from the
Board, the Auditor-General's Office and the Department of
Finance as members. The purpose of the Joint Implementation
Committee was to encourage and facilitate follow-up action
endorsed by the Board, in which it was to be assisted by an
Inter-Departmental Advisory Committee composed of a number of
nominated chief Internal auditors. The establishment of
these committees represented an alternative solution to
creating the ‘'Australian Internal Audit Bureau' recommended
by the Consultents. The Board undertook to provide any
supporting staff required by the two committees.

7.3 The general approach recommended by the Public
Service Baard included:
", an education program for all internal
auditors;

. the applicaetion of higher auditing
stendards which. the Board has developed
with the assistance of the Auditar-
General and other authorities;

# Public Service Board Circular Na. 1979/8, 30 April, 1979.
See Appendix B.
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. the development and application of more
sophisticated auditing techniques, inclu-
ding in particular the wider uss of an
audit approach based on evaluation of
control aystems rather than examination
of individual transactions;

. where apprapriste, review of orgenisation
and classification arrangements in indi-
vidual departments und authorities."
7.4 All permenent heads were requestsd to co-operate by:

. adopting the proposed interim internal
auditing standards;

. adopting systems based auditing;
. preparing an internal audit charter;

. strengthening complisnce auditing of
financial systems;

. extending the acope of internal audit to
include naon~-financial systems and
addressing efficiency and effectiveness;

. supporting an education program to be
mounted by the Public Service Board; and

. reviewing their internal audit
organisations.

7.5 However, it was recognised that permanent heads meay
have differing vigws as to:

"the role which should be played by internsl
audit vis-a-vis other review activities within
their departments",

7.6 Te meet the immediate needs of departments, a
‘Statement of Interim Internal Audit Standards' was prepared
by the Public Service Hoar n consultation w the Auditor~

General's Office and the Department of Finance. These Interim
Standards were adapted from auditing standards promulgated by
the Institute of Internal Auditors, the Australian Society of
Accountants, the Institute of Chartered Accountants and the
United States General Accounting Office.

7.7 In producing the Interim Stendards, the Board empha-
sised that the extent to which they should be implemented was
dependent upon the nature, size and purpose of the department
and should be determined by the individual permanent head and
clearly set out in the department's internal audit charter.
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7.8 Since May 1979, much of the Board's activity has
been directed to developing and presenting an education
rogram for management and internal audit steff. The program
Enc?uaes* familiarisation seminars for senior management and
managers of auditable areas of departments to gain their
interest and support for the internal audit function; and the
preparation of training packages and courses for internal
audit staff to introduce them to systems-based auditing ang
raise professional standards. The Auditor-Genaral's Office
has been working with the Board in developing these courses
and seminars and has also produced a comprehsnsive 'General
Audit Manuael', primarily for the use of its own officers, but
relevant to the methods, techniques and standards necessary
in the internal audit field.

7.9 In June and July 1979, a series of half day seminars
for senior managers was conducted in Canberra and attended by
573?“135"5653#%"D1vision officers. In May this year, a
program of half day seminars for other levels of management
commenced and is presently continuing. The first Systems
Based Auditing training course was presented in June 19;9 and
since en a total of 35 courses, attended by some 700
officers, have been conducted in all States and the ACT.
While further courses are envisaged, the main emphasis will
be on departments themselves providing this training. The
Joint Implementation Group is also canducting follow-up
seminars with internal auditors in the capital cities to
appraise results and discuss developments.

Progress with Other Recommendations

7.10 The Public Service Board has not been convinced of
the need to establish an Internsl Audit Buresu as recommended
in the review report. The Board has painted out that comments
received in respect to the report generally did not favour
the concept of sn Internal Audit Bureau, the predominant
criticism being that it would be ‘another external audit',
cutting across the responsibilities of permanent heads and
not in keeping with the view of internal audit as a service
to management.

7.11 YThe full scope of internal audit in government as
defined in the Interim Standards** promulgated by the Board
in May 1979, encompasses the firast two elements of a total
audit, namely 'financial and compliance' and ‘'economy and
efficiency'; but not the third, 'program results'. Ideally,
the scope of internal audit should ultimately embrace this
third element.

* Public Service Board Memorandum 79/2120, 1 June 1979. See
Appendix C.

#% General Standards G51; Attechment A to Public Service
Board Circular 1979/8, 30 April 1979, See Appendix B.
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7.12 The concept of forming internal audit committees has
not been totally accepted although some departments have
already estsblished such committees. However, a recently
prepared discussion paper on this subject* has recommended
that strong audit committees, chaired by the head of the
organisation or his deputy, should be established within all
depertments and suthorities capable of supporting a viable
internal audit function.

7.13 Although the education program being conducted by
the Public Service Board for senior managers and internal
audit staff is aimed at improving the proficiency and stand-
ards of management, the prime responsibility for strength-
ening management rests with departments and autﬁorIéIes
themselves, by upgrading their internal audit staff and
organisational structures. The Public  Setvice Board has
indicated that it stands ready to consider whether any
changes in staff classifications and establishment are
necessary, although at this stage it does not propose to
promulgate a new set of position classification standards.

7.14 To date, there has been a measure of support given
to the Public Service Board's improvement program with inter-
nel sudit charters and broad audit plans being developed by
gome departments and authorities** and the Board has claimed:

".,. a gignificant improvement in internal audit in
many organisationg® . *##%

7,15 By the end of August 1980, organisational changes
affecting internal audit positions in eleven departments had
been agreed by the Bosrd and further proposals were being
considered.*** The approach depactments have been encouraged
to take with their organisation proposals is two-tiered; to
establish the appropriate classification level for the chief
internal auditor and then develop the full organisation.
Organisation proposals sec far have generally resulted in only
& small increase in the classification level of the chief
internsl auditor; Ffrom Class 8/9 to Class 10/11.%#*%#

* Discussion Paper on Audit Committees, March 1980 prepared
by a working party of the Interdepartmental Advisory Commit-
tee an Internal Audit and circulated to all permanent heads
under cover of a Public Service Board memorandum of 18 March
1 .

** Report of the Auditor-General, 1979-80 : Internal Audit,
pp 156-163

##* puyblic Service Board Annusl Report, 1980 : Internal
Audit.

*#%% See Appendix F : Summary of Chief Internal Auditor
Classifications.
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CHAPTER 8
FUTURE DIRECTIONS

Caresr Structures and Development

8.1 If the Consultants' estimate of 600 internal audit
staff in the Public Service is correct, then 120-150 internal
auditors will need to be recruited or treined sach year,
merely to maintain the status quo.* Add to this the demands
imposed by expanded training programs, new standards and the
need for specialist skills and the challenge facing the
Bosrd, and the the Public Service becomes apparent.

8.2 It is difficult to see how enough skilled staff can
be obtained without recourse to lateral recruitment into the
Public Service. This is particularly so for the crucial
position of chief internal auditor as officers with the
necessary skills and experience are unlikely to be readily
found. But whether staff are to be recruited externally or
developed from within the Service, conditions will need to be
offered to them which sre commensurate with their skills and
competitive with those offered elsewhere.

8.3 The Public Accounts Committee is disappointed that
only ten of the 28 departments and numerous authorities have
been sble to finalise new classifications for their chief
internal auditors. It is not convinced that a clasgificatiaon
level of Class 10/11 for the chief internal auditor will
attract the calibre of officer necessary to head the new
internal audit functions.

8.4 The present classifications for senior internal
audit positions, particularly thst of the chief internal
auditor, must be further upgraded to attract officers with
the necessary qualifications, skills, experience and
competence. It is also essential to give the chief internal
auditor sufficisnt status within the organisation. Unless
this position is at least a Level 1 in the Second Division,
the Committee believes that his audit reports and
recommendations could be ineffectusl. It is recognised that
the size and viability of the internal audit function are
impartent considerations, but heads of departments and
authorities who appreciate the scope and potential of
internal audit and the calibre of officer required for chief
internal auditor, should be able to justify such a level.

* Based on Separations, Transfers and a proportion of
Promotions of Permanent Third Division Officers - Public
Service Board Statistical Year Books, 1978 and 1979.
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Recommendation:

Heads of departments and authorities should
decide upon and pursue with the Public Service
Board the appropriate classification levsl for
the position of chiaf internal auditor, pref-
erably within the Sscond Division, which will
give him sufficient status to be effective and
which will attract officers of the calibre
required for this key post.

8.5 The Committee realises that upgrading the classific-
ation level of the chief internal auditor will not in its own
right guarantee suitable appointments to this key position.
Close attention must be given to selecting only skilled,
experienced and capable personnel. There is also clearly a
nesd for more education and training to increase the supply
of skilled auditors. Departments and authorities must develop
their own ongoing education and training programs and steps
must be teken to interest tertiary institutions in providing
suitable auditing courses, particularly ocnes dealing with ADP
auditing. The Joint Implementation Committee is presently
pursuing these matters and departments and authorities should
provide all possible support.

Recammendation:

Depertments and suthorities should develop and
implement their own ongoing internal audit
training and education programs. They should
also support the Public Service Board in its
efforts to encourage tertiary institutions and
other outside organisstions to develop appro~
priate formal courses of study in auditing.

8.6 The Committee understands that several tertiary
institutions will offer internal auditing subjecte or courses
in 1981 and that the Institute of Internal Auditors plans to
offer three courses (Internal Auditing Practice, Operational
Auditing and Information Systems Auditing) in late 1980. EDP
audit courses are also arranged by the Institute of Chartered
Accountants in Australia.

8.7 Staff development programs which allow for the
rotation of officers between internal audit and other areas
within a8 organisation give internal audit staff the oppor-
tunity to gain a broader experience of other operations and
activities, and provide a means of introducing fresh mana-
gement approaches to internal audit. They also engender &
better understanding of the internal sudit function in other
areas of the organisation. The chief internal auditor should
also be eligible for rotation. A period of employment at an
appropriate level in the interpnal audit area should be regar-
ded as highly desirable, if not essential, for an officer's
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development prior to advancement to higher management. How-
ever, care must be taken to ensure that staff rotation prog-
rams de not unduly affect career opportunities within the
internal audit function, and that rotations are of sufficient
duration to allow a meaningful transfer of knowledge and
experience. There would also be advantages. in similar srran-
gements for exchange of officers from other organisations.

Recommendation:

Departmental staff development schemes should
include a program of staff rotation between
the internal audit function and other areas of
the department and exchange of Internal Audit
staff between departments should be pursued.
Officers being groomed for higher management
positions should spend a period at an
appropriate 1level in the internal audit
function as part of their overall development.

Internal Audit and Other Management Advisory Services

8.8 Consideration needs to be given to bringing the
internal seudit function more closely into association with
other management advisory services such as Orgsnisation and
Hethods, Mansgement Review, Industrial Engineering and Value
Analysis. As well as providing the opportunity for officers
to gain experience in methods of improving efficiency and
effectiveness and to observe the problems encountered in
departmental operations, it would offer wider career oppor-
tunities for internal auditors in other areas of management.
However, the internal sauditor's responsibility is one of
appraisal, review and the sponsoring of constructive recom-
mendations for improvement. It is not his responsibility nor
should he be put into the position of having teo initiate and
implement such rocommendations.

Recommendation:

Departments and authorities should examine the
feasibility of bringing the internal audit
function into closer association with other
management improvement functions within the
organisation recoghising however, the
necessity to preserve the independence and
objectivity of internal audit.

Organisatiopal Structure

8.9 The Committee believes that generally, the organis-
ational structure most suitable for the internal audit
function is a centralised one, independent from normal line
management where all internal audit staff including those in
regional offices, operate under the central direction of, and
report to, the chief internal suditor.
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Although regional internal sudit staff should be responsive
to thegneedg of local management, it is stafzfnbﬂztfor them
in the context of an overall internal au program
zgtg:mf:ed" by ethe chief internal auditor. A centralised
structure also provides better career opportunities and a
greater degree of flexibility in the utilisation of staff.

8.10 The Committee recognises that some departments and
authorities are too small or too fragmented to support an
internal audit function. In such cases, other arrangements
for the provision of an internal audit service will need to
be made. Some of the options which should be considered are:

. audit support provided by an Internal
Audit Consultancy Bureau;

. audit support provided by znother depart-
ment or authority wunder an ‘'umbrella!'
arrangement; or

. private consultancy arrangementa with an
outside contractor.

Recommendation:

Departments and authorities should review the
structure of their internal audit functicn to
eliminate non-viable units, and consolidate it
on a centralised basis. Departments or
authorities which cannot support an internal
audit function should arrange for internal
audit support to be provided by an Internal
Audit Consultancy Bureau, ancther department
or authority, an outside consultancy service,
or by other appropriate means.

internal Audit Consultancy Bureau

. The establishment of an Internal Audit Consultancy
guiéau could provide a viable medium-term solution for the
need to rationalise the use of scarce personnel with the
advanced and specialised ADP skills necessary for complex ADP
systems and installations. The Bureau could also be used to
provide an internal auditing service for those areas of the
Public Service where existing internal audit resources are
small or fragmented. By including trainees under supervision
in audit teams, this service could fulfil a training role.
The Bureau could maintain a research capability to introduce
improvements in audit techniques in line with world develop-
ments and keep under review the stste of internal audit
throughout the Public Service.
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8.12 The Committee is aware of the adverse reactions to
the Consultant's proposal for an Internal Audit Bureau. The
Committee also recognises that an Internal Audit Consultancy
Bureau would fail to meet its objectives unless it had the
support of departments and authorities. However, the Bureau
envisaged by the Committee would not be just another form of
external auditing. It would be a small organisation; a
repository for the highly specialised auditing skills and
techniques which could not be supportable in individual
departments and authorities for socme ysars, or which may not
even be attracted to the Public Service without the remune-
ration and work environment that a Bureau could provide. Such
a Buresu could provide departments and authorities with
specialised support at their request.

8.13 It has been argued, and would probably be the case,
that a Bureau would compete for audit resources which are
already sacarce, particularly within the Public Service.
However, as well as providing a greater chance of attracting
auditors from outside the Service, the Bureau should lead to
a more rational use of existing scarce auditing resources.
Although heads of organisations may not, For some time, be
able to rely on the Bureau to meet their individual priori-
ties, they would probably be faced with that situation,
through a searcity of specialist personnel. In such circum-
stances, the Bureau may be in the best overall position to
determine priorities.

8.14 On belance, the Committee favours the establishment
of an Internal Audit Consultancy Bureau.

Recommendation:

The Public Service Board should review its
previous decision and investigate the need to
establish an Internal Audit Consultancy Bureau
or similar organisation attached to the Board
itself, or supported by the Board; indepen-
dent from the Auditor-General's Office, but
with links with it; which could:

. provide a pool of internal auditors
highly skilled in the more specialised
audit procedures and techniques, particu-
larly in respect to operational auditing,
ADP auditing and ultimately, effective-
ness reviews; and who waould be available
to assist individual departments and
authorities without the capacity to
develop these resources themselves;

37



help spresad thoss specislist =skilla
through the Public Service by staff
rotation programs with other departments
and authoritiess

participate in the design and
implementation of controla in complex ADP
systems and the development of general
audit spplication programs;

provide advice on the development of
performance measures and standards;

assist ip the development of more
advanced training programs;

provide an internal audit service for
these departments or authorities too
small or too fragmented to maintain an
internal audit function themselves; and

maintain a small reaearch capability to
keep abreast of advances in audit
techniques and keep under review the
state of dinternal audit throughout the
Public Service.
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APPENDIX A
EFFICIENCY REVIER OF INTERNAL AUDIT : 1977
SUMMARY OF MAJOR RECOMMENDATIONS MADE BY THE

CONSULTANTS - CDOPERS & LYBRAND SERVICES

Generally Accepted Auditing Standards

1. Auditing standards should be defined for the APS
with a view to generally upgrading the audit function.

Role

2. The general role of the internal audit Ffunction

should enable it to provide management with added assurance
as to the reliability of Ffinanciel and other management
information, the protection and efficient utilisation of
resources and effectiveness of the department's product.

3. The internal audit role for each department should
evolve from the present compliance role through to a
comprehensive audit, covering the compliance and efficiency
of all departmental operations, through the following
principal phases:

Phase I - Compliance and efficiency of Financial systems

Internal oaudit should fill the role of regularly
appraising and evaluating financial and financially
related systems to provide added assurance to management
as to:

a. financial reliability, protection of assets,
compliance with regulations, statutes and other laid
down procedures; and

b. the efficiency of these systems and opportunities
for improving cost effectiveness.

Phase 11 - Complisnce and efficiency of all departmental
operations

Management should be encouraged to extend the audit role
to cover an evaluastion of the functioning of the whole
gystem of management controls over operations and
resources to ascertain whether they are operating
efficiently. The auditor should seek to identify
inefficient and wasteful prectices and opportunities for
management to improve the efficiency of utilisation of
departmental resources.
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Phase III -~

Ultimately, the internal audit role could be extended at
the discretion of management to include a review of the
effectiveness of the results achieved by the department
against objectives, where these have been defined by
management and are measurable.

Audit Act

4. The effect of strict personal accountability imposed
by the Audit Act should be researched in the light of
proposed moves toward efficiency auditing.

Co-ordination with Other Management Improvement Functiong

5. As far as possible, when the role of other
management improvement functions is of an audit nature,
consideration should be given to merging the functions and
staff with internal audit.

6. Closer communication and co-ordination should be
esteblished between internal audit and the other management
review and improvement functions.

Audit Approach and Methodology

Evalustion of internal control

7. A systems-based appreoach to the audit should be
adopted whersby the auditor examines and understands a total
system:

a. to identify and evaluate the controls upon which
management relies to ensurs that the information
produced by the system is valid, complete and
accurate and that regulations have been observed;

b. to identify aress where efficiency and ecanomy might
be improved; and

c. to ensure the security of assets and full accounting
for liabilities.

8. The approach should be formalised, well documented
and should be standardised throughout the APS.

Evidence snd working papers

9. Internal auditors should be required to obtain and
document fully all relevant evidence on which audit opinions,
Jjudgements, conclusions and recommendations are based.
Evidential documentation should include:
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a. flowcharts to document the auditor's understanding
of the system;

b. internal contrel questionnaires to document the
evaluation of the system;

c. working papers and audit programs to document the
work done.

Reporting
10. Reporting standards should be developed requiring:

a. that written reports should be provided to line
management following the conclusion of each audit;

b. that these reports be issued by the chief internal
auditor;

c. that the reports contain:

(1) definition of the objectives and scope of
the audit;

(ii) comments on significant weaknesses/
inefficiencies and recommendations for
improvements;

(i1i) views of auditees;

(iv) details of any limitations imposed on the
auditor;

d. that reports be tailored to the needs of management,
highlighting major matters and making
recommendations for improvement wherever
appropriate.

11, Audit reports should go to the head of the branch or
office being audited with a copy to the divisional head. 1In
addition, the internal auditor should be required to inform
senior management immediately of any major weaknesses or
losses discovered and should report to the Secretary or
Deputy Secretary half-yearly setting out, with appropriste
explanations:

a. audits aschieved against plans;
b. reasons for any delays in audit completion;

c. a summary of major findings and recommendations made
during the half-year;

d. a summary of previous major findings and
recommendstions which have not been esctioned.
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12. Reports should be strictly confidentisl to the
departnent and circulated outside the department only with
the express authority of the Secretary.

ADP_Audit

13. A group of ADP audit specialists should be formed
using personnel from both an ADP and an sudit background.

14. All auditors should receive ADP audit training.

15. A standard approach and methodology for the audit of
ADP systems should be developed. This approach should
camprehend the use of special techniques where needed, but
ghould be compatible with the general systems-bssed audit
approach.,

Management of the Audit

16, Management of the internsl audit function should be
strengthened. In some cases experienced audit managers
should be recruited from outside the APS or the position of
chief internal auditor could be filled by an experienced
operations manager, and auditors experienced in modern audit
techniques should be recruited to fill key senior audit
positiona.

17. Standards should be developed to cover:
a. Planning
(1) the need to obtain adequate coverage;
(ii) co-ordination with the Auditor-Generalj;

(idi) the preparation and regular review of
adequate audit programs.

b. Supervision and Steffing

(1) the assignment of appropriate staff;

(i4) efficient utilisation of staff at both work
and supervisory levels;

(iii) the provision of on the job training end
supervision.

Staff
Qualifications
18. Staff shaould preferably be gualified or actively

seeking qualifications.
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Training

19. Training courses should be developed for training
audit staff in the audit approach and methods to be adopted
for intarnel audit throughout the APS, paying due regard to
the audit performance standards laid down.

20, Training courses should be developed Ffor ADP
auditing at general and specialist levels and for the audit
of operational areas of depactments.

21. The training program should be developed and
maintained independent of any existing internal audit branch.

Caresr opportunities

22. Recruitment and promotion poliey should be
compatible with providing suitable cereer opportunities for
suditors either:

a. within the audit function (service-wide) for those
who see themselves as "career" auditors; or

b. by providing the opportunity to transfer to other
areas of the department.

Leadership

23, To alleviate the shortage of suitable candidates far
the positions of chief internal auditor, experienced auditors
should be recruited from outside the APS.

Specisl expertise

24, Departments should consider the skills required to
fulfil the defined audit role. Steps should be taken to
obtain ataff with the appropriate skills, either by
recruitment, secondment from another department or external
consulting contract.

Organisation of Internal Audit in the APS

25, There 1is & need for an inter-departmental
organisation to co-ordinste the development of the internal
audit function throughout the APS.

Inter-departmental co-ordinating committee

26, An inter-departmental co-ordinating committee should
be established consisting of a number of chief internal
auditors from departments with representatives from the
Public Service Board, the Department of Finance and the
Auditor-General's Office. The committee should be
responsible for deciding policy regarding the development of
internal audit in the APS, approving standards and
co-ordinating resources between departments.
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Internal Audit Bureau

27. A permanent secretariat to the co-ordinating
committee should be formed, to be described as the Australian
Internal Audit Bureau, comprising experienced auditors on
secondment from field work. The Buresu should be an outrider
of a suitable department, and given the function of:-

a. developing standards for internal audit in the APS;

b. developing and running training courses for all APS
internal auditors;

c. regsearching and developing standard approaches and
techniques for internal audit in the APS.

28. Additionally, after considering alternative
approaches, we recommend the extension of the role of the
Bureau to include the provision of field audit services to
departments on their request, pasrticulsrly where the
department is not large enough to support a viable internal
audit group, or where it has regional offices in remote
locations which cannot -support an adequate internal audit
staff, and where there is a need for specialist expertise
(for example, ADP audit) which is beyond the resources of the
department .

29. The Buresu should be independent from the Auditor
Generel's 0ffice.

Departmental orqanisation

30. All internal audit staff in a department should
operate under the central direction of the chief internal
auditor and report to him.

31. The chief internal auditor should report to the
Secretary or his delegated Daputy Secretary.

32. A departmental audit committee should be formed to
review audit plans, reports and performance and to provide
liaison with the Auditor-General.

33. The classificastion of the chief internal auditor
position should be reviewed with a view to upgrading the
internal audit function and providing greater independence.

34, Model orgsnisationsl serrangemsnts are proposed and
illustrated at appendix S, based on the prineiples that :

a. the audit function should be a staff, not 1line,
relationship within a department;
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b. all audit staff in a department should b
regponsible ultimately to the chief internal auditui
even whon they are based in a regional office.

Implenentatian

Internal Audit Bureau ~ Staff

35. The top management position in the Internal Audit
Bureay should be filled by a senior person possessing proven
managerial capability and experience within the APS.

36. Senior technical support for the manager should be
obtained by the recruitment of auditars experienced in the
systems-based epproach and desirably in efficiency auditing.

37. A specialist group of ADP dit
established in the Burenug. P o ore should be

Inter-departmental eo-urdinating committee

38. The inter-departmental co-ordinating committee
should be formed as saon as the Internal Audit Bureau hag
been estasblished.

39. The committee should give opriorit to th
development and implementation of audit standar)t;s and thg
audit approach.

Implementation at the departmental leyel

40, Departmental audit committees should be formed and
charged with considering the relevant recommendations of this
report. Each department should be given the opportunity to
transfer its interns) audit function or parts thereof to the
Internal Audit Bureau.

41, The recommendations made relating to the staff and
management of the Internal Audit Bureau apply also to the
departmental audit function. In addition, the departmental
managsment should consider the suitability of the chief
internal auditor to implement the recommendatians contained
in this report.

Development and Implementation of the Audit Approach

42, The Bursau's skilled resources should be applied to
upgrading the audit approach and methods to fulfil the
Fef?mmended role. This transition should e achieved as
ollows:~

Phgse 1 - Compliance and efficiency audit of finan ial
and financially related systems nanele
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a. appropriate audit standards, gpproach and
methodology should be developed for the introduction
of systems-based auditing;

b, training material should be developed and a training
program for staff commenced;

c. audits should be gradually upgreded to the new
approach.

Phage 11 ~ Compliance and efficiency audit extended to
all departmental operations

a. in-depth research should bt; carried out to determine
the most appropriate approachj

b the detailed approach and methodology should be
developed;

c. training material should be developed and a training
program for staff commenced;

d. efficiency audits of non-financial operations should
be introduced progressively.

Phese I11 - Audit review of the effectiveness of results
achieved

a. the steps to be followed would be similar to those
outlined for Phase Il above, if management decides
that this is an appropriate function for the
internal audit team.

Efficiency Auditing

43. A program of research should be undertaken by the
Internal Audit Bureau, if necessary with the assistance of
outside consultants, to develop an acceptable and effective
approach and methodology for conducting efficiency audita.

44. Efficiency auditing should be introduced on a
gradual basis using the Internal Audit Bureau to develop the
appreach, build up expertise acquiring such skills as are
needed, and carefully implement this approach on a growing
number of assignments. The implementation should be
accompanied by appropriate training for audit staff.

45, A management appreciation course in internal audit
should be developed for departmental management, to assist in
prometing the concepts and methods of modern internal audit
4s a service to management.
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APPENDIX B
PSB Circular No. 1979/8

INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE

PART A - INTRODUCYION

This circular is designed teo encourage departments and
auttorities to improve the efficiency of thier internal audit
systems.

2. The basis for the current internal audit arrange-
ments is set out in PSB Circular 1968/20 which wes issued
following a major review of internal audit in 1967/68. A
further memorandum (1973/3), stressing the need to maintain
adequate staffing and proper standards in this area, was
issued at the request of the Auditor-General following an
inquiry by the Joint Parliamentary Committee of Public
Accounts.

3. In the period since the 1967/68 review attention has
been drawn - especially by the Auditor-General - to & number
of problems bearing on the effectiveness of the internal
audit arrangements. Ooubts as to efficiency of the current
arrangements have been expressed also by such bodies as the
Joint Committee of Public Accounts, the Institute of Internal
Auditors Inc., and the Royel Commission of Australian
Government Administration.

4. In 1977 the Public Service Board therefore
commissioned a service wide joint management review of
internal audit procedures, The review included detailed

field examination of intermal audit practice in seven large
departments, an assessment of internal audit practices in
eight mejor companies and public authorities in Australia,
and an evaluastion of practices adopted overseas in relation
to internal sudit.

5. The Findings of this review, although not applicable
in every respect to all departments, confirm the existence of
major problems.

6. The review report was circulated to all Permanent
Heads and the Board has had the benefit of their comments in
its consideration of the report. The Board has been assisted
also by discussions with the Auditor-General, with a number
of departmental Chief Internal Auditors and with representa-
tives of the Institute of Internal Auditors, Inc.
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PARY B - GENERAL APPROACH

7. The Board seeks the co-operation of Permanent Heads
in implementing the following action:

a. modern internal auditing standards and systems-based
audit techniques be developed and applied within the
Australian Publie Service;

b. whilst first priority should be given to achieving
satisfactory stendards in the internal audit of
financial and financially-related systems the role
and scope of internal auditing ought to be expanded
progressively over the next few years to encempass,
in sppropriste cases, the efficiency and effective-
ness of other departmental operations;

c. and education program for all internal audditors be
instituted at an early date;

d. management control and technical direction of
internal audit wunits, programs, and staff be
strengthened;

e, the Board stends ready to consider whether any
consequential changes in staff classifications and
establishment are necessary;

f. the follow-up action in relation to internal audit
be monitored by a Joint Implementation Committee
which will be supported by an Interdepartmental
Advisory Committee.

8. Further detesils of the proposed follow-up action are
given below. It should be emphasised at this point however,
that the role and scope of internsl audit will naturally vary
considerably as between departments end authorities. The
Board recognises, for example, that Permanent Heads may have
differing views as to the role which should be played by
internal audit vis-a-vis other review activities withinm their
departments.

9. Much will depend, in any event, on the nature and
size of the operations carried out by the department or
authority concerned. in the case of some departments and
asthorities there may be @ case for strengthening their
internal audit organisations and activities. In the case of
other (and usually smaller) departments and authorities some
rationalisation of internal eudit activities may prove to be
desirable, especially whera the volume of such eudit work is
insufficient to enable an efficient and viable sudit unit to
be established. Attention is drawn elso in Part F to the
special problems involved in ADP suditing and, in particular,
to the difficulties which stand in the way of establishing
units of skilled ADP auditors within individual departments.
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PART C - INTERIM INTERNAL AUDIT STANDARDS

10. In consultation with the Auditor-General's @ffice
and the Department of Finance, the Board has prepared a
Statement of Interim Internal Auditing Standards. Those
standards, which are set out in Attachment A, have becen
adpted from auditing standards promulgated by the Institute
of Internal Auditors in 1978, the Australian Socliety of
Accountants and Institute of Chartersd Accountants in
Australian in 1977, and the United State General Accounting
O0ffice in 1974.

11. These interim stesndards have been developed to meet
immediate needs and the Board proposes to review them in the
light of experience, over the next twelve months. In the
meantime it is hoped that internal auditors will derive
useful guidance from these standards and that departments
will encourage widespread discussion and debate concerning
possible amendments and improvements.

12, Some references are made in Attachment A to the rale
and scope of internal auditing and, in particular, to the
possibility of internal auditing encompassing non-financial
activities (see for example, GS1 and EES4). Such references
may not be relevant to the current situation in many
departments and authorities. Nor does this statement of
interim standards touch on the special problems which arise
in respect of ADP auditing.

PART D - SYSTEMS-BASED AUDITING

13, It is clear that the achievement of more satisfactory
standards of internal audits will depend, in large part, on
internal auditors concentrating their attention on the meth-
ods of internal control present in the system rather than on
an examination of large numbers of historical transactions.
Accordingly, a general description of systems-based auditing
is given in Attachment B. This is to be used in conjunction
with the interim standards described in Attachment A.

14, The systems-based approach demands of the auditor
higher standards of analysis, documentation and appraisal.
In return the method offers:

. a more efficient audit system;

. better utilisation of audit resources and of total
audit time -~ typically there is a larger cycle
betwsen audits of a particular system becasuse of the
added assurance provided by the systems-based
approach; and
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. greater potential for recognising and introducing
systems improvements which should lead, in turn, to
better control, security and accuracy of future
transactions and greater efficiency in the
department's operations.

PART E - EDUCATION PROGRAM

15. In association with the Auditor-General's 0ffice,
the Board is developing material for presentation in an
internal audit education program which is scheduled to
commence in the third quarter of 1979. It is the Board's
objective that this education program should reach all
officers occupying internal audit positions.

16. The program will cover:

a. familiarisation seminars for senior managers and
Chief Internal Auditors;

b. technical seminars for Chief Internal Auditors; and

C. a series of seminars for experienced internal audit
staff and more junior audit staff.

17. Further details of the education program will be
provided to departments shortly.

PART F - ADP AUDITING

i8. The Board's consideration of the review's findings
and recommendations in regard to ADP audit lndi‘cated that
there are many issues which require further investigation and
corrective action; but there are significant problems.

19. These problems derive from:

. the shortage of suitable personnel (assessed in
terms of training, qualifications and experience);

. the 1limited availabjlity of adequate training
material at more advsnced levels;

. the restricted capacity of existing training
facilities within the Service.

28. The shortage of the skilled personnel required for
work in the ADP audit area represents a major difficulty.
This difficulty is not peculiar to the Austrauan. Public
Service; it is a problem faced by meny other cerganisations
both in Australia and overseas.
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21. The Board considers that, with the increasing pene-
tration of ADP into Service administration, all internal
auditors should attain some degree of proficiency in ADP
auditing and, desirably, a reasonable familiarity with ADP
practice., To this end, two treining programs, one aimed at
internal ADP control procedures and the other st ADP audit
procedures, based on material developed by the Canadian
Institute of Chartered Accountants, have been established
Jointly by the Offices of the Board and the Auditor-Genecal.
These are already in use and early indications suggest that
they represent a useful starting point for ADP audit
training.

22. Anather initiative which should assist in the
development of a longer term solution is the preparation of
commen standards for the control of computer-based systems.
This is being examined by a sub-committee established by the
interdepartmental committee on ADP early in 1978,

23, There is a need, however, for the development and/or
recruitment of skilled officers possessing the advanced
knowledge raequired for examination of the larger and more
complex ADP systems in the Service. The Board "is currently
considering ways in which this objective can be achieved aand
the matter will be discussed with the Departments primerily
concerned. One pesaibility which would go some way towards
meeting this objective would be to develop additional
training pragrams designed ta equip suitable officers, who
already have gsome ADP audit experience, with more advanced
knowledge of this ares. The review report suggests that
there is a camse for esteblishing a group of ADP audit
specialists who could provide a service as internal auditors
in those departments which require such expertise., Further
thought needs to be given, however, to the arrangements which
ghould be made, It is envisaged that this will be one of the
first matters to engage the attention of the Joint Implemen-
tation Committee which is to be established to facilitate the
implementation of improved internal sudit atrangements.

PART G - ORGANISATION AND CLASSIFICATION ASPECTS

24, The Board expects each department and authority to
review its internal audit arrangements in the light of this
Circular and (if such action has not already been taken)
prepare a statement defining the purpose, authority and
responaibility of the internal audit function within that
department or authority. In preparing such a statement due
regard should be paid to the audit management standards
described in Attachment A; a list of matters which might be
covered in the stetement is set out in Attachment C.
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25. One of the main purposes of such a statement is to
give a clear lead to internal auditors as to the task they
are expected to perform. The statement would also be a key
element in considering the need for changes in staffing,
establishment, and working arrangements in the internal audit
area.

26. Various other factors will need to be taken into
account in assessing the need for any such changes. It will
be necessary, for example, to consider carefully the impact
on other review activities and audit working arrangements,
particularly as they may affect other menagement advisory
functions. As mentioned in paragraph 9, due consideration
will need to be given to the nature and size of the internal
audit operations in each department or authority, In some
instances there mey be a case for strengthening internal
audit establishmentes but in other instances - for example,
where the volume of the audit work is insufficient to support
viable audit units - some pooling of internal audit resources
may be necessary.

27. The Board does not propose to promulgate, at this
stage, a new set of position clessification standards. The
current standards for ipternal audit work provide for five
defined work levels classified in the clerical/administrative
salary ranges. It 1is possible that the new methods of
working may require the use of other salary ranges but it hes
been decided not to make any general revision of the classi-
fication standards et this stage. The need for the develap-
ment of guidelines will be kept under review.

PART H ~ IMPLEMENTATION OF THE ARRANGEMENTS

28, The review report recommended that & permanent
secretariat, to be described a8 the Australisn Internal Audit
Bureau, should be established with responsibility for the
development of standards, training, research and development
of internal audit techniques and to provide field audit
gervices on request.

29. The Board is not conviced that it is necessary to
establish a Bureau in order to solve the problems which have
arisen to date. Moreover, as pointed out be a number of
Permanent Heads, the establishment of a Bureau of this kind
could be held to cut across their responsibilities and run
counter to the concept of internal auditing.

30. The Board accepts however, that there is a need. for
some form of interdepartmental machinery to provide s focal
point for matters relating to internal auditing and, in
particuler, to facilitate and encourage the implementation of
the aspproach described in this circular.
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31. It is proposed to establish for this purpose a Joint
Implementation Committee consisting of representatives of the
8oard, the Auditor-Seneral's O0ffice, and the Department of
Finance. This Committee will be assisted by an Interdepart-
mental Advisory Committee which it is expected will consist
mainly of Chief Internal Auditors nominated by the depart-
ments concerned. Yhe Board will provide any supporting staff
raquired by these Committees.

32. The Board will also made available a senior officer
to oversee the implementation arrangements, to chair these
Committees, and to liaise with Permanent Heads and their
senior officers. The Joint Implementation Committee will
keep in close touch with the progress being made by depart-
ments in implementing these internal audit arrangements and
it is envisaged that the Committee will make a progress
report to the Board by the middle of next year. The Board
will review the matter again at that time.

R.N. Mcleod
Secretary

Note: The List and Index of Operative Circulars, etc.
should be smended as follows:

Delete all references to PSB Circular 1968/20 and
PSB Memorandum 1973/3.
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Note:

ATTACHMENT A TO PSB
CIRCULAR NO. 1979/8

STATEMENT OF INTEREM INTERNAL AUDLTING STANDARDS

A general descriptian of Systems-Based Auditing to
be used in conjunction with these Standards is at
Attachment B.

GENERAL STANDARDS (GS)

GS1

GS2

GS3

GS4

GS5

The full scope of internal audit in government
encompasses:

a. An examination of financial transactions and
systems, (and accounting records end financial
reports where applicable), including an
evalustion of compliance with applicable
statutes and regulations.

b, A general assessment of the cost effectiveness
of administrative activities in accordence with
sound administrative principles and practices.

c. A review of the efficiency of resources
utilisation in terms of (1) management's
performance specifications and (2) general
cirteria for evaluating the efficiency of
management information systems, administrative
functions, organisational structures, and
operationsl systems.

Internal auditors must maintain an independent
outlook and must allow nothing to impair their
independence to plan, investigate and report with
honesty and objectivity.

Audits must be performed by or under the control of
a person or persons having the technical and
perceptive skills possessed by an experienced and
competent government internal auditor.

Internal auditors must take reasonable care in
specifying the evidence required, in gathering and
evaluating the evidence, and in reporting findings.

Information acquired by an internal auditor in the
course of his work must not be used for purposes
outside the scope of assessment and formation of an
opinion and reporting according to his
responsibilities.
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EXANINATION AND EVALUATION STANDARDS (EES).

EES1

EES2

EES3

EES4

EESS

EES6

EES7

An internal audit plsn must be prepared and revised
as necessary in the course of an internal audit to
cover all material aress under examinatian.

Where work is assigned to assistants, the assisting
internal auditors must have sufficient proficiency
and training to carry out the tasks. Their work
must be carefully supervised ond reviewed.

A review is to be made of compliance with statutory
and regulatory requirements.

Internal auditors must systematically evaluate the
nature of the organisation's operations and system
of internal control to assess the extent it may be
relied upon:

a. te ensure the integrity of accounting and other
information;

b. to ensure that the organisation's assets are
properly safeguardeds;

c. to ensure compliance with statutory
requirements and regulations;

d. to promote cost effictiveness in administrative
practices, and

e. to provide in terms of management's performance
specifications or other appropriate criteria,
efficient resource utilisation and adherence to
government policies.

Internal auditors must obtain all evidence
cons:dered neceasary for effective completion of the
audit.

Internal auditors must adequately document the
internal audit plan, the basis on which the plan has
beentformulated, and the results and findings of the
audit.

Internal auditors should follow up to ascertain that

appropriate action is taken on reports audit
findings.
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REPORTING STANDARDS (RS)

RS1

RS2

RS3

Prompt reporting is essential to enable timely use
to be made of the informaticn by management.

Written audit reports are to be submitted to the
appropriate managers within the organisation.
Copies of the reports should be sent to other
officers who may be responsible for taking action on
audit findings and recommendations and to other
responsible or authorised te receive such reports.

Each internal audit report shall:
a. be clear, concise and complete.

b. clearly explain the scope and objectives of the
audit.

c. present findings and conclusions in an
objective fashion relevant to the specific
user's needs.

de include only factual information, and findings
and conclusions ~adequately supported by
evidence properly documented in the working
papers. Detailed supporting data should be
included as necessary to allow for a convincing
presentation.

a. included, as applicable, the internal auditor's
suggestions for the type of mction to be taken
and information on wunderlying causes of
non-compliance with statutes, insccuracy of
accounting and other information, waste and
deficiencies, and inefficient systems,
operations and practices.

fa place emphasis, as applicable on improvement
rather than criticism of the past; critical
comments should be presented in balanced
perspactive, recognising any difficulties faced
by officers of the organisation.

g. identify and explain 1issues or questione
needing further study and consideration by the
internal auditor or athers.

h. include recognition of management initiated
improvements.,

i. include recognition of the views of responsible
management officials. These should be obtained
at an exit interview and where a contrary view
pergists, obtasined in writing and considered
for presentation in the audit report.
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3. state whether sny significent portinent inform-
ation has bsen omitted because it is deemed
privileged or confidential. The grounds for
the omission should also be given.

MANAGEMENT STANDARDS (MS)

MS1

MS2

MS3

Senior departmental management should provide a
statement of purpose, authority and responsibility
for the internal audit funcation.

The chief internal auditor should provide written
p:l:gies and procedures to guide the internal audit
staff.

The chief internal auditor should establish and
maintain a quality assurance program to eveluate the
operations of the internal audit function within the
department .
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ATTACHMENT B TO PSB
CIRCULAR NO. 1979/8

SYSTEMS BASED AUDIT - A General Description

Note: To be used in conjunction with the Interim Internal
Auditing Standards at Attaechment A.

The systems based audit concept concentrates sudit effort on
the methods of internal control present in the system rather
than on an examination of large numbers of historical
transactions. It is an approach whereby the auditor can
examine and understand a total system so as to:

a. identify and evaluate the internal controls upon
which management relies, to ensure that the infor-
mation produced by the system is valid, complete and
accurate and that regulations have been observed;

b. identify areas where cost effectiveness might be
improved; and

c. ensure the security of assets and full accounting
for liabilities.

Audit examinations should be restricted to manageable
projects based upon the precepts of systematic or controlled
enquiry so that the objectives of audit can be related to
objectives of the function or activity under review. The
function or activity defined For audit coverage should be
sgen as a total departmental-wide system or sub-system (eg
stores accounting). Thus a typiecal audit project would
invelve Staste/regional audit activity co-erdinated at the
central office of the department and would result in g
comprehensive internal sudit report covering ell aspects of
the system or sub-system under examination.

A particular audit project would be expected to have the
following pattern

a. a feasibility study which develops a detailed audit
plan;

b. examination of source data including legislative and
regulative requirements; previous audit reports,
managerial manuals, charts and specificaetions
including performance standards and documentation
requirements; and reports by management improvement
sections, external consultants and external
auditors;
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discussion with menagement to identify the key
operations of the function and existing or past
problem sreas. Use of appropriate methods to
identify material transactions and evaluate their
cost effectiveness;

systematic evaluation of significant internal
control features and objectives of the activity
using observation, inquiry, and appropriate audit
tools (such as flow charts to determine inter-
relationships, queationnaires and check lists for
completeness and quality determination; and
representative through-puut of transactions for
systems testing);

evaluation of the control system's effectiveness in
terms of appropriste criteria for regulatory
control, financial control end cost effectivenessj

light sample testing of that evaluation by verifi-
cation of the system on a random and preferebly
statistical basis of tramnsactions verificationg

discussion of the findings with the Chief or Senior
Internal Auditor and with management; end

reporting of the findings and conclusions to senior

departmental management by the Chief Internal
Auditor (or a Senior Internal Auditor).
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ATTACHKENT C TD PSB
CIRCULAR NO. 1979/8

STATEMENT OF PURPOSE, AUTHORITY AND RESPONSIBILITY FOR THE
INTERNAL AUDIT FUNCTION

The first menagement standard for internal audit is:

MS1 Senior departmental management should provide a
statement of purpose, authority and responsibility
for the internal eudit function.

2. It is importent that internal audit staff, managers
at various Jlevels and depasrtmental staff generally should
have a clear understanding of the role and status of internal
audit within the department.

3. Matters which might be addressed in the statement
vwould include:

. the purpose of internal audit within the department;

. audit methods which are to be adopted in achieving
that purpose;

. the 1line of organisational responsibility for
internal audit in the department;

. reporting requirements and how reporte are to be
handled within the department. In this context the
appointment of an Audit Committee may be
appropriate;

. the extent to which the Statement of Interim
Internal Audit Standards is to apply within the
depsrtment ; .

. the nature of any liaison arrangements with the
Auditor-General's Office;

. internal audit access to the accounts and records of
the department;

. restrictions (if any) on internal audit access to
accounts and records of a classified nature or
restricted premises of the department; and

. internal audit access to other offices and premises
of the department.
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APPENDIX C

—

Public Service Board Circular 79/2120
1 June 1979

INTERNAL AUDLIT IN THE APS - EDUCATION PROGRAM

In Part € of PSB Circular No. 1979/8 of 30 April 1979 it was
advised that an internal audit education program is being
developed by the Board to cover:

(a) familiarisation seminars for senior managers and
Chief Internal Auditors;

(b) technical seminers for Chief Internal Auditors; and

(e) a series of technical seminars for experienced

internal audit staff and more junior audit staff,

2. This memorandum provides further details of the
education program and seeks an indication through the
completion and return of thes attached schedule of the number
of officers departments expect to be involved in the various
programs.

Fapmiliarisation Seminars for Senior Managers and
hiefl tnternal Auditors

3. The Board propeses to run a tws phase series of
seminars aimed at the following departmental managers:

B thoss in the management line with direct respon-
sibility for the “sdministration of the internal
eudit function (Phase 1); and

. other managers whose areas of aperationsal responsi-~
bility are already included in, or have potentiagl
fer inclusion in, the auditable area of the
department (Phase 2).

Phase 1 Seminars for Managers with Direct
Responsibilities lowards Internal Audit

4. The objectives of the program aimed at those
managers with direct responsibilities towards internsl audit
ares

. to seek their commitment to better utilisation of
internal audit in their department;

. to demonstrate the changes which are necessary
and/or desirable for internal audit in the APS
including the establishment of departmental audit
committees;
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. to explain the Board's attitude to staffing,
organisation and clesssification matters; and

. to outline implementation arrangements proposed over
the next twelve months.

5. The phase 1 seminar will be of half day duration and
will be presented on several occasions in Canberra and once
in Melbourne. It is specifically designed for presentation
to officers at the level of Deputy Secretary, First Assistant
Secretary and/or Assistant Secretary. It is anticipated that
the department's Chief Internal Auditor would also attend.

Phase 2 Seminars for other Second Division Staff and
senior managers in the Third Division

6. The objectives of the program aimed at these
managers are:

. to demonstrate the manner in which internal audit is
expected to serve management and the manner in which
management should use that service;

. to explain the changes in nethod (systems-based
auditing) and scope (compliance, efficiency and
effoctiveness) that are teking place generally in
the Service;

. to outline the implementation arrangements proposed
over the next 12 monthsj

. to obtain their commitment to e proper utilisation
of internal audit.

7. The seminar, which is of half day duration, could be
conducted within the central office of a department if
sufficient numbers are nominated (a minimum of 20 officers
would be desirable). Such presentatiaons could be tailored to
fit the particular requirements of the department and,
desirably, some elements of the seminar materisl will be
presented by the department's own staff.

Jechnical Seminars for Internal Audit Staff

8. Training material now being developed for presen-
tation to internal asudit staff includes:

. a training course (Course 1) for Chief Internal
Auditors and other internal auditors who are
directly involved in the management, control and
review of internal audit functions;

. a training course (Course 2) for all ather internal
audit staff; and
. training packages for on-going training of audit
staff.,
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Course 1 Internal Audit Management Course

9. Course 1 is scheduled to take @ days and includes
the followings:

. an overview of the findings and recommendations of
the Joint Management Review of internal audits

. detailed discussions of audit standards, the nature
of the sudit charter and the role of the internal
auditor;

N audit management aspects i.e. audit program

development and approval, technical control and
direction of audit staff, resource planning and
control, audit reports and quality aessurance;

. systems based auditing techniques;

. ADP auditing - brief overview;

. human relations aspects relevant to the internal
auditor;
. relationships with external auditors and other
management advisory services; and
. sudit committees.
0. fresent plans provide for this course to be

presented only in Canberra, Sydney and Melbourne. However,
should there be sufficient’ demand at other lacations
conpsideration will be given to further presentations to mest
that demand. 1In completing the attached schedule departments
are requested to indicate, first, the numbers in each State
oxpected to attend Course 1 and, second, which of the
Canberra, Sydney or Helbourne courses officers would attend
if no courses are available at other locations.

Course 2 Internnl Audit Field Course

11. Course 2 is scheduled to take 5 days and is similar
to Course 1 except that less emphasis is placed on audit
management .

12. This course is intended to reach a far greater
number of internal suditors than Course 1 with courses
presently planned for every State except Tasmania and the
Northern Territory. (The need for courses in Tesmania and
the Northern Territory will be assessed against the demand
indicated by departments.} As it is probable that Course 2
will not be presented to all officers seeking places on the
course until mid-1980, departments may wish to include tha
course within their own training program for presentation by
their own staff. If such is the case arrangements could be
made to include prospective course leaders in the earler
pregsentations of Course 1.
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Content of Courses

13. The material for presentation in Courses 1 and 2 is
being prepered in association with the Auditor-General's
0ffice. To assist in this work an Internal Audit Training
Task Force was appointed; this consists of internal audit
staff made available by the Departments of Social Security,
Defence, Administrative Services, Housing and Construction
and the Taxation Office, led by a Principal Project Officer
from the Board. The content of the courses will be cleared
by the Interdepartmental Advisory Committee and the Joint
Implementation Committee.

14. The courses do not cover ADP auditing in any detail;
a separate training program is to be developed for this
aspect of auditing.

15. Courses 1 and 2 as presently designed to not address
the auditing of financial statements. However, each course
could be extended by 'an aedditional day to include modules on

the preparation and use of an audit package to test the

validity of financial stetements. In completing the attached
achedule departments sare asked to indicate the number of
internal auditors who would benefit from such an extension of
the course.

Training Packages

16. The material developed for presentation in Courses 1
and 2 will be made available to departments as training
packeges for the training of new audit staff. The packages
may be used as single topic modules or as part of a more
structured training course. However, the packages are not
expected to be finalised until early 1980 and further
information on their nature end content will be provided at
that time.

Tentative Tinmetable

17. To assist departments in determining the number of
staff which they would wish to have included in the training
program a tentative timetable for the full progrem is shown
at Attachment A. The dates shown for Phase 1 seminars,
presentations of Course 1 and the earlier presentation of
Course 2 may vary slightly. ©Dates for Phase 2 seminars and
the later presentation of Course 2 will be determined after
the extent of the demsnd is known.

Staff Numbers
18. It is strongly recommended that Departments be
represented by senior staff at the Phase 1 seminars, and that

all internal audit staff attend one or other of the technical
training courses. Courses 1 and 2 are also open to suitable
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officers, including ADP staff, not presently occupying inter-
nal audit psotions and departments are invited to indicate on
the attached schedule the number of such officers who might
be nominated for the courses.

19. At this initial stage departments are asked to
provide the Board with broad planning data on the number of
staff likely to be involved in the various parts of the
education program. It would be appreciasted if completed
schedules could be forward to reach the Board (Attention Mp
J. MacGregor) by 13 June 1979. Difficulties in meeting this
requirement and other enquiries relating to the matters
covered by this memorandum might be referred to Mr MacGregor
whe is the Executive Officer af the Joint Implementation
Committee (telephone (062)708403).

3. MacGregor

A/g Assistant Commissioner
Management Systems and
Efficiency Division
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6-106.8.79
1-5.10.79
8-12.10.79
15-19.18.79
5-9.11.79

(5 DAYS)

COURSE 2
AUDIT METHODS

Brisbane 1 29.10-2.11.79
Dates for further courses
at above locations to be

Adelaide 1 29.10-2.11.79
determined.

Canberra 1
Melbourne 1&2
Canbera 2
Sydney 1&2
Perth

17-26.7.79
14-23.8.79
14-23.8.79
11-20.9.79

COURSE 1
AUDIT MANAGEMENT
{8 DAYS)
Canberra 2 10-19.9.79

Canberra 1
Melbourne
Sydney
Canberra 3

to
September

Dates and
to be

determined.

commence in
1979.

PHASE 2 SEMINARS
(HALF-DAY)

Presentations
locations

26.6.79

4.7.79
11.7.79
18.7.79

PHASE 1 SEMINARS
(HALF -DAY)

Canberra 1
Canberra 2
Canberra 3

Melbourne

APPENDIX D

PSB Circular No. 1980/7
1 April 1980

INTERNAL AUDIT OF ADP SYSTEMS AND SERVICES
IN THE AUSTRALIAN PUBLIC SERVICE

PART A - INTRODUCTION

The purpose of this Circular is to advise departments and
statutory authorities of an action program to improve the
Service's capability for the internal audit of ADP systems
and services. The program calls for complementary action by
departments and authorities.

2, PSB Circular 1979/8 of 30 April 1979 outlined a
number of initistives to improve the efficiency of internal
auditing. Centrel to those initiatives was a training program
on the methodology of systems-based auditing which was seen
a8 a necessary prerequisite to & program to improve the
Service's capability to audit its ADP systems and services.

3. As foreshadowed in the earlier circular the Joint
Implementation and Interdepartmental Advisory Committees on
Internal Audit have now recommended that a series of further
steps be tesken to improve the internal audit of ADP systems
and services. The long-term objective underlying this
development program, which has been endorsed by the Board, is
that ell internal esuditors in the Australian Public Service
should be capable of involvement in the audit of ADP systems
and services. The program envisages:

. the provision of basic training in ADP auditing for
the main body of internal auditors;

. the development of standards and methodologies
relevant to the internal audit of ADP systems and
services;

. the development of other education and training
activities;

. steps to secure the services of ADP audit

gpecialists; and

. the provision of pilot ADP audit projects to comple-
ment the training programs and assist departments to
carry out urgent ADP auditing activities.

4, The nature of the audit task and the use of audit
teams to undertake thst task are discussed in Attachment A.
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PART B - EDUCATION

5. The Board has endorsed a training program for 1980
which will provide basic training to those internal auditors
who are to form the nucleus of departmental audit teams
examining ADP systems and services. The training envalope,
which will require the involvement of esach participant for
approximately 6 weeks, includes 2 formal courses based on the
Canadian Institute of Chartered Accountants (CICA) courses on
'Computer Controls' and 'Computer Auditing', and supervised
projects in an operational environment.

6. Further details of the basic training program wiil
be advised by separate memorandum. That memorandum will also
sgek details of audits included in the current annual audit
plans of departments or authorities which could be undertaken
by groups of course members as supervised projects.

7. In developing ADP audit specialists, the basic
training program will need te be supplemented by further
training or education in the auditing of advanced ADP
systems. To that end several options will be examined and
reported upon to the Board by the Joint Implementation
Committee. These include:

. the presentation of in-Service courses, probably on
a user-pays basisj

. the identification of suitable short courses
presented by various external bodies; and

. discussions with tertiary institutions simed at
identifying or introducing appropriaste courses or
gubj:cts to meet the longer term nseds of the

ervice.

PART C - OTHER ASPECTS OF THE DEVELOPMENT PROGRAM

8. Other aspects of the development program endorsed by
the Board include:

(a) the formulation of internal audit standards
applicable to the audit of ADP systems and services;

(b) the development of an audit management mathodolaby
relating particularly to the use of audit teams;

(c) identification, evalustion and possible pooling of
computer-assisted audit techniques;

(d) a2 limited number of pilet ADP audit projects with a
view to testing methodologies, complementing the
training program with case studies, and aassisting
some departments to carry out urgent ADP auditing
activities; and
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(e) identification of the role and responsibilities of
ADP audit specialists and development of the related
organisation and recruitment requirements.

9. In relation to item (e), the term ADP AUDIT
SPECIALIST is used in this circular to identify those
suditors who also possess a high degree of competence in
computing. There is an acute shortage of such people both in
the public end private sectors. Avenues which might be
explored by departments and authorities to meet this shortage
include:

. the recruitment, promotion or transfer of Computer
Systems Officers without audit skills who would work
in audit teams led by internal auditors experience
in systems-based techniques;

. a ataffing poalicy which pravides for the short or
long-term transfer or secondment of Computer Systems
Officers to the internal audit unit, perhaps to work
on a single audit project or group of projects;

. arrangements which require specified officers within
departmental ADP groups to provide or arrange
suppart to the internal audit unit on & short-term
consultative basis in respect of specific tasks
within an ADP audit project; and

. hiring of consultants to carry out auditing services
requiring specisl expertise.

10, As indicsted in discussions with departments and
authorities, the Bosrd has adopted a flexible approach to
organisetional arrangements for internal audit groups. That
flexibility will be maintained in relation to proposels to
improve the capability of such units to sduit ADP systems and
gervices.

PART D -~ COMPLEMENTARY ACTION

11, The total program recommended by the Joint Implemen-
tation Committee represents a major task, which in the face
of the urgent need to improve the Service's capability to
sudit its ADP systems and services, must be completed within
& reasonable period. The Interdepartmental Committees will
be giving urgent attention to these matters and the Board
will be seeking the active support of departments snd autho-
rities in the following ways:

. the release of some staff to joint the development
group for a period of approximately 6 months., This
group will be located within the Board's Management
Systems and Efficiency Division;
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. the rolease of other staff for short periods to
asgist the development group with aelected tasks
and/or to supervise training projects;

. rigorous selection of thoso officers nominated to
participate in the basic training program and,

particularly of those nominated for mors advanced
training; and

. co-operation in nominating and helping to organise
suitasble ADP audit projects for inclusion in the
training program.

R.M. Mcleod
Secretary
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ATTACHMENT A TO PSB
CIRCULAR NO, 1980/7

GENERAL APPROACH TD THE INTERNAL AUDIT
OF ADP SYSTEMS AND SERVICES

In PSB Circular No. 1979/8 it was emphasised that the
purpose, authority and responsibility of the internal audit
function within each department and authority are matters for
decision by the department or authority. A similar spproach
shauld be adopted to decisions concerning the internal audit
of ADP systems and services.

2. The internal audit of computer operations is
ussually a continuing process extending over a period of some
years. In the initial audit, there is a need to be satisfied
that adequete controls are incorporated in the systems
design; that the programs and operating procedures that go
to make up the total systems are faithful to the design; and
that controls are in place and operating. Beyond that
initial examination, there is usually a monitoring phase or
serisa of audits in which auditors are concerned with the
efficacy of transactions processed by, or dats held within,
the system. The monitoring phase includes the identification
and examination of systems changes which have occurred since
the previous audit.

3, In this circular the term 'ADP AUDIT' is avoided in
favour of the more embracing term AUDIT OF ADP SYSTEMS AND
SERVICES which is used to cover all internal auditing
activities associated with ADP matters including not only the
current operations or applications of ADP systems but also
ADo management and support services.

4. Within each audit of an ADP syastems or service there
exists & wide range of auit tasks which require varying
levels of audit competence and technical skill. In more such
audits a team approach will be the most efficient and cost
effective. The conglomerate skills of the senior members of
such reams will need to include a high level of competence in
the application of systems-based auditing methodologies,
experience in the use of ADP auditing techniques and a high
level of skill in the technical aspects of computing.

5. The composition of the team will tend to vary from
one audit to another. The nature of the task and the
camposition of the audit teem will reflect:

(a) the purpose and scope of the audit;

(b) the degree of complexity of the ADP system;

(c) the degree of technical content of the various parts
of the ADP system; and

(d) whether the audit is of an initial or monitoring
nature.
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APPENDIX E

OFFICE OF THE PUBLIC SERVICE BOARD

Kinge Avenys, Canberca, AC.T, 2600 Tel: 730411

Asterence:  79/3667

21 April 1980

To ALl Departments and Statutory Authorities
Staffed Under the Public Sexvice Act

INTERNAL AUDIT OF ADP SYSTEMS AND SERVICES: TRAINING PROGRAM .

PSB Circular 1980/7 of 1 April 1980 provided details of the
action program endorsed by the Board to improve the Service's
capability for the internal audit of ADP systems and services.
The purpose of this memorandum is to provide some further
detalls of the basic trailning arrangements and to seek from
departments and authorities information concerning the
personnel and the audit projects they wish to nominate for
the training program.

2. The progress of the action program will be monitored

by the Joint Implementation Committee and the Interdepartmental
Advisory Committee on internmal auditing. The program itself
will be carried out by the Internal Audit Implementation Group
located in the Management Systems and Efficiency Division of
the Board. This group will include a number of internal audit
personnel who are being made available by departments on a
temporary basis to assist in the development and administration
of the program.

Objectives of the Basic Program

© 3. The main objective of the basic tralning program is to
provide internal auditors and other staff who might be actached
to internal audit teams with:

(i) a working knowledge of comput:er controls;

(ii) an understanding of the principles and basic
methodology of auditing ADP systems and
services; and

(11i) some practical experience through participa-~
tion in a supervised audit project.

It is envisaged that these audit projects will also assist o
departments and authorities in respect of their current auditing
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activities. Such projects may enzble some departments, for
example, to introduce the auditing of ADP systems and
services into their annual audit plans or to improve the
range and effectiveness of their auditing activities in
this area.

4. As indicated in the Circular the long-term objective
underlying the total development program is that all internal
auditors in the Service, currently about 650, should be
capable of involvement in ADP audits. However, the number
of places available in the curzent twelve-month program will
be in the order of 200. It will therefore be necessary to
confine the current program to those officers judged by
their organisation to be key persomnel in carrying through

the organisation's audit of ADP systems and sexvices, «
The Training Envelope
5. The basic training envelope is built around two courses

developed by the Canadian Institute of Chartered Accountants
(CICA) and reflects recent experience of the Auditor-General's
Office in conducting a similar trxaining progrem. The complete
envelope, which requires the involvement of participants for a
period of six weeks, is comprised of:

. Computer Controls Course (CICA I)

(see synopsis at Attachment A) i 4 days

. Computer Auditing Course (CICA II) .
(see synopsis at Attachment B) * 6 days
. A supervised audit project in an . 4 weeks
operational environment *
6. The provision of practical experience through participa-

tion in an audit project immediately following the formal
courses is essential. Indeed it can be regarded as the most
important element in the training exercise, As it is intended
that no more than four auditors be included in audit teams
undertaking projects, it will be necessary to develop a large
bank of potential projects. The nature and format of such
projects are described in Attachment C.

7. The arrangements which will apply to these projects are:
(a) departments and authorities are now asked to
nominate possible projects using the Project
Nomination Form at Attachment D;

vee/3
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(b) members of the Internal Audit Implementation Group
will, as necessary, discuss details of the project
with the nominated contact officer of the
sponsoring department;

(c) projects to be associated with each training
course will be selected by the Implementation
Group having regard to such factors as the location
and appropriateness of the project in relation to
the training program, Any constraints or priori~
ties identified by the sponsor will also be taken
into account;

(d) the personnel to be allocated to each project will
be selected in consultation with the sponsoring
organisation. (It is envisaged that such personnel
would normally be drawn from several departments ox
authorities. However, qther arrangements will be
made if the sponsor indicates that staff external
to the organisation should not be involved.);

(e) team leaders for each project will be briefed on
methodology by the Implementation Group. (Wherever
possible, the team leader would be an officer of
the sponsoring organisation - the role of the team
leader is discussed in Attachment C,);

(£) members of the Implementation Group will consult
with the team leader during the project;

(g) the audit is to be performed on behalf of the
sponsoring organisation and audit findings, working
papers and the audit report will be confidential to
that organisation; and

(h) each team will be expected to submit to the
Implementation Group a report on matters relating
to the methodology employed in the audit. That
report will be cleared with the sponsoring
organisation by the team leader before submission.

Training Timetable

8, The initial courses in the training program are
scheduled as follows:

. Canberra : 26,5.80 to 6.6.80 plus 9.6.80 to
4,7.80 for projects

oo/t
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« Sydney ¢ 17.6.80 to 27.6.80 plus 30.6.80 to
25.7.80 for projects

+ Melbourne : 17.6.80 to 27.6,80 plus 30,6.80 to
25,7.80 for projects.

9. Nominations for places on those courses should be
forwarded, using the pro-forma at Attachment E, to reach the
Implementation Group by 7 May for the Canberra course and
28 May for those in Sydney and Melbourne.

Identification of Training Workload

10. Additional courses will be presented to meet the demand
represented by departments and authorities, within the overall
program target of 200 places. To this end we seeck the return
of Attachment F (Overall Training Requirements) by 2 May 1980,
The statistics provided should include those to be nominated
for the initial courses in Canberra, Sydney and Melbourne.

11, Some officers will have alrveady attended CICA I counses
conducted by the Board and a number of deparcments. Others
may have attended courses based on both CICA packages which
have been conducted by other organisations. In such cases the
officers may participate in those parts of the training
envelope not previously attended.

In Summaxry

12, Departments and authorities are asked to submit:

(a) details of suitable projects on the Project

: Nomination Form at Attachment D. (There is mo
closing date for such nominations although
some projects will need to be identified by
2 May.); .

(b) nominations for places on the initial courses
in Canberra by 7 May and Sydney and Melbourne
by 28 May - Attachment E; and

(c) statistics on overall training requirements -
Attachment F - by 2 May.

eeef5
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Enquiries

13, Enquiries regarding these arrangements may be directed
to Mr John MacGregor (062) 708873 or Mr Graham Bashford
(062) 708871,

F.C. Pryor

Chairman

Joint Implementation Committee
21 April 1980
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ATTACHMENT A - CICA 1
COMPUTER CONTROLS ~ Course Synopsis

The course, presented by the Public Service Board is based

on the ‘Computer Controls' training package developed by the
Canadian Institute of Chartered Accountants (CICA). That
package, in turn, is based upon the GICA publication 'Computer
Control Guidelines', Toronto, Canada 1970, a copy of which will
be loaned to participants as pre-course reading.

Length of Course

Four days of about 7 hours each. There is also
pre-reading and some evening preparation,

Course Objectives

. To provide internal auditors with a working knowledge
of computer controls

. To facilitate the evaluation of internal controls
in all areas affected by the introduction of computer
processing.

Course Pre-requisites

. Course participants should be familiar with the
concepts of computer processing. For those who
have not been closely associated with computers
useful texts which might be consulted are:

- 'How it Works : The Computexr’, A Ladybird
Book =~ very basic, but useful:

- 'Computers and Common Sense', Roger Hunt and
John Shelley, Prentice~Hall, 1977, 3rd edition -
basic, readable, relevant and comprehensive:

. Pre-reading of 'Computer Control Guidelines'

- particularly the introduction and chapters 1,
2 and 3,

Format and Presentation

The course involves the use of synchronised slide/cassette
audio visual lectures, quizzes, case studies and discussion.

There are five major segments:
(i) Pre-Installation Controls

. to ensure that a computer is ordered only if

it is likely to produce greater benefits than

other processing alternatives /2
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(L)

(ii1)

(iv)

(€]

2.
to ensure selection of suitable facilities and
services

to ensure that a pre-installation plan is prepared
against which results and progress can be measured.

Organisational Controls

- to provide effective organisational control over

the concentration of functions in the ADP Group

to ensure that management exercises effective
control over deployment of computer resources

to consider the question of achieving adequate
division of duties in the mini-computer
environment.

Development Controls

to ensure that an application is converted to

the computer only where it is cost-effective or
will provide the least cost basis if a project
is to be undertaken under Government direction
or where a continuing service must be provided.

to ensure the development of effective systems
and programs

to ensure that systems and programs are
effectively maintained.

Operations Controls

to prévenr. or detect accidental errors occurring
during processing by the ADP Branch

to prevent or detecb.fraudulem: manipulation of
data during processing by the ADP Branch and
to prevent misuse of classified information

to provide security against accidental destruction
of records and to ensure continuous operation.

Processing Controls

to ensure the completeness of data processed
by the computer

to ensure the accuracy of data processed by
the computer

ves/3
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+  to ensuxe that all data p

is authorised

« to ensure the ad y of

sed by tha

Internal Audit Implementation Group
Public Service Board

Canberra

April 1980
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ATTACHMENT B

COMPUTER AUDIT ~ Course Symopsis

The course presented by the Public Service Board is based on
the 'Computer Audit' training package developed by the Canadian
Institute of Chartered Accountants (CICA). That package, in
turn, is based upon the CICA publication 'Computer Audit
Guidelines', Toronto, Canada 1975, a copy of which will be
loaned to participants as pre-course reading.

Length of Course

2. Six days of about 7 hours each. There is also pre-
reading and some evening preparation.

General Objectives

3.
» To show the auditor when and how to adopt and supplement
his auditing procedures to cope with a computer environ-
ment., l

. To guide the auditor in the beneficial use of the
computer for auditing purposes.

. To demonstrate the need for and the role of computer
auditing specialists.,

Specific Objectives

4.

+ To demonstrate that fundamental auditing objectives
remain unchanged but that conventional approaches
and techniques may become inefficient, ineffective
or impossible by the introduction of computer
processing; and to show thereby the advantages to
the auditor and to the user for auditor involvement
in the computerisation process.

. To provide a familiarity with the means of assessing
the adequacy of internal control for audit purposes,
testing it for compliance and performing extended
tests where the system and records involve a
computer.,

. To demonstrate the systems, programs or hardware
changes which should be of audit concern and to review
the audit responsibilities related to conversion
activities.
ves/2
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. To review the audit procedures suited to computer-
assisted techniques and to indicate the standards of
audit control required for computer-assisted auditing.

. To provide an awareness of the many significant, non-
technical implications of using a computer.

Course Prerequisites
5.
. CICA Computer Controls course.
*

. Pre-reading of CICA 'Computer Audit Guidelines'.

. Auditing experience or an understanding of the systems-
based auditing approach. (For those participants
without auditing experience the Board will provide
pre-course notes on systems-baged methodology.)

Format and Presentation

6. The course involves the use of video lectures, quizzes,
discussion and case studies. Subjects addressed include:

. Impact of the computer on the audit.

. Audit framework,

. Control evaluation gu:ide.

. Review and evaluation of computer environment controls.

. Introduction to documentation of computer application.

. Documentation of visible input and output phases.
. Documentation of intermal computer processing phases.

. Documentation of applications - conclusion.

. Evaluation of processing controls.

. Overall evaluation of internal comtrols,

cedl3
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« 3.

. Introduction to verification

. Compliance verification - processing controls.

. Compliance verification ~ computer environment,
. Compliance verification - programmed procedures.

. Analysis of control deficiencies and compliance
deviations.

. Introduction to Computer-Assisted Audit
Techniques (CAAT),

. Data testing CAAT.

. System tasting CAAT.

. Problem solving CAAT,

. Audit control over CAAT,

. Compensating audit procedures.

. Accounting implications.

. Legal implications,

. Outside data centres.

. Systems under development.

. Advanced systems.

Internal Audit Implementation Group
Public Service Board

Canberra

April 1980
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ATTACHMENT C 2
ADP AUDIT TRAINING PROGRAM \
« findings of early audits could be taken as the
b starting point for subsequent projects; or
SPECIFICATION ON NATURE OF TRAINING PROJECTS
« in respect of centralised systems with satellite
. processing a series of projects could cover
Tntroduction L aspects of the central processing and the
processing in State capitals.

The purpose of the projects is to provide those that have

attended the CICA I and II courses with the opportunity to Role of the Team Leader

undertake, in an operational environment, an audit in which

theories and procedures demonstrated in the courses can be 6. Wherever possible, the team leader for each project

applied in practice. The project should also serve to should be an officer of the sponsoring organisation experienced

advance the organisation's annual audit plan. in systems-based auditing and/or computing with an appreciation
of the organisational and equipment environment in which the

Nature of Projects system operates. Should such an officer not be available,
possible alternative arrangements will be explored between the

2. While the CICA courses cover many matters which are Internal Audit Implementation Group and the organisation.

common to all types of computer processing, there ig, to

some extent, a concentration on those systems of a batch 7. The vole of the team leader is toj,

processing nature. Thus it is unlikely that, in the early

stages of the training program, the trainees would be « arrange appropriate accommodation;

capable of addressing complex systems such as data base

systems. (The need for projects of a more complex nature + explain the environment of the system to the audit

is expected to arise in the later months of 1980.) team;

3. Projects may be mominated in respect of both financial « provide system d ation as appropriate;

and non-financial ADP systems and could be located in any

capital city. However, at this stage of development of the « facilitate the interface between the audit team,

Service's capability, audit objectives can be expected to the auditee and other officers of the organisation;

concentrate on aspects of compliance rather than efficiency

of ADP systems. In this context the texrm 'compliance' is . be avallable for consultation during the audit;

used in a broad sense and its meaning might best be apprecilated

by scanning the matters listed in Attachments A and B. + attend the exit interview; and

4, Although in some instances four trainees may be . supervise the preparation and submission of the

allocated to each project, projects should be formulated on methodology report by the audit team.

the basis that three auditors will be available for four weeks.

Allowing for familiarisation, consultation with members. of the 8. The team leader should not take part in the conduct of

training team and the team leader, effective audit time will be the audit other than as indicated above.

in the order of nine man-weeks.

Prepatation of Project Nomination Form

5. Ideally from a training viewpoint, projects would require

an audit covering all aspects of a small scale ADP system. 9. Some aspects of the Project Nomination Foxm at Attachment D
However, as this may not meet the organisation’s priorities or require explanation:

needs, an approach which could be considered by organisations

formulating projects concerned with large or dispersed ADP 1., Sequence No. : Where more than one project is, or
systems, would be to develop a series of inter-related projects, may be, nominated by the organisation
e.get the sequential numbering of forms by

the organisation will facilitate

. two or more projects undertaken at the same time or future discussion.

in sequence could concentrate on relatively »
independent aspects of the system; )2
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6., Constraints : Any counstraints which the organisation
sees as applicable to the audit ox the
persomnal involved should be clearly
stated here - sae also paragraph 6(d)
of the covering memorandum.

7. Inter-relationships
s See paragraph 5 abave.

Internal Audit Implementation Group
Public Service Board

Canberra

April 1980
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APPENDIX F
SUMMARY OF CHIEF INTERNAL AUDITOR CLASSIFICATIONS

Following the joint management review of internal
audit operations and the issue in April 1979 of the Public
Service Board's circular requesting all departments to review
their internal audit arrangements, internal audit establish.
ments have been strengthened in a number of departments.
During 1979/80 the Public Service Board agreed to organisa-
tion changes affecting internsl audit positions in ten depar-
tments. For the most part these chenges took the form of
upward clessifications of Chief Internal Auditor positions.
It is expected that a number of departments will be submit-
ting further reorganistion proposals after these in-charge
positions have been filled and plans for the further develop-
ment of internal audit activities have been formulated.

Details of changes in the classification of Chief
Internal Audit positions are given below:

Department or Previous New Size of
rganisation Classification ClassifIcation Internal
Audit
Establishment

Social Security Class 9 Level 1 163
Businesa &

Conaumer Affairs Class 9 Class 11 27
Housing and

Construction Class 9 Class 11 35
Taxation Office Class 10 Class 11 %4
Productivity Class 9% Class 11* 45
Aboriginal

Affairs Class 9 Class 10 14
Education Class 8 Class 10 18
Employment &

Youth Affairs Class 7 Class 10 22
Health Class 8 Class 10 20
Primary Industry Class 8 Class 10 15

Science and
the Environment Class 8 Class 10 8

*This position has not been reclassified, but the Department
has been authorised (without prejudice) to advertise it at
the Class 1l level.
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Az at the end of August 1980 the Public Sorvice
Board had under consideration proposals from six departments
in respect of thair internal audit establishments. These were
Attorney General's Department, Department of Capital
Territory, the Department of Defence, the Department of
Finance, the Department of Foreign Affairs, and the
Department of Housing and Construction. In addition, the
Department of Administrative Services is in the process of
developing a new organisation proposal.

Details of departments which have proposed but not
yet obtained new classifications for the Chief Internal
Auditor position as shown below:

Department Preasnt Size of Internal
or Organisation . Classification udi
T Establishment
Defence Class 11 180
Administrative Class 9 23
Servicea*
Finance Class 9 7
Foreign Affairs Class 9 16
Capital Territory Class 9 20
Attorney-General's Class 8 19

* Organisation proposal still being developed.

The following departments or organisations with
internal audit establishments consisting of three or more
positions have not submitted reorganisation proposals to the
8oerd during the past two years:

Classification Size of Internal
dit

Department or of Chief Au
Urosntaation IntSTRAL AUditor Establishment
Voterans' Affairs Class 9 45
Transport Class 9 27
Defence Service Homes Class 9 24
Immigration & Ethnic Affairs Class 7 7
Australian Bureau of Statistics Class 7 5
National Development and Energy Class 7 5
Home Affairs Class 8 3
90

Al)l of the departments listed above have had contact
with the Board's officers concerning the upgrading of their
internal audit units and have progressed taowards the adoption
of a systems-based audit methodology. It is known that
several of these departments are preparing recommendations
for presentation to the Board.

Source: Internal Audit Implementation Group, Public Service

Board, September 1980.
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Letter to Permanent Heads APPENDIX G

Public Service Board

KIHQS AVENUE CANBERRA ACT. 2800 TELEPHONE 73.0411

23 December 1980

Dear

I would like to draw your attention to several developments in the
current program to improve the quality of internal auditing.

On the training side our first objective has been to ensure that
all internal auditors have some knowledge and appreciation of
systems-based auditing. This objective has now been virtually
achieved; since May of last year approximately 750 persons have
participated in our systems-based auditing courses.

Following the Board's announcement last April of a program to
improve the internal auditing of ADP systems we introduced a course
aimed at providing internal auditors with a basic knowledge of ADP
auditing. With valuable assistance from a number of departments
this course has now been given to 142 internal auditors; in
addition, 35 ADP audit projects - most of which could not other-
wise have been undertaken - have been completed in conjunction with
this training course.

An advanced ADP audit course is now being prepared and the Board
has secured for this purpose the services of Dr Brian Garner,
Professor of Computing at Deakin University., Details of this
course will be made available shortly.

There is undoubtedly a serious lack of expertise within the Service
in respect of ADP auditing and the need to take urgent remedial
action has been stressed not only by the Auditor-General and the
Public Service Board but also by Parliamentary bodies such as the
Public Accounts Comnittee, I need hardly add that our training
efforts in this area call for the continued co-operation and active
support of all the departments and authorities concerned.

I am enclosing for your information two IDAC Papers (Nos. 17 and 25)
which the Interdepartmental Committee agreed should be circulated
to all interested departments and authorities. It is hoped that
Paper No. 17 - which discusses the subject of internal audit
independence - will promote better understanding of this subject
and stimulate departments to review the adequacy of their current
arrangements for safeguarding the quality and objectivity of their
internal audit work. The other Paper entitled ‘'Quality Assurance
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for Internal Audit® is designed to assist Audit Committees (or
departmental management) to keep the quality and utility of the
internal audit function under review; it is also designed to
help Chief Intermal Auditors and the internal audit field staff
maintain the quality and efficiency of their day-to-day auditing
operations.

Also enclosed for your information is a copy of a memorandum
requesting all departments to furnish certain information
regarding theilr intermal audit operations. This information
will enable us to make an assessment of the progress achieved

to date and of the main problems still requiring remedial action.

Yours sincerely

S

F.C. Pryor

Chairman

Joint Implementation Committee
on Internal Audit
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.IDAC Paper No. 17

APPENDIX B

Independence and Internal Audit
in the Australian Public Sexvice

Interdepartmental Advisory Committee on Imternal Audit
December, 1980
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Independence and Internal Audit
in the Australian Public Service
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INDEPENDENCE AND INTERNAL AUDIT IN THE
AUSTRALIAN PUBLIC SERVICE

1. INTRODUCTION

1.1 This paper discusses the concept of independence as it
applies to internal auditing in the Australian Public Service.
It seeks to clarify the degree and kind of independence which
is relevant to internal auditing and the serious nature of
the problems which can arise if an appropriate degree of
independence is rot maintained.

1.2 At the same time the paper suggests that intermal
audit independence should not be treated as a separate goal
and that the degree of independence which is desirable in
particular situations needs to be assessed in terms of the
contributien it may make to the production of objective and
high quality audits. In this connection it is argued that
complete independence on the part of the internal auditor
is not always conducive to the production of quality audits
and may indeed be counter-productive in some circumstances;
objectivity, rather than independence as such, is seen as
the prime consideration. The paper concludes with a section
outlining the main steps which organisations might take to
promote and safeguard the objectivity of internal audit work.

1.3 'The paper does not set out to provide answers to meet
all situations., Nevertheless it is hoped that it will
promote a better undexrstanding of the subject and stimulate
departments and authorities to review the adequacy of their
current arrangements for safeguarding the quality and
objectivity of their internal audit work. It is hoped that
the paper will help internal auditors to clarify their own
ideas on the subject and encourage them to achieve the high
degree of audit proficiency and objectivity canvassed ‘in
this paper. The paper is being circulated to all departments
and organisations staffed under the Public Service Act.

2. THE MEANING OF INDEPENDENCE
2.1 The need for the auditor to be independent of the
auditee is often stressed and there is also widespread

acceptance of the need for auditors to adopt an independent
outlook. These perceptions of the concept of independence
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are reflected ia the Public Service Board's statement of
internal auditing standards where it is asserted that:

'Internal auditors must maintain an independent
outlook and must allow nothing to impair their
independence to plan, investigate and report
with honesty and objectivity.,’ (Gs2)

2.2 It is worth noting at the outset that the cultivation
by internal suditors of an independent outlook and the
presexvation of their independence from the auditees does

not imply that they should be left entirely free to determine

the nature and scale of their auditing activities. Internmal
audit is a departmental function and the Permanent Head (or
higher management) needs to determine how that function is
to be carried out, 1In particular, intevnal audit is
essentially an aid to management and the higher management
in each organisation needs to determine the charter under
which internal audit is to operate and decide upon the form
and nature of the audits which the unit should carry out.

2,3 At the same time - and especially because of its

own interest in receiving audif reports of maximum
assistance to it ~ the higher management has an obvious
interest in promoting the conditions necessary for high
quality internal audits. Accordingly it is clearly in the
interests of higher management to ensure that, within the
general texms of reference laid down for it, internal audit
maintains an independent approach in its auditing operations
and enjoys an appropriate degree of independence in its
dealings with the auditees,

3. THE NEED FOR INDEPENDENCE

3.1 The basic purpose of internal audit is the provision
of information for management purposes. High quality
Information is relevant, organised and Precise. An audit
generating such information must necessarily be incisive,
rigorous and objective, :

3.2 Many factors can affect an internal auditor's ability
to conduct an audit which provides high quality information,
Perhaps the most significant are internal auditor competence
and audit approach. An audit will also be affected by the
relationships between the auditor and auditee and between
the auditor and the organisation or system audited.
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3.3 Independence is traditionally seen as a precondition
for the conduct of quality audits. An intex'-nal audit is
more likely to be incisive, rigorous and objective if the
auditor is in a position where he is neither unduly
influenced nor constrained by his assoc%ation with t:he*
auditee or system audited. The auditor's attitudes, like-
wise, should be similarly detached and he should strive tg
protect the integrity of his work by maintaining a properly
*independent outlook’.

. There is no doubt that internal auditor effectiveness
2&: be jeopardised by the relationship between the auditor
and auditee or system audited. Objectivity, rigour and c
incisiveness may be impaired in various ways by aspecti o.
this relationship. The following are indicative examples:

. objectivity can be impaired where

it is

= an internal auditor or internal audit um:
responsible to tne auditee, or where the auditee
has the right or capacity to discipline the
internal auditor; .

- an internal auditor is required toiaudit: a
ystem of his own design or operation, ox
:z:nsactions which he himself has generated.

= the internal auditor maintains close personal
ties with an auditee.

. incisiveness can be impaired where

-~ an internal auditor is allowed access only to
information provided by the auditee or is
rastrained from obtaining information on his
own initiative;

=~ an intermal auditor is unable to report to
sufficiently senior mar it - and hence
might temper his report to secure acceptance
of it by line management;

. rigour can be impaired where

-  an internal audit unit is unpduly swayed by a
perceived need for consensus or compromise;
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= an internal auditor is denied sufficient
technical information on alternative procedures.

3.5 These examples illustrate the magnitude and diversity
of the problems which can result from a lack of independence.
They also illustrate the point that diffevent types of
dependency may be involved; while some are serious and
inbuilt, others can be reduced by management directed
organisational change..

4,  INDEPENDENCE IN PERSPECTIVE

4.1 At the same time it should be borne in mind that

the independence of the internal auditor should not be
regarded as a goal in itself, that independence is only

one of the conditions which can be regarded as an aid to
quality audits and that a variety of factors may nced to

be taken into account in judging the form and degree of
independence deemed to be required in any audit. These
factors are discussed in more detail below. It is also
worth noting that, in some cases, audit impairments
resulting from restrictions on an auditor's independence

may need to be discounted to the extent that such restrictions
are connected with other conditions which enhance the audit's
value.

4.2 Some reliance upon the auditee and the system audited
is inherent in quality audits. It is from these that most
usable information is obtained and by them is partly organised.
Full access to the information requires assistance from the
auditee; understanding the information's significance requires
understanding the system, which requires sufficient
acquaintance with it. In consequence, there are dangers in
internal auditors taking the need for independence to mean
scrupulously maintaining distance from auditees and systems.
Good working relationships and a degree of first-glance
acceptance of system principles (assuming these principles

are then examined in the light of practice and audit theory)
need not be discouraged.

4.3 The nature and purpose of the audit is one important
factor which may affect the form and degree of independence
deemed to be required. For example, in respect of financial
compliance auditing - especially where matters of financial
integrity are involved ~ there will normally be a very strong
case for conducting the audit on a complete 'arms-length'
basis between auditor and auditee. If, on the other hand,
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an audit is concerned with assessing the efficiency of an
organisation's operations the success of such an audit may
depend on the establishment of close working relationships
and active collaboration and co-operation between auditor
and auditee.

4.4 The nature of the material or system which is being
audited may also be a relevant factor in assessing the degree
of independence which is called foxr. Reference has already
been made (paragraph 3.4 above) to the fact that the effect-
jveness and objectivity of an audit can be impaired if an

‘internal auditor is required to audit a system of his own

design and operatign. - However, there may be occasions =~
for example when complex ADP equipment and systems are being
planned and established ~ when internal audit advice
concerning such systems should be sought and provided at the
planning stage rather than at a later stage when it may be
impracticable or unduly costly to give effect to audit
reconmendations.,

4,5 It is part of an internal auditor's function to
provide the auditee as manager with objective information
about the operations being managed. Considerations of
'independence' should not lead an ‘internal auditor to
artificially restrict the provision of advice of this kind.
If it is possible for the auditor to provide the auditee
with useful information without greatly compromising the
position of either, it should be given at least upon
completing ar audit. In any case, if the auditor keeps too
great a distance from the auditee during the audit, the
auditee may not accept the auditor's views as comstructive
or well-grounded. Alternatively, if the auditor refuses to
make recommendations entirely, auditees may regard the audit
function as merely critical and largely irrelevant, More
generally, full assistance to management may require
effective communication with management and a willingness
to consider what alternative suggestions for controls and
systems may result from an audit's conclusions.,

4.6 The distinction between the notion 'independent
outlook' and circumstantial forms of independence should
always be borne in mind. An internal auditor may be involved
in some restrictions arising from his association with an
auditee or system audited, but still maintain an individual
and independent viewpoint. The auditor's outlook may be
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influenced by his relationships with auditees and systems
audited but it will be govermed tially by his charactexr
and values and by the auditing knowledge and experience
which he brings to bear.

4.7 An auditor's objectivity can be impaired also by
factors unrelated to his association with the auditee. His
outlook may be distinct from (or even contraxy to) the
auditee's perspective of the rationale of the system audited
and yet not be truly objective. An internal auditor must
be wary of preconceived ideas deriving from other contexts
and viewpoints in conducting each audit. This does not
mean that the internal auditor should have no ideas when
entering an audit project, Rather, he should have a
sufficiently deep and'rigorous knowledge of control systems
and audit requirements to enable him to weigh and correct
his own mistaken notions as well as those held by others.

5. SAFEGUARDING OBJECTIVITY

5.1 The independence of internal auditors is worth having,
not for its own sake, but for the benefits it can bring

in terms of the objectivity and constructiveness in internal
audit work. Steps to safeguard the independence of internal
auditors can be regarded as steps to safeguard objectivity
while retaining constructiveness.,

5.2 ,In most organisations a special éffort needs to be
made to secure and maintain such benefits, The normal
defences of internal audit objectivity should include:-

. routine application of the appropriate means of
verification - for example, by checking auditee
information against standards, evidence from
third sources and such other information as the
auditor may advise;

. rotation of internal audit personnel where there
is a danger of prejudicial ties developing between
auditors and auditees and systems;

. continued support for internal audit by senior
management and maintenance of access to senjor
management- preferably through an audit committee
system; and

. regular review of the internal audit function, and
the quality of the audit product.
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5.3 Two other powerful defences for objectivity are also
needed to safeguard the quality of the internal audit process
overall and enhance internal audit assistance to management.
They are:

. separation of the internal auditor from the auditee's
authority, both formally and in practice, so that the
auditee is effectively unable to restrain the auditor
from any expression of judgement or legitimate search
for information; and

.

. development of a high degree of internal auditor
proficiency; the internal auditor should not only
be competent to collect information and to analyse
and report with insight and confidence but should
also be seen to be competent and impartial by
auditees and by higher management. The auditor's
special authority stems in large part from
recognition both of his technical expertise and
his objectivity.

5.4 The internal audit training courses currently being
conducted under the auspices of the Public Service Board will
help to achievé these aims. But much depends also on the
efforts made by internal auditors themselves - for example,
through active membezrship of relevant professional bodies -
to improve their own proficiency and standing.

103



10A% Paper No. 25

APPENDIX I

QUALITY ASSURANCE FOR INTERNAL AUDIT

. Introduction

. Section 1: Outline of Proposed Prograus

. Section 2: Improving the Quality of Internal Audit.

. Supplementary Section : Quality Assurance Checklist
) Questionnaires (Pubiished separately)

Interdepartmental Advisory Committee on Internal Audit,
‘December, 1980

105




QUALITY ASSURANCE FOR INTERNAL AUDIT

TABLE OF CONTENTS

Paragraph Page
Introduction ]
Section 1 : Qutline of Proposed Programs 1.1 1
Section 2 : Improving the Quality of Internal Auditing 4
A.  Role and Responsibilities 2. 4
B. Organisation Arrangements : 3.1 5
C.  Personnel 4.1 7
0. Management 5.1 10
E. Indicators of Performance 6.1 15

The Supplement (Published Separately)
Quality Assurance Cheécklist Questionnaires:
For the Audit Committee and/or Senior

Management Appendix A
For the Chief Internal Auditor Appendix 8
For the Senior Regional Inferna) Auditor Appendix C

For the Field Auditor:

Pre-audit Appenaix. 0

Audit Progress Appendix €

Post-audit Appendix F
ACKNOWLEDGEMENT

This paper, and the accompanying Supplement, was drafted initially.by the
Internal Audit Implementation Group. Acknowledgement is made to the
various auditors, senior auditors, chief internal auditors, ana others,
without whose advice (and comments on earlfer drafts) this paper coula
not have been proauced,

106

QUALITY ASSURANCE FOR' INTERNAL AUDIT

INTRODUCTION
Quatity assurance fs the process whereby an organisation examines and
keeps under review the quality, relevance, and cost-effectiveness of its
operations. .A quality assurance program for internal audit may be
Tikened to a deliberate and regular audit of the efficiency and
effectiveness of the internal audit function. .

This paper is designed to encourage and assist departments to adopt
quality assurance programs. It is being circulated to all departments
and organisations staffea under the Public Service Act. The proposals
and recommenaations put forward in this paper should not be regarded as
mandatory but it is hoped that they will provide useful guidance for the
formulation of quality assurance programs geared to the individual needs
of each organisation,

The paper consists of:

()] a relatively brief section outlining the general approach
which might be adopted and the'main elements of the quality
assurance programs which we recommend;

{2) a more discursive section discussing some aspects of the
quality assurance programs in more detail and suggesting
various ways in which the quality of internal audit work
might. be improved; and

(3} a supplementary section - published separately - containing
a serfes of 'check-1ist' questionnaires which might assist
departments and organisations to develop and operate quality
assurance programs,

SECTION 1. OUTLINE OF PROPOSED PROGRAMS

1.1 In its Circular No 1579/8 of 30 April 1979 proposing certain
measures to improve the -efficiency of departments' internal audit system,
the Public Service Board included in its interim internal auditing
standards a provision that:

'The chief internal auditor should establish and maintain a quality
assurance program to evaluate the operations of the internal audit
function within the department,* (MS3)

1.2 It {s suggested in this paper that quality assurance programs. wil
be most effective if they also involve action at levels both above and
below the chief internal auditor, In particular it is recommended that:

(a) the Aqait.Cammittee = and/or the higher management of the
organisation - should make a general evaluation each year of
the internal audit function and of its value to the
organisation;

(b) more specific and detailed quality assurance reviews should
be carrieg out on an ongoing basis witnin the internal augit
unit itself by the chief internal auditor and (where
relevant) his senfor regional auditors; and
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(c)  the internal audit field staff should also be involved in
the exercise - especially in respect of those elements of
quality assurance programs which relate to the quality and
efficiency of their day-to-day, auditing operations.

1.3 Especially in current circumstances it {s highly desirable that
higher management - preferably via an Audit Committee - should evaluate
an organisation's internal audit operations each year. In many instances

the role and coverage of internal audit may not be firmly established and .

it may be necessary to review the way in which {t is developing and the
role which it should play vis-a-vis other internal and external review
arrangements. Moreover, in most organisations a substantial and growing
investment is being made in the development of intermal auditing and
higher management would be wise to satisfy itself each year not only that
the function is properly organised, managed, and staffed but that it is
providing the kind of service and assistance which best meets the
organisation's needs.

1.4 1n appraising any departmental function - and the internal audit
function is no exception - there are certain basic aspects to be taken
into account. In this paper - and in the more detailed questionnaire
contained in Appendix A - it is suggested that such. appraisals be carried
out under the following heads:

A. The role and scope of the function. The main questions here are
whether an authoritative charter or similar policy statement defining the
role and scope has been issued and whether any changes should be made in
the charter or in the nature of the auditing activities so as to keep
them fully in line with the organisation's needs. N

B. Organisatian arrangements. Key matters under this head inciude the
ndependence of internal auditors, the status and role of the chief
internal auditor, the role of the audit committee and the viability of
internal audit units.

C. Personnel. tigher management needs to be satisfied that the
personnel are capable of achieving the organisation's goals, that a
coherent staff policy is being followed and that adequate steps are being
taken to develop the requisite skills.

0. Audit Management and Methodology. Questions under this head relate
to such matters as strategic and annual audit plans, relationships

between plans and performance, the encouragement of modern audit
methodology and arrangements for the supervision, review and follow-up of
audit reports.

E. Indicators of Performance. The prime indicators are the quality of
theé product - 1€ the quality of the internal audit reports - and the
value of the product to the organisation.

1.6  Appendix A of the Supplement to this paper contains an indicative
1ist of the questions which might be asked for purposes of an annual
evaluation of the internal audit function by the Audit Committee or by
the higher management of an organisation., It will be noted that this
questionnaire 1ists about six questions under each of the above heads.

1.6 We see a need for this annual general evaluation of the internal
audit function to be suppoited by a more detailed quality assurance
program within the internal audit unit itself. Reports on this program
would be submitted to the Audit Committee by the Chief Internal Auditor.
A checklist questionnaire to guide the chief internal auditor is
contained in Appendix B of the Supplement. (In large organisations with
regional offices the chief internal auditor would be assisted by his
senjor regional internal auditors, for whom a similar questionnaire is
included at Appendix C.) The chief internal auditor will also have a
vital interest in most of the questions listed in. Appendix A for
consideration by the Audit Committee but we have not thought it necessary
to repeat those questions. The content of Appendix B illustrates the
point that, in his reviews, the chief internal auditor will be
particularly concerned with such aspects as personnel, audit management
and methodology, and the quality of audit reports.

1.7 For the field auditors - on whose performance the quality of an
organisation’s internal audit ultimately depends. - we have included in
Appendices D, E and F a series of checklist questions relating to the
auditing process itself. In particular theseé questions may help to
remind the field staff of the action which needs to be taken at the
pre-audit, mid-audit, and post-audit stages if audit work of high quatity
is to be produced.
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Section 2: Improving the Quality of Internal Auditing

2.0 This Section discusses some aspects of the quality assurance
programs in more detail and suggests various ways in which the guality of
internal audit work might be improved.

A. Role and Responsibilities

2.1 A clear statement of the role and responsibilities of the internal
audit unit is essential to any quality assurance program., The
responsibilities, particularly, will be seen as indicating the general
objectives of departmental internal auait. Characteristically, this
statement will already exist in the form of the departmental internal
audit charter. It should not, however, be taken for granted. In
particular the chief internal auditor should ensure that the charter
itself is still relevant to departmental needs and objectives, and
consistent with current developments in internal audit.

2.2 One particular concern of the chief internal auditor will be the
quality of the relationship bctween the internal audit unit and line
management. If the relationship is to be a productive one - an aid to
management - internal audit reports must give more than purely factual
data; recommengations should be included, as well as some commitment te
provide management further advice and assistance when management
implement the recommendations. Depending on local practice, and the work
commitments of the organisation's other management advisory services,
this assistance may need to be limited to comment on the viability, and
auditability, of the systems proposed to overcome the problems brought to
notice. An audit report which does not contain construyctive suggestions
or recommendations may be of little value to 1ine management and could be
of less than acceptable quality. Regardiess, however, of whether or not
an internal audit report contains recommendations it should always give
credit where it is due; an auditor's appraisal function is not confined
to drawing attention to deficiencies.

2.3 The chief internal auditor also has responsibilities to his or her
staff., The nature of these responsibilities are discussed elsewhere in
this paper, under Personnel. How these responsibilities are discharged
will often depend on the nature of the chief internal auditor's control
of his or her staff, and how this control is exercised. Departmental
policies concerning the Central Office relationship with State and
Regional Offices should be reviewed if audit staff in these latter
offices are not responsible to the chief internal auditor.

2.4 A quality assurance program of the kind discussed in more detail
below will need to be both ongoing and periodic in nature. 1t will be
ongoing in the sense that the conscious application of the approach
documented in the suggested checklist questionnaire contained in
Appendices 0 and E and F of the Supplement require a continuous oversight
and follow-up of general aspects of the internal audit operation. And it
will be periodic in the sense that special reviews of internal audit
performance may need to be conducted by the chief internal aueitor to
support or supplement the annual évaluation of the internal audit
function by the organisation's audit committee.
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8,  Organisation Arrangements

3.1  The quality of a department's internal audit operations depends in
part on the organisation arrangements made for the internal audit unit
within the department. These arrangements will involve both the
‘position’ of the internal audit dnit within the hierarcy, as well as the
structure of the unit itself.

3.2 Refgrence has already been made to the need to review certain key
aspects of the organisational arrangements in the course of the annual
evaluation conducted by the Audit Committee. These include such aspects
as the status of the internal audit unit (and of {ts chief), the need for
the unit to be independent, and the need to pay due regard to the
viab%}ity and cost-effectiveness of the interna) audit organisation
itself.

3.3 For certain purposes an internal audit unit needs to be part of a
departmental hierarchy in the same way as other departmental units - eg,
for purposes of the ‘h keeping' arr ts necessary for the
day-to-day requirements of the internal audit staff. These must be
clearly distinguished from reporting arrangements though it is sometimes
the case that both arrangements may overlap. For example, copies or
summaries of some or all internal audit reports may be submitted to a
management advisory service officer, who may also be the person nominally
rasponsible for the resource requirements and working arrangemens of the
staff which comprise the internal audit unit. Arrangements such as this
can affect the objectivity of reports produced by the internal auditors.
This may be particularly important in the case of internal auditors
out-posted to regional offices. These auditors are necessarily under
more pressure to consider both 'house-keeping' arrangements and reporting
arrangements as a localized responsibility and operate accordingly. This
can prejudice the quality of internal audit services.

3.4  The structure of the internal audit unit is also important. Many
departments will be large enough to justify the inclusion of systems
specialists, accounting specialists. and ADP auditing specialists in the
structuring of their interna) audit unit. Others will need to consider
different approaches.

3.5 It is worth stressing here that internal audit does not necessarily
always require audit staff 'internal' to the organisation. Accepting
this allows a wide variety of options to be considered in the structuring
of the internal audit unit itself, and provides a useful degree of
flexibility in the structuring of audit teams for specific audit tasks.
For example, internal audit of an ADP system might involve setting up a
team comprised of an internal auditor from within the department and an
ADP specialist from another organisation. Another audit could involve a
team comprised of an internal auditor from within the department, and a
chemist or engineer from another section of the department, or even
another department.

3.6 The need for assistance 1ike this should be noted, and allowed for,
in the annual program. Obviously, there are many variations possible -
and practicable - both in the multi-disciplinary meke-up of the audit
teams, ano in the skills and departmenta) 'origins' of any solo auditors
used. The success of these arrangements, and inaeed of any existing or
proposed organisational arrangements, must also depend, in large measure,
02 ;ge rapport established between the chief internal auditor and other
staff.
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3.7 Geographic dizpersal of internal auditors can affect internal audit
standards An a variety of ways, especially i{f the auditors are outposted
in small groups. The subject of non-viable audit units has been covered
in a report by a joint working party of the Interdepartmental Advisory
Committee on Internal Audit. The paper, titled 'Discussion Paper on the
Viabitity of Small Interna) Audit Units' found that, as a general rule,
the quality of both staff, and internal audit operations, suffered if
internal audit units were comprised of less. than three internal
auditors. The reasons for this were explored in the paper, and
recommendations made concerning a variety of alternative methods of
providing a viable audit service. It is recommended reading for audit
committees and chief internal auditors.

3.8  Geographic dispersal can affect the chief internal auditor's
quality of audit work because of the outposted auditor's identification
with the local organisation. More centralised internal audit
arrangements, such as those discussed in the viable audit paper mentioned
above, should be explored if the chief internal auditor has reason to
belfeve that regional, or other remote departmental offices are not being
given the internal audit service they require for this or &ny other
reason.

3.9 The possible use of internal auditors from other departments
through joint-servicing or ‘umbrella‘ arrangements may alsc be worth
exploring, particularly where a small department having few, or no
internal auditors, has a number of offices at a variety of locations
throughout Australia. Quite often, arrangements such as these are the
only way in which an internal audit service - as distinct from an
external audit - can be provided. Various joint-servicing arrangements
for internal audit are canvassed in Appendix B{2) of the discussion paper
on the viability of small internal audit units.
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C.  Personnel

4,1 An audit is only as good as the auditors performing it. And an
auditor is generally only good and interested in his or her work if the
internal audit tasks allow for, and indeed demand, significant personal
growth.

4.2 The manner, and vate of development of this growth can be
influenced very considerably by the chief internal auditor. This is an
important responsibility, dealing, as it does, with both the needs and
future career patterns of the staff under the chief internal auditor's
control, and the needs and future development requirements of the
organisation concerned. It seems reasonable, then, that the chief
internal auditor.should give early attention to:

{a) the currént skills (both technical and attitudinal) of the internal
audit staff;

{b)  the skills which wil) be required by internal audit staff to
complete the audits 1isted in the current strategic plan in a
practised and proficient manner.

4.3 The assessment of current skills will obviously be relevant to a
proper consideration of the personal development needs of the staff. The
second assessment wil) be important both in relating current staff skills
to current and projected departmental needs, and' in providing the chief
internal auditor with an appreciation of the skills and attitudes he
might especially look for in staff selection. Diplomas, degrees and
certificates are obvious and usefu) guides here even though many of the
skills and attitudes useful in internal audit may not be entirely
dependent on tertiary qualifications. Perscnnel selection standards, and
guidelines jssued by the professional bodies, or canvassed in the
literature, may also prove useful.

‘4.4  Technological developments (particularly in computer technology) as

well as changes in departmental responsibilities can lead to substantial
changes in the nature of *an organisation's auditing needs, and hence the
capabilities the audit staff required. Problems of this kind often take
some time to resolve and it may be necessary, at least in the short term,
to look outside the department's own audit staff resqurces for the
auditing services required.

4.5 Staff turnover can cause problems in any organisation. Whilst it
is inevitable - and {ndeed desirable - that interna) auditors should seek
promotion elsewhere if the organisation does not have the career
structure, or variety of work, to suit their interests and abilities, it
is neither productive nor desirable that departments which can provide
the career structure and variety of work should lose efficlent staff
because of personnel management policies which make insufficient
allowance for personal growth. Policies which will help staff to develop
can include job rotation both within the internal audit unit, and between
the unit and other areas of the organisation; participation, under
guidance, in team audits; limited acting in a variety of jobs, and real
interest in the development of his or her staff on the part of the chief
internal auaitor.
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4.6 More formal trafning, where required, can be exploied after
individual needs, and departmental requirements, are documented. These
need not necessarily clash. DOepartmental goals can be stated broadly
enough, without losing precision or the interests of individual
developmental needs. Elements of the departmental training program for
ig;ern:l auditors could be considered in relation to the following
objectives:

. internal auditors should be knowledgeable about the diversity and
inter-relationship of departmental functions. This background
training capability may already exist as part of some induction
package, either in the internal audit unit, or elsewhere in the
department;

. internal auditors should become proficient in new audit techniques
and related developments. 'In-house® training, or programs
conducted in conjunction with other departments, or the Public
Service Board, as well as seminars and short courses conducted by
the professional,accounting and auditing bodies, and other
organisations. Independent assessment of the usefulness of other
‘outside' seminars or short courses is advisable, before
commitments are made;

. internal auditors should be encouraged to improve their technical
proficiency and expertise with appropriate tertiary or academic
study; .

. senfor internal auditors with management potentia) should be
cnns(dezed for general management courses where the need is *
apparent.

Again, the chief "internal auditor should also consider his or her own
development needs in relation to these points. Consideration might also
be given to the use of graduate Research Officers and Administrative
Trainees in internal audit work.

4.7 Most individual needs can be catered for within this framework.
Moreover, departmental policies in relation to the granting of leave for
study purposes can do much to facilitate this training process, and
encourage individual staff. Encouragement and in some cases endorsement
of close association with selected professional bodies can also be
mutually beneficial. Some of these bodies have developed a particular
interest in catering for the needs of internal auditors in the Public:
Service. This should be encouraged, as appropriate, at official levels.

4.8 Internal auditors appreciate concerned counselling; this not only
allows the chief, or senior internal auditor to effectively 'lead' the
internal audit unit in the manner expected, but helps to assure internal
audit staff that, if their work is carries out well, it will have the
endorsement and backing of the chief, or senior internal auditor. In
addition to counselling, the chief internal auditor's interest in his or
her staff could also extend to the development and maintenance of a
'Staff Training and Interest Profile’, in which academic achievements,
attendance at seminars anc short courses, as well as specialised audit

interests can be noted. A simple card system will generally suffice, ana

might also serve as the basis for the chief internal auditor's staff
appraisal records.
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4,9 The development and maintenance of an internal audit library, or at
least the arrangements for access to a library with a good internal audit
collection, might alse be considered. This 1ibrary should not only
contain current accounting and auditing texts and periodicals, but
1iterature on related fields as well as departmental operations. The
needs of out-posted audit groups should be remembered; these can be
covered by 1ists, or photocopies, of various journal articles (selected
in conjunction with the training and interest profiles) and various
departmental publications. :

4.10 The foregoing suggestions are not comprehensive. Chief internal
auditors with any experience will have already considered rnost.of them as
well as_some which have not been mentigned. Any chief (or senior)
internal auditor who explores and develops a comprehensive set of
personnel management policies is. more likely to be able to offer the
services required to satisfy management demands, to recruit and hold
capable augit staff - and guarantee the quality of the internal audit
unit's work.
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0. Hanagement

6.1  The chief internal auditor is a manager. As a manager, he will be
concerned with the allocation of audit resources to satisfy the
requirements of some previously compiled and agreed framework in which
demands on theSe resources will be listed and priorities allocated. This
framework will usually be agreed upon each year by the Audit Committee or
the higher management of the department after considering basic questions
of the kind listed in Part D of Appendix A, in the Supplement. The
results of this annual evaluation will be also reflected in the annual
audit plan.

6.2 Effective audit administration may be said to be based on sound
pre-audit analysis, and on an emphasis on audit for need, not audit b
schedule. Pre-audit analysis necessarily Starts with the delineation of
manageable audit tasks. Ideally, these should be subject to some
rigorous selection procedure before being listed in the annual and
strategic audit plans - this ensures that the audits are done on the
basis of objective need. Annual and strategic plans are - or should be -
regularly reviewed, and revised, Audit tasks which are included, and
which may have been selected on the basis of some 'cyclical’ review
schedule, should be re d using ds-based criteria, such as those
discussed in the next paragraph. This pre-audit analysis will be useful
in preliminary planning for the audit of ADP systems, and systems-based
audits generally, besides providing most of the groundwork for tie
setting of specific audit objectives.

5.3 Selection of tasks, and the allocation of priorities by the use of
an objective technique - or, at lteast a technique which-attempts some
objective ranking of competing tasks - is not restricted to internal
audit; many fields of endeavour use this approach in handling demands
placed on scarce resources. Interral auditors, however, will be
concerned with particular criteria, such as risk (hazarding the
organisation's resources with a probability of some loss); exposure
(leaving resources unprotected ~ but not necessarily at risk);
essentiality (depth of, and time since, previous audit); materiality
(budget appropriation for programmed activity) and judgement {balanced
assessment of the factors mentioned), as well as other considerations of
concern to the higher management of the department. This approach is
documented, as a technique, in Figure 1.

5.4  The approach outlined in Figure 1 should not be used by itself; it
is. an aid to decision-making, aimed at clarifying and crystalising
management thinking. The expansion in recent years in the nature and
number of areas which are considered auditable also means, however, that
in some cases no strategic plan (of 3 year duration) can cover all the
areas to be auaites. This places added importance on proper selection of
audit tasks, and emphasises the usefulness of technigues such as that
presented. Having decided, on whatever basis, the various audit
priorities, surveys may be done in the areas concerned. They may also be
usefully done in conjunction with priority allocation, or form the basis
of a familiarisation program for a new chief internal auditor. Such
programs can be significant in establishing - or improving - relations
with management. These surveys may also be useful in establishing the
reporting arrangements, as well as the audit base (ie the objectives of
the audit, the methodology and technique).
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Figure 1 : Internal-Audit Project Selection and Priorities
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5.5 Significant savings can be made if auditors are withdrawn from
areas where a preliminary audit shows no appreciable problems; the audit
resources may be used to better effect elsewhere.

5.6 Close manitoring of audits dn progress for a comparison of what is
being achieved to what was expected should be the standard procedure,
both as a check on the adequacy of working papers, and the accuracy of
pre-audit analysis. This monitoring process, which is outlined in

Figure 2, balow, will also allow the field auditor and the chief internal

auditor, to ask whether or not each audit in progress should proceed, or
be stopped.

5.7 Quality Assurance checklist questionnaires have been developed for
field auditors to cover those points noted on the sides of the diagram in
Figure 2. Three questionnaires, dealing with pre-audit operations, audit
progress, and post-auait operations, are presented as indicative examples
in Appendices D, E and F of the Supplement. None of these checklists
attempts to be comprehensive; no checklists could be. They do, however,
attempt to provide a reasonable survey of the type of questions which
should be asked, and in roughly the sequence ‘they would need to be

asked. Irrelevant questions may simply be ignored, or marked not
applicable; relevant questions should be answered, and the answers used
as a guide for action by the field auditor, or senior internal auditor,
to improve the quality of the audit being performed. Other questions may
be included to cover particular organisational needs.

5.8 A variation on this checklist questionnaire approach, has already
been used successfully at the workface itself by field auditors.
Referred to as Actfon Packages, they are essentially internal audit kits,
which contain broad guidelines on the general questions which need to be
asked about system recording, control analysis, verification, assessment
of evidence, as well as review of audit working papers, and organisation
of report material. Whilst the Packages do- take time to prepare, they do
Aallow subsequent audits in the areas for which they are written to be
completed more quickly, and with quality assurance built in to the audit
process.

6.9 Because action packages are useful tools in the interpretation of
audit plans, the arrangement of working papers, and the exercise of
quality control; they are also of value in satisfying the interim
interna) audit standard EES 4, 5 and 6. They can also be helpful to
internal auditors in the provision of checkiists of key controls for
subsequent compliance audits, and identifying essential controls. With
internal auditors using systems-based methods, action packages provide
the documentation required for adoption of specific_audit plans, and the
logic and evidence required for an audit opinion. These packages can he
particularly valuable training and time-saving aids in those areas of the
department where, for any of the variety of reasons mentioned above,
internal audits are frequently doné, Copies may aiso be forwarded to
regional offices with outposted internal auditors, and given to, or
exchanged for additional packages with, other departments. These other
departments might also wish to consider participating in a peer-review
program: 2 visit (which could last up to one week) by their chief
internal auditor to informally assess audit administration and practices
- preferably on a reciprocal basis, This can be very rewarding for both
parties, and organisations. fot only are the standards of the host
organisation assessed, but the chief internal augitor's own departmental
standards are measured - usually tacitly - against those of the host
organisation.
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5.10 Peer-review, and checklist questionnaires are two quality assurance
techniques extensively used by private management consultants with a name
to maintain, who cannot afford to overlook anything. Any internal audit
unit will have a name to maintain if it conducts its administration, and
operations, with the attention to resource management outlined in this
chapter, and the sensitivity to audit needs suggested by the questions
listed in the checklists contained in the Supplement. One of these
check1ists covers an indictive range of questions which a chief internal
auditor might wish to ask, both of himself and his staff, in the annual
review of the internal audit unit's operations. At the same time, the
chief and senior internal auditors will have improved the value of
internal augit to management, improved. the cost-effectiveness of audits,
and ensured better use of a scarce resource - auditors.
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€. Indicators of Performince

6.1 As indicated in the Supplement (Appendix A Section ) various
indicators of performance are relevant to a quality assurance program.
Ore, prompt reporting, is essential to enable timely use to be made by
management of the information contained in the reports. These reports
should be submitted to appropriate managers within the organisation, and
will include those officers who may be responsible for taking action on
audit findings and recommendations.

6.2 This process will be influenced by a variety of factors, inciuding:

. the quantity of internal audit reports produced;

. the geographic dispersal of internal auditors;

. whether or not an audit committee is operating in the department;
and

. the use of internal auditors from other departments, or
organisations.

6.3 Before dealing with these factors, however, it may be useful to
touch briefly on the essential characteristics of an internal audit
report. Quality assurance here, by the chief internal auditor, can
ensure that reports:

. staa: with a clear statement of the objectives of the particular
audit; . .
. have perspective, putting defects in proper relation to the

operation of the audited arez;
. give minor deficiencies less space than major deficiencies;

N provide balance, by, giving credit where it is due;

. show a logica) flow of ideas, and make use of flow charts,
organisation charts and diagrams, where appropriate;

. deal accurately with both facts and emphases;

. are discussed, in final draft, with the auditees; and

. contain recommendations.

6.4  The final report should not, then, contain any surprises for 1ine

. management.. Here, chief internal auditors might consider using the

‘joint-statement' approach. This tnvelves the preparation of a brief
(generally one-page) summary of the key findings and recommendations, and
the signing of this statement by both the auditor and the manager
fnvolved. This consuitative-style of quality assurance will certainly
ensure that the image of internal audit as an aid to management is
maintained, and coulo improve the probability of audit recommendations
being implemented, besices providing a basis for subsequent follow-up
discussions.
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6.5 The quantity of “internal audit reports produced will have
significant bearing on reporting arrangements. Large departments,
generating large quantities of reports will ¢learly need to adopt
different procedures to those required by a small department producing
very few reports. Large quantities of reports may be dealt with by
providing brief, summary reports, to senior management. The summary
reports may even be limited to exception reporting only, with more
detailed reports and recommendations joing to line management. This
‘editing' process is best done by either the chief, or senior internal
auditor, with the different type of report required by the permanent
head, line management, and the audit committee being agreed to by
discussion. The usefulness of charts and diagrams conveying information
should be exploited where appropriate, and synopses provided for the more
technical reports.

6.6 Effective internal auditing depends also on its relations with
management. Any internal audit unit starts with a defined relationship
with management and how this relationship is maintained (and improved, if
necessary} depends on the efforts made by both parties. For the chief
internal auditor, this effort will be judged by the quality of the
internal audit product. For management, it will be judged by their
readiness to ask internal audit to diagnose problems, recommend practicatl
solutions and advise on their implementation. Quality assurance for
relations with management must therefore be concerned with the manmer in
which the internal audit {s conducted, the content and manner in which
the report is presented, and the commitment of the internal audit unit to
advise on the implementation of report recommendations. If this quality
assurance is good it is inevitable that the relationship will be good,
and that management will actively seek internal audit assistance, and
provide the chief internal augitor with feedback {both formal and
informal) on internal audit performance. .

6.7 We might add a few supplementary observations, such as the
importance of personal visits by the chief internal auditor; of the
provision of timely advice of commencement dates for audits; of the need
for field auditors to keep in touch with management during audits and to
seek their opinidn on system functioning and operational problems, and of
the usefulness of 'exit' interviews, and 'joint-statements', after the
completion of audit field work.

6.8 The development of such practices is more likely to lead to
requests from management to return ~ efther to help implement audit
recommendations, or to do further audits. Managements which make .
requests 1ike this - and especially requests for audits - are indicating
their confidence in the internal audit product. Moreover, the particular
value of requests for audits is that they indicate to the chief internal
audftor that management is also saying that they have a problem, and that
they are hoping for useful audit recommencations which might provide a ~
solution. Ideally, a turning point will come when audit reports are so
competently done, recommengations so generally accepted and implemented
that requests from management for audits become too numerous to be met,
and a strict priority system needs to be instituted. When this happens,
a chief internal auditor can be reasonably confident of the quality of
the internal audit work. That quality must then be maintained.
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APPENDIX J

QUALITY ASSURANCE CHECKLIST QUESTIONNAIRES

SUPPLEMENT
To the Paper
on

Quality Assurance for internal Audit

Interagepartnental Advisory Committee on Internal Audit

December, 1980

123



SUPPLEMENT TO THE PAPER ON
QUALETY ASSURANCE FOR INTERNAL AUOLT

This Supplement contains the checklist questionnaires referred to in the
main text of the paper. The purpose of these checklists {s to facilitate
the maintenance of a quality assurance program for the internal audit
unit of your organisation., The format and degree of detail addressed in
each 1is% has been tailored to suit the level at which the lists are
expected to be used, Broad, general policy questions are included in the
Checklist aesigned for use by Audit Committees. Questions relating to
other aspects of the role of audit committees were listed in Appendix 8
to the Discussion Paper on Audit Conmittees issued in March 1980.

Questions, concerned with administrative and operational detail, designed
for periodic use by both the chief, and senior regional internal
auditors, are also provided.

Quality assurance at the workface itself is catered for with three sets
of questionnaires dealing with the three main stages of any audit;
before, during and after the event, Space is provided for working-paper
re:erencing, and details of action reguired, or planned, on the questions
raised.

Regardless, nowever, of the level for which the questions are planned,
they all remain indicative examples only of the sorv of questicns which
might be asked.

Checkist Questionnaires for Ongoing and Periodic Quality Assurance Review

For the Audit Comnittee Appendix A Page 2
For the Chief Internal Auditer Appendix B Page 4
For the Senior Internal Auditor Appendix C Page 7
for the Field Auditor
* Pre-audit Appendix D Page 9
Audit progress Appendix E Page 12
Post-Audit Appendix F Page 16

Interdepartmental Advisory Committee on Interna) Audit
December 1980
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(i)

(1i1)

(tv)

(v)

B.
(1)

(1)

(114)

(iv)

(v)

(1)

(41}

Appendix A

UALITY ASSURANCE FOR INTERNAL AUDIT
CHEEKEIST FOR USE BY THE AUD(T CORATTTEE

T OR SENIOR PANAGEMENT

Role and Scope of the Function

Has an authoritative internal audit charter or similar poiicy
statement been issued defining the role, scope, and authority of
the internal audit function

Is the primary thrust of the internal audit unit's activities in
1ine with management expectations ana with the principal needs of
the department .

Should there be any change in emphasis or priorities as between the
vartous kinds of internal auditing being undertaken (financial .
auditing, compliance auditing, efficiency auditing, etc.)

Is there any duplication of responsibilities as between internal
auditing and other internal or externa) review activities
(including external auditing) and {s there scope for developing
more effective working relationships between them

Have appropriate arrangements been made to keep the role and scope
of internal auditing in line with the department's needs.

Organisation Arrangements

Is the status of the internal audit unit consistent with the nature
of its responsibiiities

Does the internal audit function have the full support of the
higher management of the department and does the chief internal
auditor have the right of access to the chief executive officer

1s"the internal audit unit quite independent of those areas of the
department whose activities come within its charter of operations

Does the chief fnternal auditor have functional responsibility for
all internal audit activities including those carried out in
regional offices

Is the Audit Committee satisfied that all parts of the 1ntex;nal
audit organisation are viable and cost-effective.

Personne]

Is a coherent and clearly articulated policy being followed in
respect of the staffing of the internal audit unit and in providing
adequate opportunities for career advancement

Is the chief internal auditor a capable manager who enjoys the

support and confidence both of his own staff and of the higher
management of the department
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{ii1) In terms of boih-quantity and quality are the existing staff
capable of achieving the organisation's goals

(iv) ls the mixture of skills and experience fn the internal audit unit
consistent with the nature of the auditing work which is required

{v) Are adequate steps being taken (by training programs, etc) to
develop the requisite auditing ckills especially in rvespect of the
auditing of ADP systems

{vi} Is staff morale high and do the internal auditors enjoy the respect
and co-operation of other personnel in the department.

0. Audit Management and Methodology

(1) Have comprehensive audit plans been formulated providing for
internal audit coverage within a reasonable period of all audit
areas for which the unit is responsible

(i1) Do these involve both annual and strategic audit plans and are
those plans up-to-date in the light of the latest assessment of the
role and scope of the internal audit function

(111) Is there reasonable correlation between the work planned and the
work completed during the past year '

(iv) Has an internal audit manual to guide the staff on audit policies
and procedures been issued and does' it reflect modern auditing
developments .

(v) Is there adequate supervision, review, and follow up of al} audit
reperts

(vi) Are other auditing services readily sought by the department in
cases where it would be uneconomic or beyond the capability of the
department to carry out such auditing from jts own staff resources

(vii) Is the annua) evaluation of the internal audit function by the
Audit Committee supplemented by an in-house quality assurance
program organised by the chief internal auditor

E. Some_Indicators of Performance

(1) Are the internal audit reports timely, concise and understandable

(i1) Do the reports contain, where appropriate, constructive
recommendations on substantive matters

(1i) Are audit reports and recommendations considered promptly and have
they resulted in significant savings or other benefits to the
department during the past year

(iv) Is there any.other information which might help the Audit Committee

to evaluate the performance of the internal audit unit and the
cost-etfectiveness of its operations.
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APPENDIX B

QUALITY ASSURANCE FOR INTERNAL AUDIT
CHECRLIST FOR USE 'BY CHiEF INTERNAL AUDITOR*

A. Role and Scope of the Function

(1) Has the audit charter been reviewed, and if necessary, rewritten,
to reflect internal audit needs? '

(11) Does the audit committee require, or expect a written assessment
from the chief internal auditor of internal audit activities for
the year? ’

{111) Has management's attention been drawn to existing or potential
problems relating to the interpretation (in Central Office or
Regional operational arcas) of enabling legislation or ordinances,
or instructions regarding the legislation or ordinances?

(iv) Have the management advisory services review staff been advised of
any aspect of departmental operation which, whilst not signficant
for audit report mention, may have significant implicatiors unless
attended to?

forms design, and forms control
work simplification

potential bottlenecks

outdated procedures

staff development
(particularly for supervisors)

B. Organisation Arrangements

(i) Have alternative arrangements been considered for the provision of
internal audit services where nonwviable groups of internal
auditors (less than three) are out-posted to areas of regional
operation?

(11) Has a review of the documentation concerning the organisation, and
structure of the organisation been conducted?

(111} If yes, has management attention been drawn to any significant
changes in the workload, or work value, of any positions?

c. Personnel

(1) Are there any particular aspects of internal audit staffing or
operation which need to be brought to the attention of the audit
committee, or other senior management?

* Note: The Chief Internal Auditor will also be concerned with most
of the questions contained in the Auait Committee checklist.
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(i)
(1ii)
(iv)

v
(vi)

(vit)

)

(1)

(i14)

()

v

(vi)
(vif)

(vifi)

(ix)

()

Has an assessment been made of the adequacy of internal audit
staff numbers to handle current and projected audit commitments?

Has an assessment been made of the variety of audit skills to be
looked for in recruiting new audit staff?

Have esvimates been submitted for Service-organised training
programs for internal auditors? .

Ave staff appraisal, and counselling procedures adequate?

Do the chief internal auditor and senfor internal auditor need to
participate in any special training development program?

Is the organisation taking adequate steps to build up, maintain,
or arrange for the outside provision of, AOP audit expertise?

Audit Management and Methodology

Have the annual and strategic audit plans been brought up to date,
and assessed for appropriateness and completeness?

Have selection criteria been developed for both central and
regional internal audit which, by assessing risk, exposure, assets
and throughput, allows emphasis tv be placed on audit by need and
not audit by schedule?

Has an internal-audit manual been established, and is it
reasonably current? If not, have other organisations been
approached for the loan of models?

Have arrangements been made to ensure that the internal audit,
section is advisea promptly of any signficant changes in the
organisation's systems and procedures?

Has due consideration been given to the security of the
organisation's assets, including information, in the audit
projects conducted?

Has agequate provision been made for the internal augit needs of
overseas posts, if any?

Have sufficient. travel funds been requested for internal audit
staff to adequately service regional and qther offices?

Has a review been made of the relevance and- adequacy of the

various professional journals relating to internal audit to which
the department subscribes? N

Have relevant and useful books, other monographs and reports been

gurchased for, or added to, either the internal audit unit or the
tbrary?

Some Indicators of Performance

Have all Regional Operations checklist questionnaires been
reviewed, and action taken, or arranged, to correct apparent
deficiencies?
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(1)
{ii1)
(iv)

(v}

Has management been given adeguate opportunity to comment on the
usefulness of audit performance and reporting?

If not, has a review been made of the adequacy of all sources and
systems of feeaback on audit performance, and audit reporting?

Is it feasible to conduct a survey of the cost-effectiveness of
the internal audit operation?

Has a review been made of the extent of the internal audit

section's compliance with the Public Service Board's Interim
Internal Audit Standards?

129



(1)

(1)

(iid)

(iv})

()

(i1)

C.
(1)

(i)

APPENDIX €

QUALITY ASSURANCE FOR TNTERNAL AUDIT
CHECKLIST FOR USE BY SEMIOR REGIONAL INTERNAL AUDITOR*

Role and Scope of the Function

Does the central audit committee or regional audit committee
require, or expect, a written assessment from the senior internal
auditor of internal audit activities for the year?

Has central office attention been drawn to existing or potential
problems relating to the interpretation {in Central Office or
Regional operational areas) of enabling legislation or ordinances,
or instructions regarding the legislation or ordinances?

Have the regional or central management advisory services review
staff been advised of any aspect of departmental operation which,
whilst not significant for audit report mention, may have
significant implications unless attended to?

- forms design, and forms control

- work simplification

- potential bottlenecks

- outdated procedures -

- staff development (particularly for supervisors)

Have the .internal audit requirements of regional out-rider
organisations been adequately satisfied?

Organisation Arr ts

Has a review of the documentation concerning the organisation, and
structure of the organisation been conducted?

If yes, has the attention of management, and the chief internal
auditor, been drawn to any significant changes in the workload, or
work value, of any positions?

Personnel

Are there are particular aspects of internal audit staffing or
operation which need to be brought to the attention of the audit
committee, or other senior management?

Has an assessment been made of the adequacy of regional audit
staff numbers to hancle current and. projected regional audit
operations?

* Note:

The Senfor Regional Internal Auditor will also be concerned

with many of the questions contained in the Audit Committee
checklist.
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)
(iv)

)
(vi)

)
()

(iif)

(iv)

v)

()

(1)
(i11)
(1)
{v)

Has an assessment been made of the variety of audit skills to be
looked for in recruiting new audit staff?

Have estimates been submitted for training programs for internal
auditors?

Are staff appraisal, and counselling procedures adequate?

Does the senior interral auditor need to participate in an;
special training development program?

Audit Management and Methodology

Have the annual and strategic audit plans been brought up to date,
and assessed for appropriateness and completeness?

Have arrangements been made to ensure that the internal audit
section is advised promptly of any significant changes in the
organisation’s systems and procedures?

Has due consideration been given to the security of departmental
assets including information, in the audit project conducted?

Have sufficient travel funds been requested for internal audit
staff to adequately service offices in the region?

Do the criteria used.in the selection of audit projects (such as
risk, exposure, assets and throughput) need revision?

Some Indicators of Performance

Have the quality assurance checklist questionnaires for Field
Staff (pre-audit, audit progress, ang post-audit) been reviawed
and appropriate action taken to correct any deficiencies?

Has regional management been given adequate opportunity to comment
on the usefulness of audit perfcrmance and reporting? °

If not, has a review been made of the adequacy of all sources and
systems of feedback on audit performance, and audit reporting?

1s it feasible to conduct a survey of the cost-effectiveness of
the internal audit operation?

Has a review been made of the extent of the internal audit unit's

compliance with the Public Service Board's Interim Internal Audit
Standaras?
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INTERNAL AUDIT ADMINTSTRATIOCN File

Appendix O
FIELD AUDITORS' QUALITY ASSURANCE : PRE-AUDIT CHECKLIST
Prepared by Reviewed by Page
Date Date 1 of 3
Field auditors should use this checkiist bafors starting any audit, AN ASTER Hils e
questions should be ansvared, and action taken, or rranged; such as Rorking
would {rprove the quality of the proposed audit, Paper

Have the projects contained in the curvent annual
(or medium-term) plan been divided into manageable
audit tasks?

Is the proposed audit a manage'ab'le audit task?

Was the proposed audit selected having regard to
criteria such as risk, exposure etc.?

If the proposed audit has a2 lower priority than
any other audit in the current annual plan,

have reasons been advanced and approval obtained, to
do the proposed audit?

Has a pilot survey been done, or planned, on the
proposed audit? °

1f not, should the audit be restricted to this?

Has an audit pla'n.been deveioped defining the
scope and methodology, of the proposed audit?

Has a realistic estimate of the resource
requirements for this audit (staff numbers, time)
been made?

Have the differing skills and qualifications of
audit field staff been considered in allocating
field auditors to the proposed audit?

Is it necessary, and practicable to send selected audit
staff for training in specific skills before they
commence the proposed audit? If yes, gfve details

Has management of the area to be audited been given
adequate notice of the proposed audit?

Yes| tio | /A Initial

Refererze

18,

19.

20.

21,

22,

INTERWAL AUDTT ADMINISTRATION File Appendix 0
FIELO AUDITORS' QUALITY ASSURANCE : PRE-AUDIT CHECKLIST
Prepared by Reviewed by Page
Date Date 2 of 3
) Flle e
R Farkies
Par:
Yes | o | ¥/A) Inldtal ] Pay:

Has management been advised of the scope and
proposed duration of the audit?

Have the views of management been taken into
account?

Have previous audit reports, including external
audit reports, and any relevant management advisory
service reports on the area to be audited been
reviewed? If yes, issues/areas brought to notice

Is the audit committee aware that the proposed audit
is scheduled to be done? 1f not, has notice been
prepared?

Are any other review staff, including external
audit.staff, scheduled to undertake any projects

in the area of the proposed audit before, during, or
immediately after period scheduled for the audit?,

Has an action package been developad in this or
a related organisation, which could be used in the
audit?

Is systems-based methodology to be used on this
audit? If no, give reasons .............

Does the nature of the project suggest that there
could be benefit in using an inter-discipiinary
team, made up of some staff from outside the
internal audit unit, or even the organisation?

If the project is an ADP audit, has adequate
provision been made for control evaluation guide
sheets, and associated documentation?

Has the audit committee given any direction
relevant to the conduct of the proposed audit?

Could the proposed audit benefit from, or involve

the use of, internal audit staff from another
organisation?
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INTERNAL AUDYT ADMINISTRATION File

Appendix D ) INTERNAL AUDIT ADMINISTRATION File Appendix «
FIELD AUDITORS' QUALITY ASSURANCE : PRE-AUDIT CHECKLIST FIELD AUDITORS' QUALITY ASSURANCE : AUDIT PROGRESS CHECKLIST
Prepared by . Reviewed by Page Prepared by Reviewed by Page
Date * . Date Yof 3 Date Date 1 of 4
NSHER Filo or Fiald auditors should use this cheeklist at least tuice during the course SR File e
Yorking of every audit. ALl questions should ba anseerad, and action taken, or werkiag
Paper arranged such as would safntein, or fcprove, the quality of the audit Seper
Yes{ Mo [ U/A| Infttat | Roference repert, Yes | o | '1/A] Inttial Refareres
Eges a wgitten agregment exist betweer(\ this organisa- .
on, and any organisation providing (or bein: i
provi.ded with) 1nternal audit servicey which gets Part A: Early to Hid hudit
gg»&t;g:?resms bilitfes and expoctations of both i 1. Have relevant enabling legislation and/or ordinances

been compared with departmental directions and

Would it be cheaper and more convenient to have interpretations to check inconsistencies brought

the pr:gosed aud;lt gonduc?eg by n Audit Bureau, : to notice?
or another organisation with aud: '
location of :ge proposed audi:!}' vors gloser to the 2. ngigganges required to the planned scope of the
3. Are changes required for the audit methodology
being used?
i 4. Are working papers being correctly and adequately
' maintained?
i 5. 1s the audit done frequently enough to warrant

development of an action package? If yes, has the
' chief ;internal auditor.considered using the

H documéntation developed for the proposed audit to
. produce an action package?

6. Are difficuities being experienced in obtaining
| any documentation?

7. Have good relations been estabiished with both
the area manager, and his or her subordinates?

8. Should the audit be stopped, and a report produced
on the viork done so far? If yes, give reasons
{referring to audit objectives, scope, sampling and
compliance) ......

9. Have staff in the area being audited drawn attention
to any ambiguities in relevant enabling legislation,
or ordinances, for which mention may need to be
made in the report?

10. Is special attention being given to areas of
operations which were criticised in previous audit
reports, including external audit reports?
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INTERNAL AUDLT ADHINISTRATION File Appenaix

INTERNAL AUDIT ADMINISTRATION File Appendix €
FIELD AUDITORS' QUALITY ASSURANCE : AUDIT PROGRESS CHECKLIST FIELD AUDITORS' QUALITY ASSURANCE : AUDIT PROGRESS CHECKLIST
Prepared by Reviewad by Pag: Prepared by Revieved by Page
Date Date 2 of Date Date ’ 3 of 4
MSRER Flle ee Fileor
Yorhtey HSVER Earlm
Paper s

Yos | Yo [ /A1 tntttal | Refors-s-

Yos | o | #/A] Inftial

14,

15.

16.

i7.

18.

Is special attention being given to areas of operations
which were the subject of recommendaticns in previous
internal audit reports?

Does the work done so far sugges‘t that existing risk,
exposure, and other ratings of the area being
audited need to be revised?

If a muiti-disciplinary team is conducting the audit,
have problems arisen which would require alteration

to the compesition of the team, including the co-opting
of additional members?

Has a desirable control model been formulated
by the senior or chief internal auditor?

Are statistical sampling techniques adequate and
appropriate?

Are other tests adequate to enable the auditor to
form an objective opinion?

Has the system been clearly defined and documented?
If not, briefly detail 1mp'|1cations for the scope and
durat'lon of the audit v..iveeiiiiiniiiiiiininenaas

------ dearesticsvetrannae

Have controls been clearly defined and docun;ented’

If not, briefly detail implications for the scope
and durat'lan of the audit .

Do tests indicate whether controls are working or not?

Arz results of cbservation and testing adequately -
summarised?

Are computer assisted audit techniques.appropriate
and applicable?
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22,

23,

24.

28,

26.
27.

0o other departments, or organisations, have computer
assisted audit packages which may be horrowed to assist
with the prasent audit?

Has adequate attention been given, using appropriate
comp audit, and comp control guidelines to

. organisational control?

system documentation? '

. hardware controls?

. file safeguards and security?
. input and output controls? ’

. processing controls?

~audit trails?

For small, or remotely located' units, or branch offices

of the department, 'can a significant proportion of

the audit be performed in the central office?

Part 8 : Towards the end of the Audit

Has the draft report been read by an auditor of equi-

valent status to the auditor performing, or in

charge of, the audit, and who has not. taken part in

the audit?

Has an exit interview been arranged?

Has the draft report been reviewed for

. concision, balance and completeness?
tnclusion of scope and objectives of the audit?
objectivity?

. inclusion of recommendations aimed at correcting
control weaknesses, waste, inefficient systems,
operations, or prac..ices?

identification and explanation of {ssues or
questions needing further study or consideration?

. mention of management §nftiated improvements?
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28.

INTERNAL AUDIT ADMINISTRATION TFile Appendix .
FIELD AUDITORS' QUALITY ASSURANCE : AUDIT PROGRESS CHECKLIST
Prepared by Reviewved by Page
Date Date 4 of 4
MSKER File or
Yorking
Pazer
Yes | to [ N/A] Inttta) | Refererc:
. inclusion of the views of managewent as expressed

at the exit interview?

. correction of errors of fact or emphasis men-
tioned by management at the exit interview?

inclusion of a 'joint-report’ cover-statement
signed by the senior auditor and local manager
sunmarising the main findings and significant

recormendations?

incorporation of a statement on whether, and
why, any significant information has been

oni tted?

Does the performance of field auditors on this audit
suggest that the department would benefit by
arranging for additional training of internal
auditors in selected audit techniques?
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1.

3

6.

7.

8.

9.

INTERNAL AUDIT ADMINISTRATION File Appendix F
FIELD AUDITORS' QUALITY ASSURANCE : POST-AUDIT CHECKLIST
Prepared by Reviewed by Page
bate Date 1 of 8
Ftald. avditors should vaa this checkist after sach audit, A11 questions RSER File ¢
should be ansverad, and action takea, or arranged: such as vould mintain Horking
or feprove the quatity of the audit report, and zaxtuise tho probadility Paper
of recosoendations belng accepted, and fopleasnted, Yes | tio] 4/2] Inittal Referc=22

Have the pre-audit checklist and the audit progress
been reviewed, and actioned, as appropriate?

Has the chief, or senfor internal auditor reviewed
the final report? .

If not, have arrangements been made for this?

Have the working papers been reviewed for quality,
balance and factualness?

Were there any significant changes to the scope of the
audit?

If yes, give details iuveeiineeriniencissrencenseranae

Do these changes justify revision of the current annual
audit plan for future audits in the area involved, or
elsewhere in the department?

If yes, is follow-up action warranted?

Were the techniques used in the audit appropriate
to the task?

Here the techniques used in the audit adequately
appiied?

Did the audit reveal any significant findings?

If yes, has management response to these findings
been obtained and documented?

Would any of the field auditors involved in the audit
benefit from training in audit techniques which could
have been applied to the task?

Have arrangements been made to distribute copfes of
the final report, or summaries or abstracts of the
final report, to the chief internal. auditor, the
audit conmittee, and other relevant departmental
managers?

Have arrangements been made to review, at a later

date, the progress of implementation of significant
recommendations?
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12,

13.

INTIRHAL AUDLT AUMUNISTRATION File

Appendix ¥

FIELD AUDITORS' QUALITY ASSURAMCE : POST-AUDIT CHECKLIST

Prepared by Reviewad by
Date Date

Page
2 of 2

MiSEER

File ¢
Yorking

Yestlo ] /A

Pagen
Inttial | Refere-cy

If no significant reconmendations were made in the
final report which relate to management improvement,
then, subject to an assessment of potential risk and
exposure in the area audited, has deferral of subsequent|
audits of the area 1isted in the current annual or
strategic plans been considered?

If the audit ran significantly longer than the time
budgeted for it, have the reasons for the overrun
been established, and action taken to prevent, or
limit similar overruns on other projects?

Was the audit team restricted in
Has the audit any way in its conduct

Were these restrictions mentioned in the final report?

Would it be practicable, and beneficial, to send copi
of the final report to c;ther regional o;ficers pes
of th‘g:department where similar audits are conducted?

Is 2 copy of the final report filed i
audit reports? " n 3 tbrary of

Has management been assured of assistance from the
internal audit unit in the implementation of any
recommendations contained in the report?
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APPENDIX K

Reference:  80/2905
23 December 1980

All Departments and Statutory Authorities staffed
under the Public Service Act

INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE

The main purpose of this memorandum is to seek information
from each department and authority concerning their internal
audit operations.

Z. This information will assist the Joint Implementation
Committee in reviewing the progress achieved to date in
respect of internal auditing and in assessing the efficacy
of the training and other development programs which have
been sponsored by the Board and supported by the departments,

3. The need to carry out reviews of this nature for the
information of the Board and of the departments was fore-
shadowed in April 1979 when the Board announced a series of
measures to improve the efficiency of internal audit in the
Australian Public Service (see PSB Circular 1979/8). The
reviews we have carried out since that time have been confined
mainly to particular aspects such as the results of the
systems-based audit training program. With the completion of
that training program and the launching (with considerable
departmental assistance) of the program to improve the
internal audit of ADP systems we have entered a new phase of
development and it is timely, therefore, to take stock of the
progress made to date and of the main problems still requiring
remedial action.

4, The information we are seeking is listed in question-
naire form, in Attachment A, This questionnaire is designed
to simplify the collection and collation of the material and
to avoid the need for any significant research effort. The
questions fall into the same 5 categories which (as suggested
in our paper on 'Quality Assurance for Internal Audit') might
be employed by departments when making their own more detailed
evaluations of the quality of their internal audit operatioens.
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:;ovid g would be gratef;x;. if this information could ba

ed as soon as possible and in any event no later t|
Friday 20 February 1981. The replies should be exu:lcn:s@.dhla);l
senior management in each organisation and any comments oxr
suggestions would be welcome, We would be glad to make
available to interested respondents an analysis of the
material produced by the survey,

.’,,‘:W»y-\_/'

F.C. Pryor

Chalrman

Joint Implementation Committee
on Internal Audit
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ATTACHMENT A TO PSB
MEMORANDUM OF 23.12,1980

INTERNAL AUDIT iN THE AUSTRALIAN PUBLLIG SERVICE

DEPARTMENT /QRGANISATION 4eocossesoncnsosasncssssonsscsescnsanse
DATE sscecoovesccessves CONTACT OFFICER evessecsosvsssesnasseas

YPHONE 4oveconssessssancanases

Please return the completed questionnaire by 20 February 1981
to the Chairman, Joint Implementation Committee on Intexnal
Audit, Public Service Board, Canberra ACT. Enquiries concerning
the questionnaire may be directed to Mr Timoshenko Aslanides
(717231) or Mr Graham Bashford (717397).

UNLESS OTHERWISE NOTED, QUESTIONS IN THIS SURVEY CONCERN THE
CALENDAR YEAR 1980.

A. Role and Scope of the Function
A (1) Audit Chartex

(a) Does your department have an audit
charter? I No

(b) Has the charter been reviewed and
approved by the Permanent Head m
within tHe last two years?
(¢) If yes, were any" changes made?
=
(d) Has a copy been forwarded to the
Public Service Board?
YES
(e} If no, please attach a copy to
this questionmnaire, or forward it —
geparately to the Intermal Audit ATTACHED
Implementation Group.
: TO BE
FORWARDED
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A (2) Nature of Auditing Activities

Please indicate (as a proportion of audit time)
the extent to which your internal audit

activities involve: 1979 1980
% %
(a) Financial and compliance (GSla) — —_
Cost-effectiveness (GS1b) — —
Efficiency (GSle)
100 100
(b) Financial auditing
Non-financial auditing
) 100 100
(c) Systems-based auditing
Transactions-based auditing
100 100

A (3) ADP Auditing

Does the efficient performance of your internal audit
function over the next two years call for:

(a) Basic knowledge of ADP auditing

&
]

=

(b) ADP auditing at an advarced level YES

(c) More knowledge than currently YES
available to your organisation

(=]

A (4) ADP Systems

Which is your most advanced or difficult system from
the ADP auditing standpoint? (Brief details only.)

R R I I

L I I

L R A

A (5) Other Activities
(a) Has your internal audit group been

involved in reviews or other ¥
activities beyond those specified

in the internal audit charter?
(b) If yes, please indicate the nature of such activities:

R R R R R L L T T Y

LR I
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B. Organisation Arrangements

B (1) Audit Committee

(a) Does your organisation at present have, or
intend to establish, an audit committee?

Have Intend to Establish
YES NO YES NO

(b) If yes, please tick frequency of the actual
or proposed‘ meetings per year

6 or 5 4 3 2
more

ition of Committee Please tick (indicating
end (c) - Compos . numbers where appropriate)

fermanent Head

Deputy Secretary ’

External Members

First Assistant Secretaries

Assistant Secretaries

Other Staff

Chief Intermal Auditor:
- as participating member

- as executive support only
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-l

B (2) cChief Internal Auditor

B (3)

———

(a) To whoth is the Chief Internal Auditor directly
responsible?

Audit Committee First Assistant
Secretary®
( )
Asslstant
Permanent Head l I Secretary® . D
{ )
Deputy Secretary D ( Directord ) D

% Please indicate relevant designation.

(b) If not directly responsible to him does
the Chief Internal Auditor have the

right of direct access to the Permanent
Head/Chief Executive?

(¢) Please outline any other significant relationships
between senior management and internal audit:

ssscssssserveanisne

esssaass ssevsvrcensens

L R R R Y X L LR R R R RN T R R S

L R R O I A A

(d) (i) s control of all the internal
audit activities centralised YES NO
under the Chief Internal Auditor?
(ii) If not, are changes in this i

arrangement. anticipated? E [ NO ]

Viability of Audit Units

Having regard to the issues raised in the IDAC
discussion paper on viable audit units:

(a) Does the organisation have any internal

audit units of less than three | NO ,
auditors?

(b) If yes, are any changes contemplated?
[ ]

146

C. Persommnel

¢ (1)

¢ (2)

Number of Staff

Please indicate the number of internal audit
staff, as follows

2,1.80 31,12.80
(a) Internal audit establish-
ment at and
(b) Actual staff and

(¢) Number of staff who left the Internal Audit
Section during 1980

Training of Staff

What number and proportion of interxmal audit staff, as at
31 December 1980

(a) Have completed or are studying for tertiary
qualifications in any discipline

Number %

(b) Have received systems-based audit training

Numbex %

(c) Have received basic ADP audit training

Number %

(d) Require basic ADP audit training

Number %

(e) Require advanced ADP audit training

Number %
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D

. Audit Management and Methodology

D (1) Audit Plans

(a) Are strategic and annual audit
plans adopted?

Strategic Plans YES

Annual Plans l NO l

(b) What is the term of your Years '
strategic plan? 4 13 12 |1

(¢) Please tick the frequency with
which these plans are reviewed

and updated

Strategic Plans Yearly
Six-monthly
Quarterly
Annual Plans Six-monthly
Quarterly
Monthly
D (2) Audit Plans and Performance
(a) Was there a reasonable correlation
in 1980 between audit plans and
actual performance? YES No
(b) If not, please outline'reasons

+ D (3)

L R R R I P I P

Internal Audit Manual

e St CT )

Has a manual been issued as a guide
to staff? YES
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D (4) Audit Reports

Please indicate by a series of ticks in the table '
below the normal distribution of reports on
specific internal audits:

Full Summary
Distribution Report  Report Relative Frequency
Permanent Head/ Always
Chief Executive
Officer Sometimes
Rarely
Deputy Secretary ) Always
Sometimes
Rarely
(First) Assistant Always
Secretary (Management
Sezxvices) Sometimes
Rarely
Heads of Regional or Always
State Offices
Sometimes
Rarely
Line Managers . Always
Sometimes
Rarely

Please indicate any other standard arrangements not covered by
the above reply:.

Xy PR R N R R R R R R R R R R

T LR R R R R

R L R R R R R R N R AR
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E.

Indicators of Pexformance

E (1) Miscellaneous Indicators of Progress

Please indicate by a tick your assessment of any
developments between December 1979 and December 1980

in the following aspects of internal audit operations:

Worse | Same Better |[Much Better'

(a)

(d)

(e)

(d)

(e)

(£)

(g)

(n)

General relationship
with line management

Readiness of line -
management to seek
internal audit services

Acceptance by line
menagement of internal
audit recommendations

Quality of Intexnal
Audit Reports

Usefulness and relevance
of internal audit repoxt
recommendations

Relationship with the
Auditor-General's Office

Quality of staff apply-
ing for internal audit
positions in the
organisation

Preparedness of audit
staff to experiment with
new audit techniques

E (2) Quality Assurance Program

Has a quality assurance program been
established? YES
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E (3)

Other Matters

Please indicate below if there are any other problems
or comments relating to the efficiency of internal
audit arrangements which you would like to bring to
our notice:
Ceseeesessattt et sietteseesssrersiurtetetttteterrans
Ceeeesesataaesierserssesersnssassssesactonrionsserens
P T
eeeeceestrresarrtestrarrsresssesssetra0ssbenretsrran
S e esierest st arenreserbcerertsaventiesrrtranarrentes

R N YR PR TR Y PR

R N R R R R TR R
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