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DUTIES OF THE COMMITTEE

Section 8,(1) of the Public Accounts Committee Act 1951 reads as

follows:

Subject to sub-section (2), the duties of the Committee

are:

(a)

(aa)

(ab)

(b)

(c)

(d)

to examine the accounts of the receipts and
expenditure of the Commonwealth including the
£inancial statements transmitted to the
Auditor-General under sub-section (4) of section 50
of the Audit Act 1901;

to examine the financial affairs of authorities of
the Commonwealth. to which this Act applies and of
intergovernmental bodies to which this Act applies;

to examine all reports of the Auditor~General
(including reports of the results of efficiency
audits} copies of which have been laid before the
Houses of the Parliament;

to report to both Houses of the Parliament, with
such comment as it thinks fit, any items or matters
in those accounts, statements and reports, or any
circumstances connected with them, to which the
Committee is of the opinion that the attention of
the Parliament should be directed;

to report to both Houses of the Parliament any
alteration which the Committee thinks desirable in
the form of the public accounts or in the method of
keeping them, or in the mode of receipt, control,
issue or payment of public moneys; and

to inquire into any question in connexion with the
public accounts which is referred to it by either
House of the Parliament, and to report to that
House upon that question,

and include such other duties as are assigned to the
Committee by Joint Standing Orders approved by both
Houses of the Parliament.

(v)
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Arrangements to ensure that appropriate action is taken in
response to comments contained in the Committee's Reports have

PREFACE

been in operation since 1952 although they have been reviewed

periodically, These were known as Treasury Minute arrangements.

Pollowing the creation of the Department of Finance on 7

December 1976 it was agreed that the arrangements should continue

as before but shovuld be known as the Department of Finance

Minute.

As they now stand the procedures are:

1.

The Report of the Committee is tabled in both
Houses of Parliament and motions are moved in
both places that the Report be printed as a
Parliamentary Paper,

The Chairman of the Committee thereafter
forwards a copy of the Report to the
responsible Minister and to the Minister for
Finance with a request that he give the Report
his consideration and inform the Chairman of
the action taken to deal with the Committee's
conclusions.

The reply received, in the form of a
Department of Finance Minute, is then examined
by the Committee and, together with the
conclusions of the Report to which it relates,
is submitted as soon as possible as a report
to the Parliament.

Should the Committee find during its
examination of a Department of Finance Minute
that certain recommendations are not fully
dealt with or are subject to a further Minute,
it holds an exploratory discussion with
officers of the Department of Finance prior to
the submission of the Minute to the
Parliament.

In reporting a Minute to the Parliament, the
Committee, except in special cases does not
usually make any comment other than to note
recommendations not fully dealt with orx
subject to a further Minute.

When the Committee next examines the
Department concerned the Department of Finance
Minute is considered by the Committee if
applicable,

(ix)
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CHAPTER 1
INTRODUCTION

1.1 The Committee'’s 184th Report, which took the form of a
discussion paper on Internal Audit in the Australian Public
Service, was tabled in Parliament on 11 February 1981, A summary
of that report appears in Chapter 2, '"he recommendations,
together with the Department of Finance Minute submitted on 8
August 1983, appear in Chapter 3.

1,2 A detailed interim response was provided to the
Committee in 1982. This has now been updated to incorporate
further changes since that time. Although the Committee is
generally satisfied@ with both the timing and content of the
responge to its 184th Report, it does have reservations about
several areas. These are detailed in the next three paragraphs.

1.3 In response to Recommendation 2, the Board estimates
that adequate ADP audit capability may not be achieved in some
departments ‘'until the end of 1983 or 1984 and in some cases
1985', The Committee is concerned about this quite considerable
delay particularly in view of the fact that the Committee’s
Report was released early in 1981,

1.4 With reference to Recommendation 4, the Committee feels
that it is very important that the Auditor-General's Office
should continue to assess the '"auditability' of new ADP systems
whenever possible, The Committee is also concerned by the
Auditor-General's statement that 'departments had become somewhat
more conservative regarding the attainment of an adequate level
of ADP expertise'.

1.5 While recognising that changes have taken place in the
classifications of interral audit staff the Committee is
nevertheless concerned that since 1979, the total numbers of
audit staff have decreased in some departments. The Committee is
particularly concerned to see this trend in the Department of
Defence, the Taxation Office, the Department of Aboriginal
Bffairs and the Department of Aviation (see Table 2, page 18).

1.6 Nevertheless, the Committee is pleased that many of its
recommendations have been accepted. The main policy developments
which have resulted either from the 1977 Joint Management Review
of Internal BAudit or from the Committee’s recommendations have
been as follows:

. establishment of the Joint Implementation
Committee on Internal BAudit (JIC) to assist
the Public Service Board and departments in
implementing the follow-up action arising from
the Joint Management Review;
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CHAPTER 2
SUMMARY OF THE COMMITTEE'S 184TH REPORT

2.1 The: Committee regards internal audit as an essential
means by which management may monitor the effectiveness of
management controls and keep informed of the reliability and
appropriateness of the systems and procedures it employs. This
report did not result from a specific reference or inquiry.
Instead, it is a discussion paper arising from the Committee's
long standing interest in the quality of administration within
the Public Service, and a desire to support the Public Service
Board's initiatives in this area.

2..2 It is based on the collective experience of the
Committee over many years as well as discussions with Government
departments, academics, professional accounting and auditing
bodieg and leading organisations in the private sector.

2.3 The paper looks at some of the problems of internal
audit, ranging from its historical background to the work being
undertaken to increase its effectiveness, The Committee hoped
that this report would stimulate Ffurther consideration of the
broader dimension of the problem and suggestions for the
development of a balanced approach towards achieving a solution.,

2.4 Previous attempts to improve internal audit in the
Australian Public Service have been generally unsuccessful. It is
clear that those failures resulted from insufficient interest on
the part of permanent and statutory heads and a lack of support
for internal audit by senior management - a situation exacerbated
by the low standard of internal audit itself. The findings of the
1977 Public Service Board review of Internal Audit focused
attention on the dismal state of internal audit in the Public
Service and stimulated renewed efforts to bring about
improvements. The Public Service Board has initiated action
designed to upgrade internal audit. 1Its success will depend
entirely on the support given by individual departments and
authorities.

2.5 The 184th Report stresses that it is essential that the
heads of departments and authorities cultivate a genuine interest
in intermal audit and learn to use it effectively. The tendency
for many Permanent Heads to concentrate on policy matters and
ignore administrative and financial affairs cannct be condoned,
particularly in the light of Section 2AB of the Audit Act_1901.

2.6 In addition, officers who are motivated, qualified,
experienced and capable must be encouraged 'to enter internal
audit so that it can attain its full potential.

2.7 The recommendations made do not in themselves provide a
solution for the problems faced in upgrading internal audit in
departments and authorities, but the Committee considers them



necessary to crxeate the conditions which must, exist if overall
success is to be achieved. For this reason, the Committee has
also re-emphasised recommendations which arose following the 1977

review

of internal audit in the Public Service. Major

recommendations included:

All departments and authorities should establish Auvdi:
Committees as a high priority.

ADP_Auditing

Departments and authorities should give high priority to
examining the various options available to alleviate the
lack of internal auditors with ADP skills,

The Public Service Board should continue to give high
priority to the development of general standards for ADP
auditing in the Australian Public Service.

All departments and authorities presently develoing ADP
systems should immediately seek the advice of the
Auditor-General’s Office as to the auditability of such
systems before they are implemented.

Departments and authorities should study the SAC reports
prior to the introduction or upgrading of their aDp
audit capability.

Permanent Heads of departments and heads of authorities
should decide upon and pursue with the Public Service
Board, the appropriate classification level for the
position of Chief Internal Ruditor, preferably within
the Second Division..

Departments and authorities should implement their own
internal audit training and education programs. They
should also support the Public Service Board in its
efforts to encourage tertiary institutions and other
organisations to develop appropriate formal courses of
study in auditing.

A program of staff rotation between the internal audit
function and other areas of the organisations should be
implemented and exchange of Internal Audit staff between
departments should be pursued. Officers being groomed
for higher management positions should spend a period at
an appropriate level in the internal audit function as
part of their overall development.
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CHAPTER 3
DEPARTMENT OF FINANCE MINUTE ON THE 184TH REPORT

Background (Department of Finance)

3.1 By arrangement, the Public Service Board Prepared a
response to this Report early in 1982 based On the responses to
questionnaires to departments and authorities staffed under the
Public Service Act and other data then available to the Board, A
Department of Finance Minute incorporating the Public Service
Board's response which gave an overview of the Internal Audit
function in the Australian Public Service together with responses

3.2 As indicated in that Minute and as evidenced by
additional material provided to the Committee by the Board
progressively throughout 1982 and the first half of 1983, the
Internal Audit function in the Service has been an area of rapig
change, At the suggestion of the Committee the Board's earlier
response has been revised to incorporate new information angd
material so as to reflect the position at 30 June 1983. This new
Finance Minute incorporates the revised Public Service Board

Introduction {Public Service Board)

3.3 The JCPpa Discussion Paper was welcomed a5 a significant
contribution to the o

the Service. To enable the Committee to get a perspective on
developments since the release of itg Discussion Paper and to
provide up~to-date information, this response incorporates the
results of a survey completed earlier this year (see baragraph 21
below), More tecent data on training and staffing is also
included. Following on from the 1977 Joint Management Review of
Internal Audit the Public Service Boarg agreed that there yas a
need to promote the efficient performance of the internal audit
function, It endorsed training and development programs and

interdepartmental machinery was set-up to  implement and
facilitate the remedial programs,
3.4 Two Committees were formed - the Joint Implementation

Committee on Internal Audit (JIC) and the Interdepartmental
Advisory Committee on Internal Audit (IDAC). The brimary role of
the JIC is to assist the Board, and departments, in implementing
the follow-up action arising from the JMR on Internal Audit and
other remedial Programs approved by the Board and to take such
other associated action as it thinks desirable to facilitate and
encourage the development of internal auditing, Membership is at
Division Head level from the Department =~ of Finance, the
Auditor-General's Office and the PSB (alternate Chairman), It is

chaired by the Board's consultant on internal audit, Mr F.c,
Pryor, OBE.

The role of the Interdepartmental Advéso;gé acé)yzx;ettsg
%v.r}s;ich is also chaired by Mr Pryor) is to assist a
such matters as: o
n e
i of the development program a
‘f:g:tgfg‘;tloofn an ‘esprit de corps' in internal
auditing;

he
assessments of the form and content of ¢t

) training courses;

reviews of problems in pan.:icular :rei‘sowsic:arzz
ADP auditing including advice as .od w Eearee
staff resources can best be .ut:.(g.x‘se ehonC, uha
training courses should be provided in

advice on ways in which internal audit might best
be organised; and

advice on internal audit standards and
) procedures., N
resented on IDAC{ usually
3 ki o:ganisati?:sagéftigip special sub~committees or

’ i i take
agrl?f:gondp:rlgii::onm;; be established by IDAC to underta
W

three standing
i example there are ng
pagtég;rln?.tr:teetsa“:n Iﬁl(t’:x;ernal gudit Education, Internal Audit
Z‘tlandards and Internal Audit Practice.

the
3.7 The administrative support ‘:squé;:;i prot:ryided pe
A departmental Committees and the Board i Jeing provided by
the mme tation Unit which was established i p he Doard's
oo Impélemeg ort the internal audit and other s]nc Serice-wide
gxf:f:;::mso Ssu[?[?o:ting staﬁfi fro‘r:n depgﬁg:ntﬁs :;:ciaalsiost Saut. o
it time to pr ] °
boin Uglt rftirioglt:imeex;grience and background to t:hed %Mtofa.\‘.rﬂe:.
pring ep: ining and experience for the seconde ooEficer.
Prartos fril-time staff have assisted the Unit fordii o o
Fgurteen: uor more, in this way, on the internal a\éher program.
n mg?t}?gn some sf these and a large number OE )o her officers
Inow?fde ;ho;:ter—term assistance (one or two weeks
gévice on a regular part-time basis,

Role and Scope of Internal Audit

At the commencement of the developfnentéheprgl?;::\alit}alg
Sot tial role and scope of internal audit in the Rustralian
pogfri‘c Setvice was described in Public Servzge (poard ioireular
§g79/8 eet. "oa reptogggedID:g 2551?\?.223‘ Ehe validity of that
B e ent I b ht of experience gained and research
ea;éi:;k:rt;at:?:g: i.‘:\97t9h.e }1’1}'12 results of that examination are
un



reflected in IDAC Paper 53 'The Role and

Scope of Internal Audit’
which was circulated to departments i
October 1982. (See Attachment a)  euthorities and the oA in

3.9 The paper discusses the role of int

erna
g;:'oviding a8 protective and constructive service to lmaralggirﬁentn
ang éta]x:ge of purposes for whiph internal audits are undertaker'x
gnd th Scope or range of subject matters now generally cévered
Y internal audit activities in departments and authorities A
such it now replaces the 1979 circular. L

Education. and Training

3.10 The educational and training ac i

Service's internal auditors are now unde% the,ti;eleéxe:l ofvoerrsitgi
of the Education Committee of IDAC. The Committee has bgen
gﬁfé:tgdt by Dr B.J. Garner, Professor of Computing at Deakin
auditing.’ The sctivities inmudl iiPel, consultant on abe
2 B X ude specia int.

in-Service training courses and pzesengations b; §1rx::§aligatn°u§:é
overseas experts and attendance at courses, seminars and

conventions presented by professiona
institutions and private sector organisatiox}s. Bodles, Fortiary
3.11 Special interest groups for ADP auditors and research

and development auditors were established i

1982, Both groups hold regular meetings ang 3‘2223‘5? adu;i.gg

variety of topics, At an early stage of the brogram encouragement

;ﬁs given to the' creation of Government Internal Audit Groups

xegﬁiarglr;ux?ft’h wtk;:echail;axgef beiniest::lished in most States, meet':
. i raising the standard of internal audit

by considering issues relating to internal ai

methodology., They also provide a focus f%r a::l:)-? ratiyslues and

to provide internal audit training., Auditors pt?rrc:ntivtiedﬁ;::

pPublic services are involved with several of the Groups,

3.12 Formal in~Service training courses are presented

regularly at
arg Lax %ourses‘io levels of expertise., At the basic level there

. Interna) Audit Practitioners Course
. ADP' Controls and Auditing
At the advanced level there are courses on:
. the basic concepts. of:
- ADp
- Data communications
- Data base

- Data dictionary

. ADP Security

. Audit and Control of the Data Base Enviromment

. Audit and Control of the Data Communications
Environment

. Use of Generalised Audit Software Packages

. Auditing the Systems Development Process
. The Test Data Approach to Auditing

. Audit Problems of Small Computers

. Management Improvement Techniques

3.13 The Internal Audit Practitioners Course was developed by
a team of auditors seconded to the Board's Office in 1979, Key
elements of this one week course are Role of the Internal
Auditor, Nature and Types of Audit, Planning, Working Papers for
Auditing, Statistical Sampling for Internal Audit, Control
Modelling, and Reporting. It is aimed at providing some of the/,
skills and developing attitudes required for systems based
anditing, To date there have been over 1200 participants in the
course which has been presented widely in both Canberra and the
States. The course is regqularly revised in the 1light of
experience and is ‘'‘packaged' for use by departments and other
bodies such as the Government Internal Audit Groups.

3.14 The Board also worked with the Institute of Internal
Ruditors in developing material for a one-day course on
'presenting audit £indings to senior management at the exit
interview' elements of which have been incorporated in the
practitioners' course.

3.15 The basic ADP auditing course is based on the Canadian
Institute of Chartered Accountants (CICA) Course. 'The course
originally comprised three segments: Computer Controls Course
{(CICA I) ~ four days, Computer Auditing Course (CICA II} - six
dayss; and a four week supervised ADP audit project. Recently,
with the wider availability of trained staff to supervise basic
level ADP audit projects within the participant’s own
organisation, the practice of requiring participant involvement
in a supervised project linked to the training course has been
discontinued, The objectives of this course are to provide
students with a working knowledge of computer controls and an
understanding of the principles and basic methodology of auditing
ADP systems and services, The courses have been provided in both
Canberra and the States with 520 participants to date.



Table No, 1

! 3.16 The supervised ADP audit projects not only served a

! training purpose, they also provided the participating

' organisation with a live ADP audit project at a time when few
such audits were conducted, Fifty seven such  projects were
uggettaken representing some 20 man years of basic ADP auditing
effort.

3.17 In developing the advanced ADP audit training program it
was necessary to meet the formal training needs of two streams of
staff with different backgrounds. On the one hand a number of
staff taking up the new ADP audit positions in departments had
£ ! extensive ADP training and experience but little experience in
i auditing. On the other hand the balance of the positions have
[ been taken up by staff with an audit or review background with
little experience in ADP, (The specific development needs of both
groups are considered in detail in IDAC Paper 31 'The Development
’ | of Departmental Arrangements for ADP Auditing’ which was
circulated to departments and the JCPA in June 1981 =~ see

= 3 Attachment B).
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3.18 Thus the 'Concepts' courses were included in the
advanced ADP audit program to provide bridging information on
technical aspects of ADP to staff with a non-ADP background as a
pre-requisite to participation in the advanced ADP audit courses.
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3.19 The design criteria for each course within the advanced
ADP audit program placed emphasis on the specialised management
support role of government internal auditors, an emphasis not
then present in commercially available courses. With the
exception of the two courses on data base and data communications
auditing, which were developed for the Board by David Angeloro
and Associates, the remaining courses were developed by staff
attached to the Board's Implementation Unit. The accounting firm
of Touche Ross and Co provided valuable assistance in the
development of the course on the use of generalised audit
software packages..

3,20 Details of the number of staff attending all courses are
shown in Table 1.
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3.21 As part of the advanced ADP audit program the Board has
sponsored three consultant~led advanced ADP audits. These aundits
had three objectives: to develop advanced ADP audit methodologies
for wider use within the Service; to provide further
opportunities for departmental staff to gain expertise and
experience particularly by working with private consultants; and
to undertake ap actwval audit for an organisation, The consulting
firms involved were Coopers and Lybrand Services, Price
Waterhouse and Co and Touche Ross and Co.
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list of the key documents which have been ci
departments by IDAC or the PSB is at Attachmentc é:.culated £

Surveys

3.23 The interdepartmental committee

three annual surveys on internal audit af::nge;::‘::ctfg
departments and authorities staffed under the Public
se:v:ge Act., The results of the most recent survey
covering 1982‘, are contained in IDAC Paper No 61 ae’:
Attachment D,Y (The results of the 1980 and 1981 surveys
were inco;porated in IDAC Papers 35 and 47 which were
circulated at the time to the JCPA and to all departments).

3.24 Looking to the future, IDAC has identifi

: s : < fle X '
issue for its examination, co-ordination artanqemengs Thizg
wtll need to be in place to maintain the Service-wide
standards and capability for the internal audit function
when the Board’'s central role in the development program ié
completed. The establishment of an Education Committee
within IDAC to continue to develop and oversight an overall

RECOMMENDATIONS
RECOMMENDATION 1

All departments and authorities
Audit Committees as a high priorit;.houm establish

Response

3.25 An IDAC discussion paper on Audit C i
ommitte -
]s-gg Attachment E) was circulated to Permanent Heeasds(ni)gcnisrch
0._Responses to the 1982 IDAC questionnaire, indicate that 20
:igzgxs&?oﬁdxﬁv; est:l)allshEd audit committees (an increase of 7
¢ epor - (see Table 16 of Attachment D
committees comprise Second Division officers chaired bytPer)m'angg:
Heads, Deputy Secretaries, or First Assistant Secretaries.

3.26 An audit committee per se ma i

. y not be necessar
orga‘m.sations.. Por example, in smaller organisations. th{a Jfr:)z:ﬁ
or informal 1:.|.nks between the auditor and the Permanent Head and
senior executives are Jusually quite direct and the establishment
of a formal audit committee structure may not be appropriate,

1, Tables 1, 2 and 3 of the Minute, which r
eflect data current

as at 30 June 1983, should be read im 13
and 7 of IDAC Paper 61. in leu of wibles 1,3, s

12

RECOMMENDATION 2
Departments and authorities should give priority
to examining the various options available to
alleviate the lack of internal auditors with ADP
skills.

Response

3.27 The Board was pleased to note the emphasis which the

- Parliamentary Committee placed on this issue, PSB Circular 1980/7

of 1.4.80 put forward an action program to improve the Service's
capability for the internal audit of ADP systems and services.
That circular was supplemented by IDAC Paper 31 *The Development
of Departmental Arrangements for ADP Auditing' which was
circulated in June 1981 (see Attachment B). The IDAC Paper was
designed to assist departments in organising and developing their
ADP auditing activities. It reviewed the main ADP audit tasks and
tbe associated skills which may be required and then canvassed
various ways in which these skilled audit resources might be
organised., The Paper was particularly concerned with the problems
of those organisations which rely extensively on complex
copmputer systems and require the services of ADP audit
specialists,

3.28 An outline of the development program to raise the
competence of staff in ADP auditing was provided at paragraph
8-18, and further details are given at Tables 6 and 11 of
Attachment D ‘Survey of Internal Audit in the Australian Public
Service' and Table 1 of this Minute, That survey also indicates
that in 1982 all but 8 organisations were actively involved in
ADP' auditing - although the extent of such auditing varied
considerably - and that in a number of departments emphasised
audit attention is being focussed on systems under development,

3.29 IDAC has also encouraged departments to form audit
teams, which may include private consultants ~ to tackle ADP
audit projects. A small number of departments have used, or plan
to use private consultants. In addition, as mentioned in
paragraph 14 some 57 supervised ADP audits were conducted as part
of the basic ADP audit training program,

3.30 Although considerable progress has been made in respect
of ADP auditing many departments have indicated a belief that,
because of the complexity of the task and the need for the
reinforcement of formal training by extensive on-the-job
experience, they will not achieve an adequate ADP audit
capability until the end of 1983 or 1984 and in some cases 1985,
The Board believes this to be a realistic assessment and is
continuing to give high priority to the provision of training in
this area,
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RECOMMENDATION 3

The PSB should continue to give high priority to
the development of general standards for app
auditing in the Service,

Response

3.31 The Board agrees that general standards or practice
statements are desirable for internal ADp auditing in the
Service, Following extensive discussions  with the main

organisations concerned the Board has issued, in Volume 4 of its
Personnel Management Manual, seven sets of guidelines for
departments on computer-based systems.l Thege guidelines on
general AD. practices provide a starting point for the planning
of ADP audits, This pProcess is supplemented by use of rpac Paper
54 'Index to ADP Audit Reference Material' prepared by the IDAC
Audit Practice Committee to identify an extensive range of
Australian and overseas materjal on audit practices and
procedures, The continuing exploration of ADP audit methodologies
through consultant led projects, training courses and extensive
practical testing within departments, is alse an important
element in the identification of efficient ang effective ApS
Standards for ADP audit, However, the diversity and complexity of
ADP systems in the Service and the wide range of internal audit
work related to these systems, indicate that App audit standards

be placed on effective audit planning and the application of a
quality assurance program by audit management. The Board has
noted that the Auditing Standargs Board of the Australian
Accounting Research Foundation recently issued as exposure drafts
the first three Australian Statements in a series of guidelines
on auditing in an App environment,

RECOMMENDATION 4

All departments and authorities presently
developing ADp systems shoulgd immediately seek the
advice of the Anditor-Generalts Office as to the

auditability of such systems before they are
implemented,

Response

3.32 The Board agrees that all departments and authorities
Presently developing ADP systems should seek expert audit advice
as to the auditability of such systems before they are

each organisation concerned to determine the source
from which it shomld seek such advice.

1. These Guidelines cover: Internal Controls; Risk Management ;
Computer Security; Cost Effectiveness; Production of
Strategic Plans;  Management of Strategic Plans; and
Documentation of BDP Proposals. an exposure draft of an
eighth set of psp Guidelines - 'Personal Computer Systems'
was under consideration by various organisations at the time
of preparation of this Minute,
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i i i developed their
. n Bome cases organisations w111~ have ; i
?\D?audit :c[:apability to the point where. their own auditors are in
a position to provide the requisite advice.

i i d to seek the
. In other cases organisations would' nee: h
geig of ‘'external' auditors ind eit;;er thendgagitenora tg:pe:;ubg.‘;:
sector. As mentioned later under ecommenda qoncaper has
[ ted to all departments wh:.c}‘x gives guida
332" ocflrp?:]i?late sector resources for internal audit purposes
including ADP auditing.

ithi isations may seek the
. Within the public sector, organisa
zegaices of audit experts in other'departments or tr:)efy r{::x;g
approach the Auditor-General's Office. The vie'ws
Auditor-General on this recommendation are as follows:

aph 5,13 of the (JCPA) Report, the
) v];grdzaragfbtfilding in effective management
controls" are used, as p:esumably'the‘ qomrx,\'lttge
intends, by using the word "auditability", hm
recommendation 14 to ensure that the system when
implemented has effective management controlsé
that is, that the relevant JAinternal system od
controls including those in the assoc:.atg
manual areas are all established and followe‘.
If these aspects are what‘thf; Committee _hasﬂ:;n
mind then I support the prmc1p1_e unde;lymg 13
recommendation, that is that this Office shou d
have the opportunity to make an assessmen't-é o
any system currently being designed before it is
implemented.,

is Office has found that there are practical
rg:’.’fficulties in reviewing the system of 1ntgéna%
control proposed for new systems. The i eat
approach is to review thg‘ pr.oposed controlsh'ah
the stage in the system's 1life CYCle'atlvt:‘lze
the specifications are firm, 'There. 1s't:. Le
value from an exterqal audit viewpoint. 15
carrying out such a review at an earlier time af
specifications are too fluid and a var:.etyt o:L
factors can affect the types of .con rol
eventually used, In that context an interna
auditor is in a better posg.t:.on for ong:n)g
involvement in the system design pzocess.}l :.E
often difficult to select the precise time ta
which the system design is firm and' the syts: im
of internal control is often inadequa ety
specified. This Office will, the'refor‘e‘, have to
be given notice of the requn;ement fork‘an
assessment, and prior to the Office underta gng
an assessment it  will be  necessary ¢ o;
departments to  have defined the contr<1>
objectives for the systen} and separa e{
specified how those objectives will be lm:
including those clerical procedures essentia o
the system of control.
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Response

- Leaving aside the logi
gistical aspects
arranging such asgessments there are,peat leagi

was made during 1982 to alleviate i
A similar guestionnaire sent out intﬁze pf::%egy}
the Board revealegd, however, that the problem
continued and that departments had become
somewhat mor e conservative regarding the
attainment of an adequate level of ADP expertise
than .they.had been at the time of the 1981
questionnaire. Many departments do not now
expect to achieve their target completely before
1984-85 although concerted efforts to educate
and provide experience for suitable staff
continue, The Audit Office, during the last few
{ﬁars, has found it very difficult to build up
the numbers of competent ADP auditors, and with
€ growth in number of ADp audit positions
within degartments the competition for ADP
auditors will become more intense in the next
)};ea: or s0. It may be that the Office will not
e able to provide resources to undertake
assessmentg in every case. Where that is the
case, and it appears that the need for effective
management_ controls had not been properly
addressed in the developmental Process, we would
have to suggest that assistance be sought. from
:gme other source. Nevertheless I beljeve that
is Office should take the opportunity where
possible to assess the management controls for

involvement in the ADP
Process increases. systen developnent

RECOMMENDATION 5

Departments and authorities should s

tudy the SAC
reports prior to the introdu
their apP audit capabilit;. ction or Upgrading of

The Systems Awditabilit
Y and Control (SacC
;amm\gz]}uabfle ;eference document for departments.(Regetrei%zrststoar:
Of other useful texts are included in IpAC Paper 54 ‘'Index

to ADP Audit Reference Material,
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RECOMMERDATION 6

Permanent Heads of departments and heads of
Statutory Authorities should decide upon and
pursue with the P58, the appropriate
classification level for the position of Chief
Internal Auditor, preferably within the Second
pivision,

Response

3.37 In its circular introducing the internal audit
development program in 1979 the Board encouraged departments and
authorities to re-examine their internal audit organisational
arrangements and, where necessary, to seek appropriate
classification changes., Since that time the classification of the
Chief 1Internal Auditor position has been raised in 24
organisations and most departments have received agreement to at
least one reorganisation proposal covering staff at all other

levels.

3.38 The Aapril 1979 and June 1983 establishments of all
internal audit units are compared in Table 2. Establishment and
staff levels as at 30 June 1983 are shown in Table 3. The overall
trends, particularly the upward movement of classifications, are
shown in Charts 1 and 2 which plot the total Service-wide figures
from Tables 2 and 3,

3.39 8ix of the largest departments now have chief internal
auditor positions in the Second Division (Defence, Health,
Industry and Commerce, Social Security, Taxation and veteran's
Affairs). This is an increase of five since the 184th Report.
Most of the other chief internal auditors positions - which were
previously around the Class 8 and 9 levels - have now been
upgraded to the two highest classifications in the Third
Division, Accordingly, in most departments and authorities the
chief internal auditor position now is appropriately classified.

RECOMMENDATION 7

Departments and authorities should implement their
own internal audit training and education
programs, They should also support the PSB in its
efforts to encourage tertiary institutions and
other outside organisations to develop appropriate
formal courses of study in auditing,
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Internal Audit Units

280 Estob 79,Estab & Staff 83 CHART 1 Response
260 - 3.40 As indicated in Table 1 the central training program
sponsored by the Board and IDAC to meet the needs of all
240 ﬂ departments is comprehensive and has attracted large numbers oOf
220 participante. Within that program seme of the larger departments
present courses in~house for their own staff and staff of other
200 A departments. However, it is neither economical nor feasible for
180 A all departments and authorities, particularly the smaller ones,
y to implement their own in-house training.
1
o 3,41 There is solid departmental support, through IDAC, for
140 E ) the Board's efforts to encourage tertiary institutions and others
520 - f to develop appropriate courses,
160 - y RECOMMENDATION 8
20 A program of staff rotation between the internal
a0 I audit function and other areas of the organisation
b should be implemented and exchange of internal
40 A % audit staff between departments should be pursued.
Officers being groomed for higher management
20 ] 4 5 positions should spend a period at an appropriate
° i q q level in the internal audit function as part of
their overall development..
L1 11 10 9 s 7 J
e s 4 2/3 4 Response
21 Estab 79 Clasalficatian i
Exfobs B3 Staff a3 3.42 Considering the new role of internal audit there can be
little argument that a rotation in internal audit would be a
sound development experience for many officers. There would be
280 CHART 2 equally satisfying experience to be gained in a number of other
260 review-type areas. Also internal audit staff would benefit from
240 work experience in other areas of the organisation.
220 ' 3.43 & particularly valuable form of rotation for internal
3 audit staff is evidence by the contribution of departmental staff
200 to the central efforts of the Implementation Unit (see the
180 introductivon to this Minute},
160 - : 3.44 B cross-flow of experience among departments and between
' internal audit and other areas 1is being achieved through
140 ~f promotions and transfers. In the eleven months to November 1982
there were 219 departures from internal audit units, with 44 of
120 ~ these people moving to other audit units and, of the 2214 staff

100 - who joined internal audit units, 81 came from other audit areas
including the Auditor-General's Office - see Table 2 of
) Attachment D for details.

80 |
60 RECOMMENDATION 9
404 Departments and authorities should examine the
20 feasibility of bringing the internal audit function into
i closer asgociation with other management improvement
0 7 i ot T . : functions, recognising however the necessity to preserve
[X] 11 10 9 8 7 € sI i z;s Ath the independence and objectivity of internal aundit,
Clasaificat i
o Esiab 79 + Estan gz " ©  Sfaff 83 . 21
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3.45 Becavse of the wide variation among organisations it is
not desirable to be prescriptive about organisaticnal
arrangements. A discussion paper ‘Management Advisory Services in
the Australian Public Service', circulated by the Board in 1879,
encouraged departments to consider this issue, Various papers
produced for the internal audit development program have alsc
emphasised the need for departments to look closely at the
relationship between these functions.

RECOMMENDATION 10

Departments and authorities should review the
structure of their internal audit function and
consolidate it on a centralised basis,

Response

3.46 All organisations responding to the 1982 survey have now
centralised control of the internal audit function..

RECOMMENDATION 11

Departments and authorities which cannot support
an internal audit function should arrange for
internal audit support to be provided by an
Internal Audit Congultancy Bureau, another
department or authority, an outside consultancy
service, or by some other means.

Response

3.47 Following the distribution of IDAC Paper No 9 on
'Viability of sSmall Internal Audit Units' in March 1980 (see
Attachment F) there have been notable changes through
centralisation, or ‘unbrella' arrangements covering outrider
organisations.

3.48 In 1981 the Board's consultant on internal audit
prepared a report on contracting out of internal audit services

taking into account the views of the central bodies concerned -

the Department of Pinance, the Auditor-General's Office and the
Board., A copy is at Attachment G. The report which was sent to
all departments and authorities staffed under the Public Service
Act contains suggestions and identifies factors which
organisations need to take into account in considering the use of
the private sector for internal audit projects and services,

3.49 The main conclusions of that report may be summarised as
follows:

{i) It would be quite inconsistent with the

concept and purpose of internal auditing to
attempt to pass over the function in toto to

22

(i)

(ii4)

(iv)

(v)

the private sector - or indeed to any other
organisation in the public sector, Unlike
external auditing, internal auditing is an
appraisal mechanism established within an
organisation and it may Ke required to
review any aspect of departmental operations
from the standpoint of reliability,
efficiency or effectiveness, It is an
integral part of departmental management and
departmental personnel need to be closely
and actively involved..

Nevertheless, in some circumstances, the use
of properly controlled and organised
resources from outside an organisation's own
establishment can help to make its internal
auditing operations more efficient and
effective,

In general, the need for some external help
is most iikely to arise in respect of the
smaller internal audit organisations and in
situations where a temporary injection of
specialist or other audit skills may be
required, Examples of sittations where some
recourse to ‘'outsjde' resources might be
helpful are given in the Report,

In all such cases appropriate relationships
need to be established with the
organisation’s internal processes and
management., (Some detailed guidelines for
departments are attached to the neport). In
partienlar the organisation should retain
full control over its auditing program and
full responsibility for the auditing
operations while all projects contracted out
should be oversighted by departmental
management - usually by the Chief Internal
Auditor.

In some situations the possibility of making
some use of external resources may need to
be ruled out. For example:

. Where the auditing would involve access
to Government information of a highly
sensitive kind,

. Where private firms would be involved in
conflict-of-interest situations.

B Where first-hand and intimate knowledge

of an organisation's activities and
policies may be necessary.
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contemplating contracting out may consider the Pros and cons as

(vi)

(vii)

(viii)

(ix)

Departments seeking outside help in respect

of audit projects should explore P:11

relevant sources in both the public and the

Private sectors, 'They should also retain

fﬁiée flgxi?il:.g in choosing and drawing on
ontracting firms or or

which best meet their needs. sanisations

In the . Commonwealth Government sector
organisations may enter into joint serviecing
arrangements with other departments,
Organigations may also seek advice on their
auditing problems from JIC/IDAC and the
Boarq's Implementation Unit., The Joint
Committee of Public Accounts has proposed
that an Audit Bureau be established to
provide ‘'internal’ auditing services but
this proposal involves some difficulties and
is un;;!cely to lead to the early
availability of further audit services.

In the private sector, a number of leadi
firms of public accountants have disgia;:g
interest in carrying out auditing services
for departments, Other sources of
professional and technical advice in the
private sector may also be relevant.

The contracting out of interna

projects would need to be subject1 toaugl'j;:
same principles and procedures as apply to
the contracting out of other similar
services. Departments should pay particular
attent;on to the economy, efficiency and
effectiveness of such arrangements. All
contgactual arrangements (including the work
:g"liid otl:xg: h& contractors) may be subject

vestigation and
Auditor—Genegral. evaluation by “the

they apply to its individua), circumstances,

Internal Audit
organisation attached to the
(tgﬂthe Board but independent

ce,

RECOMMENDATION 12

The Public Service Board should r

decision and re-examine the requiremeex‘:ée:o iet:talfff:lim:i
Consultancy Bureau, a similar
Board itself, or supported
from the Auditor-General's

24

Response

3.51 Following extensive discussion of this recommendation by
the members of the JIC and IDAC the main issues involved vere
canvassed in a paper (see Attachment H) which was prepared by the

Chairman of those Committees in October 1981,

3.52 The main points and conclusions of that paper can be

summarised as follows:

(1)

(ii)

(iii)

(iv)

The case for establishing a centrally
organised audit body such as an Audit Bureau
depends, in the first instance, on the kind
of functions which may be envisaged for it.

Under the Board's leadership the current
arrangements have taken the form of an
interdepartmental committee system {on which
all the main interested parties are
represented) together with an Implementation
Unit in the Management Systems and
Efficiency Division of the PSB (to which
departmental officers are also seconded) to
support the internal audit development
program. This type of machinery - which has
relied heavily on co-operative effort on the
part of all concerned - has proved to be
well suited to the training and other
promotional functions which it carries out,

There would therefore be little or no case
for establishing a formal audit bureau if it
were to do no more than carry out these
existing functions. Indeed, as the present
remedial program progresses and the training
activities taper off, it should be possible
to dispense with at 1least some of the
present machinery and look forward to the
time when the Board will no 1longer need to
play a leading role in this matter and
devote resources to encouraging this
particular departmental function,

The Public Accounts Committee's case for
establishing an Audit Bureau is based on the
view that, in addition to carrying out
remedial programs to help departments carry
out their internal aundit function, the
central body should also carry out a
continuing audit function for them. This
view, in turn, is derived from the
Committee's diagnosis that some departments
and organisations cannot carry out an audit
function adequately from thelr own staff
resources.
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(v)

(vi)

(vii)

We can agree with the Committee's diagnosis
that it is wasteful and inefficient for some
organisations. to establish their own
internal audit units and that some internal
audit units are not in a position to provide
highly~specialised audit services and other
audit services in short supply.

We can also agree that, 4if a central
organisation were to get into the business
of providing audit services on a continuing
or significant scale, some permanent form of
machinery - and one devoted solely to audit
matters ~ would be required, But in that
event it should not be assumed that anything
like the present arrangements (under which
the Board plays a leading role) would be
appropriate. On the machinery side it would
be necessary to review such aspects as:

. the nature of the auditing services to
be provided and whether they should be
provided by the one body:

. the nature of the 'parent' authority or
authorities, (For example, 1t would
scarcely be appropriate for a central
authority such as the Public Service
Board to be involved in providing a wide
range of audit services);

. the degree of control to be exercised by
the client departments.

The difficulties involved in_ operating
hybrid organisations of this kind which cut
across normal departmental lines of
responsibility are well known. Moreover,
attempts by other administrations to set up
such bureaux have not been conspicuously
successful although an interesting
innovation is taking place in Queenslang
where a small bureau with a specialised
function has been established recently,
Nevertheless, the difficulties in operating
a Bureau would be considerable and it is
obvious that this form of audit machinery
will not succeed unless there is strong and
widespread support for it on the part of itsg
potential clients and the relevant central
authorities, At least at this point of time
there is no evidence of such support and the
Auditor-General's Office is actively opposed
to the proposal,
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(ix)

he Parliamentary Committee appears to
§saume that the only solution to the problem
of non-viable internal audit units is to
establish a new audit organisation and a new
audit service, Any proposal of this nature
needs to be considered in the context of the
total audit arrangements for the Service and
other options should also be considered
including the possibility of making better
use of the auditing services which may be
available from existing sources such as:

. other departments
. the private sector
. the Auditor-General

These other options are referred to in the
;(mper and canvassed in more. detail in the
IDAC Paper entitled 'The Viability of Small
Internal Audit Units',)

3,53 The paper concludes by suggesting that:

(a)

(b)

{c)

st riorit: should be given to the
g:vgloprfent o% efficient internal audit
arrangements and to the better use of other
existing audit facilities rather than to
pursuing at this stage, the possibility of
establishing a new auditing service and new
audit machinery.

Adoption of this approach may mean that some
of P the problems arising from the
non-viability of internal audit units will
not be capable of easy solutions and some
will fall into the lap of the
Auditor-General., It remains to be seen,
however, whether such difficultieslas may
remain in respect of departments audit
problems will prove to be sufficiently
widespread or serious as to warrant serious
thought being given to the possibility of
establishing some new form or forms of
centrally organised audit machinery.

r the existing arrangements we should
g:gginue to do all we can to |help
departments to mobilise the necessary
regources and find solutions to their
auditing problems. Action along these lines
should also help focus attention on ways in
which the organisation of auditing in the
Service might best be improved.
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3.54 The Beard did review its earlier decision on this
matter and concluded that it would not be possible to
justify the creation within the Service at this time of a
further central audit organisation of the kind proposed by
the JCPA. The Board endorses the view expressed in the above
paper that in current circumstances first priority should be
given to making better use of existing audit facilities.
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Possible subject-matters of internal audits are discussed in
Chapter III (paras, 41 - 64). There are few limitations on the
subjects which can be remitted for internal audit examination; the
main requirement is that the subject should Tend itself to
objective appraisal. In principle, virtually any aspect of an
organisation's operations and administration may therefore be
audited and the data or systems to be audited may take a varfety of
forms.

The various matters which may be audited are discussed under four
main heads, namely:

1. Financial adminstration {paras, 46 - 48)
2. Administration and management (paras. 49 - 55}
3. Operations and services (paras, 56 - 58)
4. ADP systems and services (paras. 59 ~ 63}

The possible aims and subject-matters of fnternal audits are
brought together in the matrix in Chapter 1V (Page 13). This
matrix provides a framework which might assist organisations in
planning their audit programs and in selecting those particular
ggterggl) audit activities which best meet their needs (paras.

Problems and challenges arising from the great potential range and
d1ver;'i§y of internal auditing are discussed in Chapter V (paras,
68 - 78).

One major problem is the variety of special skills which may be
required. Organisations wishing to carry out auditing in a number
of different fields and for a variety of purposes will almost
certainly require a balanced mixture of audit staff who are not
only trained in the fundamentals of auditing and have a broad
understanding of their organisatfon's activities but who also
possess expertise in selected functional areas, The services of
outside)experts may also be required from time to time (paras.

68 - 72).

In any event, no organisation should aspire to carry out, at any
one time, the whole range of internal audit activity illustrated in
the matrix. Every organisation should adopt a selective approach
in deciding what kind of internal auditing is to be carried out and
in what fields (paras. 74 - 75).

In making such decisions organisations should aiso take into
account, as far as practicable, the operations of other internal or
external review mechanisms which may be relevant to their
problems. This will help to avoid unnecessary duplication of
review efforts and assist organisations to identify those projects
which merit internal audit scrutiny (paras. 76 - 78).

F.C. Pryor

Chairman

Interdepartmental Advisory Committee
on Internal Audit

October 1982
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THE ROLE AND SCOPE OF INTERNAL AUDIT
I FEATURES OF THE INTERNAL AUDIT FUNCTION

The surveys of internal audit conducted 1n 1981 and 1982 by the
Interdepartmental Advisory Committee indicate that in the Australian
Public Service substantial changes are taking place in the nature and
scope of internal audit activities. These changes mainly involve:

. enlargement of the auditable area to include non-financial
matters; and

. a wider range of purposes for which internal audits are
undertaken.

2. These developments in internal auditing are not peculiar to the
Australian Public Service. Similar trends are apparent in other
countries such as the United States and Canada. In both of those
countries previous definitions and descriptions of {nternal auditing have
been revised in an attempt to bring them more closely into line with
current practice. The material in Attachment A i)lustrates some of the
changes which have been taking place both in Australia and overseas in
percegtions as to the vole or roles which internal audit can play. it
will be noted that nowadays a much wider view is being taken not only of
the range of activities which may usefully be audited but also of the
purposes for which internal audits may be undertaken.

3. At the same time it is clear that the precise role and scope of
internal audit varies considerably between countries and between
individual organisations. This is not surprising. Apart from
institutional factors, there can be wide differences in auditing needs.
Internal auditing is often used primarily for protective purposes - for
example, to assess whether an organisation's activities comply with the
relevant rules and regulations - but {t can also be used for a range of
other purposes associated principally with the economy, efficiency and
effectiveness with which an organisation is using 1ts resources.
Similarly, the systems being audited may involve a variety of subjects -
including, for example, financial matters, ADP systems, administrative
and management systems, and a wide spectrum of departmental operations
and public services.

4, Recent developments confirm that. internal auditing in the Service
is becoming more compiex and requiring a more diverse collection of
skills., It is important therefore that organisations should give careful
thought. to the kind of internal auditing which will best meet their needs
and to the circumstances in which they should rely on internal audit
rather than other review mechanisms.

5. When making decisions on these matters the main features of
internal auditing should be borne in mind. First, and most obviously, it
is an internal as distinct from an external review mechanism. Its prime
function is to provide a protective and constructive service by making
systematic appraisals of an organisation's operational and management
systems or of particular aspects of those systems. Essentially it is an
instrument which can be used by the higher management of an organisation
as an ald to efficient management. It can be used flexibly and the
organisation itself {s in a position to determine the timing and nature
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of individual audits and of the fnterna) audit program as a whole. As
with any other departmental function, the Permanent Head 1s ultimately
responsible for the way in which the function is carried out and the
resources devoted to ft.

6. A cardinal feature of internal auditing is that it is carried out
or controlled by personnel who have first-hand. knowledge of an
organisation's activities but who are {ndependant. of and ave no
continuing responsibility for the activities they review.] Internat
auditing 1s concerned primarily with the dfagnosis and appraisal of
problems and responsibility for following up audit appraisals and
recommendations rests with other areas of an organisation. Internal
audit 1s designed to complement rather than dupTicate the activitfes of
other 1nternal reyiew mechanisms and support services. Internal auditors
are not usually expected to have an expert knowledge of a)) aspects of
their parent organisation but they should have some appreciation of the

position to provide information and evaluations which are both
Tndependent and reasonably well~informed,

7. One traditional feature of both internal and external auditing 1s
that audit reports should be authori tative and objective ~ and should be
accepted as such by the recipients. For this reason material {s not
nomally regarded as ‘auditable’ unless the criteria and mechanfsms to be
employed in arriving at audit findings are beyond dispute or are
specified clearly 1n advance of the audit. As a general rule,
organisations do not turn to internal audit as a source of policy advice
or expect their internal auditors to venture opiniens on. policy issues.

8. Untike the situation in some other countries there are no formal
requirements or 1imitations ipn the Australian Public Service concerning
the circumstances 1n which internal audit should pe undertaken, the
purposes for which internal audits may be employed, or on. the range of
matters which may be audited. Organtisations may need to take into
account a wide range of factors and possibilities when. deciding upon the
nature and extent of their audit activities. Possible aims and
subject-matters of internal audits are discussed fn Sections It and III
and that analysis of aims and subjects is brought together in the Matrix
set out in Section 1V. Some implications for audit management are
discussed in Section V.

II _THE PURPOSES OF INTERNAL AUDITS

9. It is generally agreed that the primary purpose of internal
auditing s to provide organisations with a protective and constructive
service. Many audits may have a predominantly protective purpose - for
example, audits to establish the integrity of certain data or audits to
establish whether an organisation's activities comply with the relevant
laws and directives. Other audits may be regarded as having a more
constructive purpose - for example, audits designed to appraise the way
in which rescurces are being used. In many cases, audits will be
concerned with both aspects.

1. The 1ndependence of internal auditors {s. discussed in more detail
in IDAC Paper No.17' "Independence and Internal Audit in the
Australian Public Service,®
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(2) Compliance with Laws, Policies and Directives
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compliance audit might disclose problems which are due primarily to the
absence of appropriate management controls. Internal auditors should
always be alive to this possibility. In some instances too it may be
found that an organisation’s policies and objectives are obscure or
inconsistent and that higher management needs to clarify them before the
audit can proceed. To some extent it may be possible to avoid this
Tatter prOETem by including in an organisation’s audit manual appropriate
material relating to its policies and objectives.

(3) Economy in Use of Resources

2). Some interpal audits may be concerned to assess the economy and
efficiency of certain activities or programs.4 Audit appraisals of
economy and efficiency are concerned primarily with evaluating the way in
which the organisation is managing and utilising its resources.

22. The term ‘economy’ refers to the terms and conditions on which an
organisation acquires its resources. Such resources may include
personnel and any form of goods and services. An economical operation
acquires the resources necessary for the operation in appropriate
quantity and quality at the lowest possible cost. An economy audit is
therefore concerned with the quantity, quality and price of resources
acquired by an ordanisation. In particular an economy audit is designed
to establish whether:

the need for the resources has been clearly defined and related to
program objectives;

there has been an appropriate determination of quantity, quality,
performance and other relevant requirements;

. resources have been acquired at the least cost, consistent with
quantity, quality and performance requirements.

23, In audits of this kind an attempt is usually made to identify
problem areas and establish the causes of uneconomical practices thus
ointing the way to possible solutions or {mprovements. There is,
owever, no hard and fast rule concerning the depth and scope of internal
audits in this area. Much depends on the nature of the problem, the
audit resources available, and the terms of reference laid down for
individual audits. In some instances, for example, the main audit effort
may be directed towards establishing that adequate reviews of the economy
of an organisation's operations are being carried out as a matter of
course by 1ine management or by way of other review mechanisms.

(4) Efficiency in Use of Resources

24.  An organisation may expect its internal auditors to evaluate the
efficiency with which its vesources are being used. Efficiency in the
use of resources may be the sole purpose of some audits or it may be anly
one of the aspects to be canvassed in the course of appraising some
activity or program.b

4 Audits involving these elements are sometimes referred to as 'value
for money' audits,

5 Efficiency audits as described in this paper may therefore be much
less. ambitious projects than efficiency audits of the kind embarked
upon in recent years by the Auditor-General.
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the criteria and methods employed in assessing the resuits of the
activity or program;

the relevance and reliability of the data used; and

the validity of the conclusions reached in the review.

{6) Diagnosis of Problems

31.  Much internal audit activity takes the form of studies and surveys
which have a more Vimited or somewhat different purpose than full
systems-based audits and in-depth audit projects. Such studies and
surveys are not usually sufficient to support firm or final conclusions
regarding the integrity, efficiency, effectiveness, etc., of the
operations under review, More often, the object of such surveys is
simply to diagnose problem areas, establish whether some further action
or investigation is warranted and perhaps prepare the way for subsequent
audits or reviews.

32. There will be cases, for example, where internal auditors need to
carry out studies of the future auditabiTity of proposed systems. It is
now accepted that preparations for auditing new and complex ADP systems
should begin at the time when plans for such systems are being

developed. If auditability and other adequate controls are not built
into such systems from the outset it may be impracticable (and too
costly)} to rectify the situation when the time comes to audit the current
operations, Nor is this problem confined to ADP systems; it can arise
also in respect of significant manually-based systems,

33.  Certain kinds of audits have a diagnostic purpose. Most
organisations find that their annual and strategic audit plans cannot
accommodate the number of audits required if all of them were to be
carried out as full systems-based audits. Accordingly, organisations may
rely to some extent on what are commonly known as 'preliminary surveys®
(several hours work) or 'concise audits' (several days work} as a means
of ensuring that the whole of their auditable field receives at least
some form of audit scrutiny within the period of the audit plan. Such
auditing may not provide a complete assurance that all is.well but it may
serve to reveal the more obvious deficiencies and indicate whether there
is a prima facie case for more detailed examination and review.

34, Some audits of a more protracted kind may also have an essentially
diagnostic purpose. Indeed, auditors are frequently not expected to take
particular audits beyond the diagnostic stage. In some cases, for
example, measurement difficutties or lack of relevant or agreed standards
against which to audit may make it inappropriate to carry an audit beyond
the point of identifying and diagnosing the nature of the problem.

35, ‘'Diagnostic' audits may therefore be carried out as a means of
facilitating and preparing the way for other internal or external
reviews. Internally, for exampie, they may help to pave the way for
efforts by Management Advisery Services and line management to find
solutions to the problems which internal audit has diagnosed, If, on the
other hand, organisations decide that solutions to the problems require
recourse to outside consultants or external review bodies, the diagnostic
work already carried out by internal audit should serve to facilitate

such. reviews.
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42. The materia) to be audited may take a variety of forms. The
material may, for example, be in textual, statistical or computerised
form. Modern interna) auditing tends to be more concerned with
evaluating systems or programs rather than checking multitudes of
individual transactions. MNevertheless, some audits are concerned with
particular transactions or with particular organisational units -
especidlly in cases where those units carry out functions which do not
cross organisational lines.

43. In appraising an organisation's operations and administration,
internal audit may provide assessments of policies, processes, systems or
procedures. These may include planning, program evaluation, performance
measurement, financial management, personnel management, ADP operations
and a variety of operational activities and services to the public.

44. In this paper - and particularly for purposes of the matrix in
Section IV - matters for possible auditing are grouped into four main
areas or categories, namely:

(1)  Financial and Accounting

(2) Adninistration and Management
{3)  Operatjons and Services

(4)  ADP Systems

45,  These four categories are not mutually exclusive and in practice
there will be some overlapping. For example, when auditing financial
systems or when auditing particular operations, aspects of an
organisation's management and ADP systems may also need to be taken into
account.

{1)_Financia} and Accounting

46. The auditing of financial and accounting systems and statements is
a traditiona)l audit function. It is in this area that auditing practices
and standards have been most fully developed. It is also a field where
the Auditor-General has special interests and responsibilities.

47. Auditing in this area is concerned principally with financial
administration and hence with appraising an organisation's financial and
accounting procedures, These may include the procedures relating to the
collection of revenue, the incurring of expenditures, the acquisition and
preservation of assets and the proper recording and presentation of
financial transactions and accounts.

48,  As most of the financia) procedures to be followed are laid down by
the central authorities, much of the interna) and external auditing
undertaken in this area is concerned with establishing whether there is
compliance with the relevant 'external' controls and directives which
emanate from those authorities. In carrying out this task, auditors pay
particular attention to the nature and adequacy of the internal controls
which organisations build into their financial and accounting

systems.® Nevertheless, an organisation may carry out financial audits
for other purposes - e.g., to satisfy itself that its financial
administration or some specific financial operation is economical and
efficient.

8 The meaning of the term 'controls' - including the distinction
between internal and external controls - is discussed in
Attachment 8. 41
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(2) Adninistration and Management

49. Intermal audit may be called u
nte a pon to carry out periodi
:Eﬁlgdzr:‘g; :ga:;:z ;:gtgigageme:tf:ervices areayof anporg:nigazgg;fs %is
W ce T as staff and office services a
include administrative support services such as security :3?;:92‘:%":1?0

50,  An active internal audit unit will b

0 e primarily con
with ;‘evi ewing the management and contrel sygtems asiociag:gn:géhh:;:ver’
carrying out of the organisation's. day-to-day functions and operations.

51.  In some cases, the internal audit ma
I N Y be concerned onl
directives,’ fevirpatere 13 comtiance with saagenent ol s and
. e . pointed out in para. 20, compl
can also play an important part in revealing agparent éef'lzl?e:g?z: ?:dits

52.  In other cases, internal auditor
S may be required to
g?gggsmfﬂgwls)eﬁ;:m:ftg:r;;:g;vesi Augits ofdthis nagure c]earlayep;::':?v:h:
1 ment systems and a more analytfcal
than is required for compliance auditi Yo reviome e
ng. In making such revi th
nature and purpose of relevant directives Tici y pent
systems need to be known and taken into ac’: o tc SR it nagenent
other auditable areas described in this Secoun " an organyoch of the
ction, an organisation’
management system can be assessed from a variety of .
efficiency, economy and effectiveness doad, oo apoints, e.g.
f c - or indeed
standpoint which may be of concern to the organisa,tif;:r.n any other

53,  Although internal auditars will us
nal ually have

l;ggw‘.e?ge and appreciation of their organisa}t’ion‘g ;g??cr;;s:;':nd

uaect ves they may require from time to time some guidelines as to the
grgpgseior pgrposes Which. the relevant controls and management systems
e f;e:dg;l:ddittf)f:gm:.toI;r:?sep:;po;gs a'll'e complex or obscure auditors

_find 3 objective opinions or avoid maki
policy judgements of theip own. In such cases, i el
0 . t is a responsibility of

management to clarify the matter. If internal 'audit i 3 2 °
make in-depth appraisals in this area it may be usefu) st:a}lgguggo?ntghe

audit team some personnel w
Rnirsaoam, som agd managemegg.have first-hand knowledge and experience of

54.  One question which may arise is whi
; t ) ether internal a
Z:;‘Iﬂt{g? ; Ethtgve*;zi glsxr::l Sﬁ ggn:':ol ; g{l? directives which eg:;::esf;gg;d
1 € Public Service Board and the D
of Administrative Services. As Permanent Toe for he
efficient raaroecess ot et e nent Heads are responsible for the
: partments they have a legiti 1
in the impact on their organisations of ¢ 3 congraranrerest
. g trally~imposed control
Accordingly, an organisation may find it ner 4 e fro
to time to appraise the adequacy and needniercessary Pl contaors from tine
. r ternal controls from th
standpoint of its own interests and activit?r > o the
appraisal may indicate, for example, unnece :s. 3" Teetnal audit
or it may be found that certain cont’;rols em:nary o s oy Controls
m ating from
gﬂg:o;; t{hgrgcﬁio:v:;l;l‘{ ggn;oniant wi }21 p?rti cu) argdepa rt;eggg;:rggjecti ves
¢ c aximum efficiency or minimum .
Objective audit reports on such aspects may be of 1nteres€o::; value not

only to t!
congerned'.le organisation itself but also to the central authority

42

n

65,  In most auditing situations, however, auditors will be concerned
with the adequacy of an organisation’s own management policies, practices
and controls. In this connection, one aspect which may need to be kept
under close review is whether there are too many controis;
recommendations for the removai of unnecessary controls should be a high
priority for audit teams concerned to improve economy and effectiveness.

{3) Operations and Services

56. Operations and services represent what might be regarded broadly as
the 'productive’ as distinct from the administrative activities of an
organisation. They may take the form of various services to the
government (e.g., policy advisory services) and services to the public
{e.g., education, social security, health} or they may relate to a wide
variety of functions which governmental organisations carry out in
respect of the production, marketing or distribution of goods and
services.

57. As activities in this category represent the main functions of most
organisations 1t is to be expected that organisations will wish to keep
them under close review and that internal audit will be called upon to
carry out audits in this area.

58. Because of the diversity of such activities it is not possible to
generalise on the circumstances in which such reviews should be carried
out by internal audit rather than by way of other review mechanisms.
Internal auditors have the advantage of close and continuing contact with
an organisation's activities but in some cases they may not be in a
position to carry out objective audits because of the lack of
generally-accepted measurement standards. In some instances too they may
lack sufficient knowledge of the subject-matter. In some circumstances
it may be possible to overcome such difficulties by giving the internal
audit unit some guidance as to the standards or objectives which are to
be adopted for purposes of the audit appraisal and by including in the
audit teams outside consultants or other personnel with the requisite
specialised skills.

{4} ADP Systems and Services

59.  When planning audits in each of the three categories of systems
discussed above - financial, administrative and operational - it will
usually be necessary to consider the extent to which the material or
systems to be audited {s in computerised form or involves the use of
computers and to include in the relevant audit teams personnel with
adequate knowledge of the computer operations involved.

60.  Although the auditing of computer applications will mostly be
carried out as an integral part of the audits of an organisation's
financial, administrative or operational systems, organisations which. use
computers to any significant extent will also find it necessary to keep
their computer activities as a whole under review. In respect of such
organisations computers provide an important support function and the way
in which that function is being carried out can therefore be a major
subject for internal audit examination.

61.  Aspects which might be appraised under this heading would include

the administration of the data processing facilities and staff (including

security arrangements), the quality of the data produced, the acquisition

of ADP equipment, the development of new systems, the utilisation of

facilities and the adequacy of the planning and implementation process.
43
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62. As data processing is a highly technical and comparatively recent - 13-
development, the primary concern in many organisations at the present -
time {s to ensure that their controls over this activity are adequate. o
Much of the activity in this area at the present time is therefore = 297
concerned with assessing the degree of compi{iance with controls - and v gadd
especially those relating to the integrity of the data produced. As in
the case of any other function, however, audits of an organisation's ADP »
function may be carried out for a range of purposes of the kind canvassed i w2 —
in Section 11 - inciuding the economy, efficiency and effectiveness with ! s 8 & +
which the ADP function is being carried out. In this connectfon internal } ~ ¥ 3 " - i
auditors should be assisted by the guidelines and other material relating | A48 P : — et
to ADP included in Volume 4 of the Board's Personnel Management Manual. ! 3] - — + :
=1 0 L L t
63. In view of the complexity of most ADP systems organisations should 2 a0E e
seek audit advice when planning new or substantially modified ADP systems E 48 :
and applications in order to ensure that necessary audit and control % i) - i Ratt S
features are built into the new systems at the outset. Wherever i & .
practicable, internal auditors shauld be used for this purpose.? E L8 §
. T ¢, o3 E0S Bovererd boptoni
(5) Other Matters & A E‘ §.‘,.’ § il ol lmatbiniioess I St
o) 2R R-1 I - A
64. Some of the matters to be audited may go beyond the four categories & vy - ;
discussed above and some individual audits may fall into more than one I °9 - . o " T T
category. As already indicated, virtually any aspect of an B g ta %‘g‘g 1 o s s
organisation’s activities may prove to be a fit subject for internal o 2| ER8 o~ N RS T ; s
audit. g 2 gES : T e 0 !
IV MATRIX % g .,:Z” E.‘f:‘ i ::%‘ e — :
65. The foregoing analysis of possibie aims and subject-matters of “ EE a8 R — :
internal audits is brought together in tabular form in the matrix below. 2 Q) P - ~— : — = n
The afms and subjects set out in this matrix are not listed in any < ShA=g o ; e o
particular order. Nor will some of them be relevant to the internal o P : I i
audit needs of some organisations - especially the smaller bodies. a S 8d 8 E” - e 4 — i -t
@ goae TSR ) " [ T
66. This matrix provides a framework which might assist organisations § _§ E 2 P — > ——T s
in selecting the kinds of internal audit activity which will best meet o 239y -+ E RO i A i
their own needs. It does not purport to indicate all possible Z 83 o, ! T A — t
combinations of internal audit aims and subject-matters in the Service gl oa 1HE : ——
but it should cover all the combinations that most organisations in the P o g . T 1 =
Service are likely to require. § - : = —
b} O ESCRPINE SR I L ot
67. Organisations may find this matrix useful in planning both their =] & g = as oo i
overail audit programs and individual audits. Before any Tndividual el a8 sc e L :
audit s undertaken it s important to define its purpose or purposes = tuBS R St St S -
together with the subject or system to be audited and the matrix may g L : .
provide a convenient framework for doing this. It is hoped that this ' @ < o < m)l < m < m
matrix will also help organisations to achieve an appropriate balance in S N . . ]
the composition of the items included in their strategic and annual audit 2 5% - ¥ bl a %.9. _
plans. It is impracticable, however, to cover in a single matrix all of ] ] 3 4 R S 8 34 &
the aspects. which may need to be specified or taken into account when A e 2 g =0 X 4 9 a3 g
defining or selecting audit projects. ' % 13; ;3; EE § g.ﬁé gg g é-g %’ g.
;,‘ _g.ﬁ L oy @ < < © " o (=24
u E-3 o -~ ~ ~ - ~
o Jua g - o~ o :‘Y’ 3
9 Organisations may approach the Auditor-General's Office for - oo et
assessments of proposed systems - see Auditor-General's memorandum 45
M79/250 of 22 April 1982. Use of external consultants may also
need to be considered. 44
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V_SOME IMPLICATIONS FOR AUDIT MANAGEMENT

68. Especially in the larger organisations the great potential range
and diversity of internal auditing - both in respect of the activities
which may be audited and the purposes for which such auditing may be
undertaken - presents a number of problems and challenges for those
responsible for managing the internal audit function.

69.  Some of the problems posed by this diversity can best be
illustrated in terms of the range of knowledge and skilis required. As
noted at the outset, there are certain skills which internal auditors
have in common ~ in particular they need to be skilled evaluators with
knowledge and experience of the organisations to which they are
attached. Within any sizeable organisation, however, there can be
substantial differences in the nature of the systems to be audited and
this may call for a variety of special skills and qualifications.

70,  The auditing of financfal and accounting systems, for example, may
require the services of auditors who are qualified accountants and who
have a detailed knowledge of financial principles, standards and systems
and of the relevant financial laws and regulations. The auditing of
administrative or operational systems may call for personnel with very

different skills and experience - and perhaps a different outiook. Apart.

from first-hand knowledge of management or of the particular operatfons
being reviewed they may need to possess, above all, a real understanding
of the management process if they are to carry out in-depth reviews
meriting serious consideration by senior management. The auditing of
complex ADP systems, on the other hand, calls for personnel whose audit
qualifications include extensive technical knowledge of ADP systems and
ADP auditing techniques.

7t.  The nature of any audit task and the skills required to carry it
out may also depend to a significant degree on the purpose or purposes
for which an audit is undertaken. These may vary widely. For: example,
an audit confined to establishing whether any operation is being carried
out in accordance with some directive or control is Tikely to require
less knowledge of the subject-matter and less anmalytical capacity than an
audit designed to appraise the effectiveness of that operation or the
adequacy of the organisation's management system.

72, Accordingly, an organisation which wishes to carry out auditing in
a number of different fields and for a variety of purposes wiil almost
certainly require a balanced mixture of audit staff who are not only
trained in the fundamentals of auditing and have a broad understanding of
their organisation's activities but who also possess expertise in
selected functional areas. In this connection, an organisation may need
to augment the capability of its internal audit unit by utilising the
services of outside consultants or by seconding other personnel to
internal audit from time to time as part of a career development program
and as a means of building up properly balanced audit teams.

46
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73.  Nor are the problems confined to finding and building up adequately
qualified staff. It is clear also that in many instances organisations
which wish to diversify their internal audit activities into fields such
as efficiency and effectiveness auditing will need to clarify the
objectives and standards which the auditors are to tak? into account. In
some instances new standards may need to be developed.!0

74. It is obvious that no organisation should aspire to carry out, at
any one time, the whole range of internal audit activity 11Tustrated in
the matrix. In other words, every organisation needs to adopt a
selective approach in deciding what kind of auditing it should carry out
and 1n what fields.

75.  The compitation and regular review of strategic and annual audit
plans will help to promote a selective and disciplined approach to the
selection of internal audit projects. Although there are no set rules as
to the frequency with which any particular activity should be audited,
strategic audit plans usually cover a period of 3-5 years and are
designed to ensure that those matters which call for internal auditing
are audited at Teast once during that period. The compilation of such
plans compels organisations to be selective in their approach to audit
programs. Consideration of these plans may also provide organisations
with some early warning of the audit skills which its internal audit unit
will need to acquire or develop if the organisation is to diversify its
internal audit efforts.

76.  Finally, decisions concerning the nature and scope of an
organisation's fnternal audit activities need to take account of the
operations of other review mechanisms which may be relevant to its
problems. Thﬁe mechanisms may be internal or external to the
organisation tl.

77, With regard to external reviews organisations should seek, as far
as practicable, to take into account any current or projected external
reviews and reports which may have a bearing on their own problems. They
should also consider whether some of their problems are best dealt with
by way of some form of external rather than internal review. Adoption of
this approach will help to avoid unnecessary duplication of review
efforts and assist organisations to identify those projects which merit
internal scrutiny and review.

10 This problem 1s discussed in more detail in the 184th Report of the
Joint Committee of Public Accounts entitled 'Internal Audit in the
Australian Public Service'. In para. 1.12 the Comittee observed
that 'If investigation teams and auditors cannot be provided with
guidelines for efficiency and effectiveness, then standards need to
be developed within organisations by management itself, assisted by
operations research and other similar functions.'

n "External" reviews might include the operations of Parliamentary
Committees, Committees of Inquiry, Judicial Bodies, and Statutory
Authorities such as the Auditor-General and the Public Service
Board. Joint Management reviews are in a category intermediate
between internal and external reviews.

47
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78.  Within each organisation there is a corresponding need to avolid
duplication of its own review activities, to direct skilled resources
into areas of greatest need, and to ensure that there is proper 1iaison.
and cooperation between interpal audit, Tine management, and any other
elements in the organisation which have an {interest in reviewing and
improving its operations. The need to develop mutually supportive
relationships between these varjous elements - including, where
necessary, the development of new forms of joint review arrangements - is
Tikely to be greatest in those organfsations which seek to diversify
their internal audit activities and embark upon in-depth reviews designed
to ev::uate and improve the efficiency and effectiveness of their
operations.

F.C. Pryor
October 1982
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ATTACHHENT A

THE ROLE AND SCOPE OF INTERNAL AUDITING.
EXAMPLES OF DEFINITIONS OR DESCRIPTIONS SINCE 1968

PSB Circular No. 1968/20

'Internal auditing is an independent, post-operative appraisal function
performed within a department as a service to management. It covers the
revenue, expenditure, stores, personnel and related operations of a
department and also any financial, accounting and supply activities
arising from particular functions of a depariment.'

PSB Circular No. 1979/8

'GS1  The full scope of internal audit in government encompasses:

a. An examination of financial transactions and systems, {and
accounting records and financial reports where applicable),
including an evaluation of compliance with applicable
statutes and regulations.

b. A general assessment of the cost effectiveness of
administrative activities in accordance with sound
administrative principles and practices.

c. A review of the efficiency of resources utilisation in terms
of (1) management's performance specifications and (2)
general criteria for evaluating the efficiency of management
information systems, adminfstrative functions,
organisational structures, and operational systems.'

Institute of Internal Auditors 1971

'Internal auditing is an independent appraisal activity within an
organisation for the review of accounting, financial and other operations
as a basis for service to management. It isa managerial control which
functigns|by measuring and evaluating the effectiveness of other
controls.” .

'The Internal Auditor December 1979

Internal auditing is 'an independent appraisal function established
within an organisation for the purpose of reviewing the organisation by
examining and evaluating activities and communicating audit. resuits. It
may be concerned with any activity of the organisation.'

(Exposure Draft of the Standards for the Professional Practice of
Internal Auditing.)
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US General Accounting Office 1974

'The overall objective of internal auditing is to assist agency
management in attaining its goals by furnishing information,. analyses,
appraisals, and recomendations pertinent to management's dities and
objectives, Internal auditing is a staff and advisory function not a
line-operating function. . . .

The interpal audit function uniquely supplements routine management
checks through its independent approach and methods of review.'

US General Accounting Office 1981

‘The three elements of expanded scope auditing are:

1. Financial and compliance - determines (a) whether the
financial statements of an audited entity present fairly the
financial position and the results of financial operations
in accordance with generally accepted accounting principles
and (b) whether the entity has complied with laws and
regulations that may have a material effect upon the
financial statements.

2. Economy and efficiency - determines {a) whether the entity
is managing and utilising its resources (such as personnel,
property, space) economically and efficiently, (b} the
causes of inefficiencies or uneconomical practices, and (c)
whether the entity has complied with Taws and regulations
concerning matters of economy and efficiency.

3. Program results - determines (a) whether the desired results
or benefits estabiished by the legislature or other
authorising body are being achieved and (b) whether the
agency has considered alternatives that might yield desired
results at a lower cost..'

(Standards for Audit of Governmental Organisations 1981 Revision.)

Canadian Internal Audit Standards 1982

1. Role of Internal Audit

‘Departments shall have an independent interna) audit
function that carries out a systematic review and appraisal
of all departmental operations for purposes of advising
management as to the efficiency, economy and effectiveness
of internal management policies, practices and controls.’

2. Scope

'The scope of internal audit shall encompass all aspects of
a department's operations. The internal auditor assesses
and expresses an opinion upon:

(a) The design, development, implementation, and
operation of all systems, procedures, processes and
controls, including computer-based systems;

50

(b)

{c)

(d)

(e}

19

The reliability and adequacy of information available
for decision-making and for accountability purposes;

The extent to which available information is utilised
in the decisfon-making process;

The adequacy of protection afforded public funds and
assets; and

The extent of compliance with ‘l_egis'lative, central
agency and departmental directions,

51
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ATTACHMENT 8

THE MEANING OF THE TERM 'CONTROLS'

It is sometimes suggested that the primary aim of internal audit is to
evaluate the adequacy or effectiveness of an organisation's ‘controls'.
Examples of these suggestions appear in Attachment A - eg in the 1971
definftion put forward by the Institute of Internal Auditors Inc. and in
the Canadian Govermment Internal Audit Standards 1982.

2. In audit literature the term 'control' is used in a variety of
senses. When used in its widest sense the term may be regarded as
synonymous with 'management’ - 1.e. a contrel process is simply a
management process while a control system is just another way of
describing a management system. On this view a control system would
embrace all aspects of management including the setting of objectives and
policies, the development of the procedures and techniques required to
direct and monftor the activity, and the taking of follow-up action. The
control process is described in these terms in the 1982 Canadian
Government Standards for Internal Audit.

3. More: commonly, the term is used in a more restricted sense and
applied only to certain aspects of the management process. On this view
it is regarded as an instrument of management and is used to describe the
procedures and techniques which are employed to direct and monitor an
activity. Controls in this. sense can be regarded as the procedures and
processes which need to be followed if overall policies and objectives -
such as compliance, efficiency and effectiveness - are to be achieved.

In practice such controls tend to be concerned principally with ensuring
the accuracy and security of data and the validity of system outputs.

4. A distinction may be made between ‘*internal' and ‘external’
controls. ‘External' controls are those which are imposed from outside
an organisation. In the Public Service such controls emanate principally
from Parliament or from the Central authorities and set out, inter alia,
the procedures and processes which those authorities require Public
Service organisations to follow. External controls can be regarded as
the means employed by such authorities to direct and monitor various
functions and activities carried out by Public Service organisations.
These external controls may consist of laws and regulations but they may
also take the form of directives, policies, or other procedures laid down
by a higher authority. Well-known examples of external controls include
those over pubiic revenues and expenditures issued by or through the
financial authorities and the controls over personnel and administrative
procedures exercised by the Pubiic Service Board.

5, External controls are sometimes said to include also the ‘softer"
contrals which are exerted, in effect, by external review agencies (eg
the Auditor-General, Pariiamentary Committees, etc.). These softer
controls may take the form of recommendations, findings or guidelines

%‘“"Ch an organisation may not be obliged to implement but is unlikely to
gnore,
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6. Internal controls are those exercised by or within an
organisation. They represent the means employed within an organisation
to direct and monitor its activities. Internal controls may sometimes
cover much the same ground as external controls but they are usually
concerned with more detailed procedures and techniques and are designed
to meet the organisation’s objectives. They are frequently embedded as
an integral component of manual and automatic systems. Whereas external
controls serve to define the parameters and general procedures within
which individual organisations must operate, it is usually necessary to
develop at the ‘work-face' more detailed controls and control techniques
to ensure that the organisation’s objectives are achieved and that
particular operations and activities are properly administered and
monitored. In many cases internal controls are developed as a means of
ensuring compliance with external controls and directives.

7. it is often suggested that auditors should concentrate on assessing
the adequacy of an organisation's internal controls. 1If it is found that
the internal controls and related techniques (check-points, autl'.loﬂsation
and approval systems, etc.) appear to be adequate, detailed auditing of
individual transactions and operations is then unnecessary. Adoption of
this approach s clearly desirable in many audit situations - and
particularly in respect of financial and administrative compliance
auditing. In some circumstances, however, such an approach may be
peripheral, impracticable or ineffective - for example, when the purpose
of the audit is to review the effectiveness with which an operation or
program is achieving fts objectives.

8. Finally, it might be noted that at one time the Institute of
Internal Auditors Inc. and other authorities used to refer to internal
audit in terms which suggested that it was itself an internal contro}
which functfons by measuring and evaluating the effectiveness of other
controls {see Attachment A). This description suffers from two main
difficulties. First, in suggesting that internal audit is concerned only
with controls, the definition understates the scope of internal audit.
Secondly, it is plausible to think of internal audit as heing_itse\f a
control only if the term 'control’ is deemed to cover ﬂ{_actwity‘which
happens to be of some assistance in directing or monitoring an activity.
In that event, however, a wide variety of review mechanisms ~ including
those described in paragraph 5 above as 'softer' controls - would also
have to be regarded as 'controls’, It is interesting to note that the
Institute of Internal Auditors no longer defines internal auditing in
these terms.
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(1)

PREFACE

This Paper is designed to assist departments in organising
and developing their ADP auditing activities.

It reviews the main ADP audit tasks and the associated skills
which may be required and then canvasses various ways in
which these skilled audit resources might be organised, The
Paper is particularly concerned with the problems of those
organisations which rely extensively on complex computer
systems and require the services of ADP audit specialists.
The Paper suggests that, if they have not already done so,
such organisations should immediately draw up forward plans
with a view to overcoming these problems within a specified
period. The Paper also recommends that departments give
their full support to the Board"s training courses and other
measures designed to develop ADP auditing knowledge and
experience in the Service,

In accordance with the usual practice, this Paper is being
circulated to all departments and statutory authorities
staffed under the Public Service Act., It will be of interest
predominantly, however, to those organisations with extensive
and complex computer systems.

The Paper does mot put forward views or recommendations
concerning the quantum or salary classification of the staff
resources which organisations might devote to ADP auditing,
The Committee recognises that these are matters for considera-
tion by each individual organisation in conjunction with the.
Public Service Board.

F.C. Pryor

Chairman

Interdepartmental Advisory Committee
on. Internal Audit

Public Service Board

CANBERRA

June 1981
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THE _DEVELOPMENT OF DEPARTMENTAL ARRANGEMENTS FOR_ADP AUDITING

I._INTRODUCTION

Purpose of Paper

1.1 An action program to improve the Service's capability for
the internal audit of App Systems and services was anmounced by
the Board in PSB Circular No. 1980/7 of 1 April 1980, One of the

involvement - at least in some degree - in the audit of ADP
systems and services, Accordingly, high priority has been given
to the provision of basic training in ADP auditing for the main
body of internal auditors. The actual level of involvement of
internal auditors in ADP auditing can be expected to vary in
individual cases but it is hoped that this training, together
with the practical experience gained from their membership of
teams addressing the audit of ADP systems and services, will
provide many internal auditors with the skills necessary to cope
with a relatively wide range of ADP audit situations,

1.2 At the same time, the Board recognised the need for more
specialised ADP audit services. Steps already being taken by the
Board to meet this need include the development of an advanced

ADP audit training course for selected officers and the

engagement of consultants to conduct pilot audit projects
involving advanced ADP audit methodologies. As part of its action
program, the Board also referred to the need to identify the role
and responsibilities of ADP audit specialists and to develop
appropriate organisation and staffing arrangements for meeting the
current shortage of such personnel. The present Paper represents
a first step towards meeting this need,

1.3 The Paper reviews the tasks which ADP auditors may be
called on to perform and the extent to which these tasks may
require specialisted knowledge of computing. It then proceeds to
canvass various arrangements - such as the establishment of
specialised ADP audit units, the judicious use of consultants and
further training of personnel - which might be made by those
departments and authorities which require skilled ADP audit
sexvices, The Paper concludes by emphasising the mneed for forward
planning and systematic action by such organisations and
recommends certain lines of approach which they might adopt.,

The Need for ADP Audit Specialists

1.4 There is evidence that a growing number of organisations,
both national and internationa » which have committed themselves
to ADP techniques are recognising the need to develop or gain
access to ADP audit capability ofsoa high order. This need is most

easfl2
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often seen in, but is not testrictec.l l:oz complex on-line/dat?
base systems. The place of ADP aud:.Lt within the struct\'xre o
organisations naturally varies consxd§rab1y, but t';here is i;sts
increasing demand for technically trained ADP audit specta Lst .
Experience in Australia and overseas suggests thét depar! mi‘ s
which rely to any significant extent on computer?sed operi io
will find it necessary -~ at least from téme to time - to have
access to the services of ADP audit specialists and that.:lls.ome g
departments with sizeable or comp!.ex'computer systemshwn. r'lez;:-
to give serious thought to estalahshmg groups of such specia
ists within their own organisations.

1.5 Some of the ADP developments which have contributed to
the need for ADP auditors are:

to develop
the use of computers has creatgd the need .
new control techniques appropriate to the technology;

the emergence of complex software systems wh:f.ch have
replaced clerical, environmental and processing
controls;

on-line networks which have decentralised access to
the computer centre;

data-management technology and concepts which have
made data potentially more accessible;

the proliferation of mini and micro computers which
are often used by personnel with little or no ADP

expertise;

the trend towards concentration of t_:he informatior'l
assets of an organisation in ADP (with cc.:msequentlal
privacy concerns and the creation of a higher loss
potential in one area).

1.6 The growing automation of office pro?edures and communica-
tions covering such things as electronic mail and fund§ transfer
coupled with increased emphasis on distributed processing may
accentuate this need, .

hese techniques, some of which are currently in use
v]:'J:.Z:hin Ehe Service,qrequire of auditors a greater depth of ver
technical ADP knowledge than was Previously necessa‘ry.1 Moreover,
these developments have brought with them a need for : oser
involvement of skilled ADP auditors in the developmc:m. nat the
of ADP systems. It is argued by a numl?er of authontle; t aADP
internal auditor should be concerned wztl:: s:zll aspects o an >
system - including effectiveness and efficiency consideration:

ve/3
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and that he should be directly involved in the design of a
system’s 'auditability',l

1.8 If informed judgements are to be made concerning the need
for ADP audit specialists it ig desirable, in the first instance,
to review the full tange of tasks which may come within the
purview of ADP auditing. Such a survey is contained in Chapter 2.
At the same time special attention is paid to six categories of
ADP audit activities which (in varying degrees) may require the
services of ADP audit specialists. These relate tg camputer
centre audit, audit of Systems under development, audit of tech-
nical services (conmunicat:ions, data base and software systems),
audit of continuing systems, audit research and development, and
audit involvement in hardware/software acquisitions,.

1.9 ADP audit authorities such as Javier Kuong have assessed
the diversity of these audit activities to be beyond the. scope of
any one individual. It should also be noted, however, that the
full range of audit tasks discussed in the next Chapter will

next Chapter would not be required in respect of the simpler
computer systems. More generally, the extent to which ADP audit-
ing is carried out by organisations will depend primarily on the

1 In his publication 'Audit and Control of Advanced/On-1ine
Systems' Javier Kuong argues that:

'Audit approaches need to be changed to deal with
the "dynamics" of advanced systems, from a
"snapshot” conventional audit approach to a more.
frequent and/or "continuing" view of what goes on
in the system. The traditional "once-a-year"
audit approach can be very limited and dangerous,

The auditor will be increasinglz called upon to
Rlaﬂl design and build in the necessary
auditability provisions into the System to
accomplish audit goals and, where possible, have
the system audit itself dynamically.
Auditor involvement during system design and
implementation becomes increasingly necessary.
Auditors will require a solid knowledge of EDP and

will need to place more emphasis on "anticipatory",
as opposed to "reactive"ezauditing posture,' (Ch, II-4)

A
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2, REVIEW OF ADP AUDIT ROLE

General Nature of Role

. indication of the range of matters of possible
tzzor];cerns:?)‘eADP auditors is given in the Audit Practice Manual
which is being circulated as IDAC Paper No. 39'for the use of
internal auditors. That Paper provides guidelines for the
auditing of the controls over computer-based systems
recommended in the PSB Persomnnel Management Manual. These
controls - which are listed in Attachment A - fall into the
following categories:

» Acquisition and Implementation Controls
. Management and Organisational Controls
. Physical Security Controls

. Application System Controls

. Operations Controls

» Systems Software Controls

. Processing Controls

+ Data Integrity Controls

. Communications Controls

. External Service Bureaux Controls.

arent from this list of controls that the.
iz;iemaitA;IS’ :Egitor may need to be involved at various (if not
all) stages of the system development cyc}e. Apart from rgo:i
general auditing activities - such as auc:h.t assessments o o e
efficacy of an organisation's ADP operations as a whole - he
internal auditor may need to be invo]_.vecl, for example, at the
stage where feasibility and acquisition proposals are being
assessed, at the development and implementation stage'and atf:
the stage where it is a matter of auditing the operations o
established and continuing ADP systems.

iti d with
2.3 It is clear also that ADP auditing may be concerne
a wide variety of purposes. It may, for example, be concermed
with one or more of the following:

ensure accuracy and validity in all phases of ADP
operations;

check the effectiveness of the system in meeting
the needs of users;

assess the efficiency of the system and the cost-
effectiveness of its use of resources;

make sure that prescribed policies and procedures
are being followed;

. prevent fraud; 63 veu/S



+ DProtect privacy;

. ensure security of people, data programs and hardware;

+ any other items which (subject to management approval)
should be checked by the internal auditor,

2.4 The contents of the Audit Practice Manual illustrate the
point that the review and evaluation process involved in assess-
ing ADP controls is essentially the same as for any other
controls in that the auditor is concerned with such aspects as
whether a control is present, whether it works adequately and
whether it can be improved. For reasons given in the previous
Chapter, however, there are many ADP auditing situations which
also require the auditor to possess in-depth knowledge of ADP

systems and an ability to use ADP techniques as an integral part
of his work,

2.5 Set out below is a deseription of six categories of ADP
audit activities which (in varying degrees) call for first-hand
knowledge of ADP systems and techniques. This classification is
based largely on an organisation structure proposed by

Javier Kuong., It sets out to describe how a large specialist
ADP" audit unit might operate if it consisted of six groups of

ADP auditors with each group specialising in one of the following
aspects of ADP audit work:

(i) audit of the computer centre
(ii)  audit of systems under development

(iii) audit of technical services (communications,
data base and software systems)

(iv)  audit research and development

(v) audit of continuing systems
(vi) audit involvement in hardware/software
acquisitions,
(i) GComputer Centre Audit
2.6 The computer centre in this context covers not only the

physical aspects of the centre (including decentralised sites)
and those various systems controlled by an operations section
which would be classified as environmental or system wide, but
also the organisational aspects of the ADP unit. The audit of
certain systems such as back-up or change control which have a
significant software content would concentrate on ensuring
compliance with design constraints or procedural manuals., The
audit of the design of these systems would be handled under the
Technical Services Audit (group jéii - p.10) e /6

Organisational Review

2.7 This would cover both the division of responsibilit:.ies
between the ADP Branch and the remainder of the organisation,
as well as the internal structure of the ADP Branch, Implica-
tions of a two or three shift operation would be relevant.

Housekeeping Procedures

2.8 This task relates to the procedures in force for
efficient disk space management, back-up of data sets,
processing of systems log, analysis of data set usage, cold
start options, etc.

Change Control System

2.9 This system relates to the operat.’!.onal procedures for
accepting changes to members of system libraries suc}'\ as source
and object programs, job control procedures, alterations to
network and terminal definitions, and protected data set catalog
entries, Particular attention should be paid to the documenta-
tion of requests for changes (i.e. authorisation), registration
of changes made for retrospective purposes, and fall-ba(':k
procedures should changes have to be backed off. (Provision
should also be made for proper authorisation of the operational
use of the changed routines and programs by the management
concerned. )

Job Accounting System

B his system should be reviewed to ensure that all jobs
ezxrioauﬂ?mriseg, that they access approved data sets ox libraries,
and are allocated to an approved user, Jobs in thls'cont':e:.d:'
should cover not only batch systems but also processing initiated
through interactive facilities, and other network terminals.

Review of Network Facilities

2,11 It will be necessary for ADP audit to review periodica‘lly
not only the system for authorisation and inclusion of network
facilities (i.e. lines, terminals, dial-up) but also to carry out
checks on the actual components of the network,

Fault Reporting System

. review should be made of the procedures in force for
rzxot:fyiﬁg, registering and progressing faults detected in the
system (primarily applications programs and system softwa;e).
This system will normally encompass analyses of faults an
progress reports on outstanding faults.

vedl?
65



Other Tasks
2.13  Other tasks might include:

Site physical security

Input foutput control groups
Operating procedure manuals

Operator training

Disk data set management

Tape library procedures

Tape management system

Control of system and other utilities
Control of negotiable documents
Disposal of print, magnetic media, etc,
Hardware maintenance arrangements
System availability management.

(11) Audit of Systems Under Development

2,14 To carry out this task, ADP audit needs to be involved

at specified review points in the system development cycle,

Both new applications and major revisions (or releases) to
existing ADP systems would fall in this category, whereas minor
changes to individual programs would come under change control,2
It is assumed that management would regard it as essential that
auditability be incorporated into new systems during the develop-
ment stage. In that event ADP audit could provide some form of
certification in the development process as opposed to historical
reporting to management. Some possible review points are dis-
cussed below and an overview of review stages is provided in
Figure 1 (see page 8),

Initial Proposal/Feasibility Study

2,15  Any supporting financial analysis, ox cost/effectiveness
study should be reviewed., Not all systems will be justified on
cost/effectiveness grounds, but the audit should take proper

account of all relevant costs and bemefits - both tangible and
intangible.

« Audit should verify that all interested and affected
users have been consulted and their present and future
needs are reflected in the proposal.

. Project management and control should be an integral
part of the proposal, and should be reported on for

2 On some occasions, however, minor program changes may arise
from alteration of the basic system specification, In this
case the change and the work leading up to the change should

be subject to the same controls that apply to systems under
development. 66
ves/8
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existence and reasonableness (e.g. methodology to be
used and risk areas identified),

+ A plan should exist for the training of users ang
operatotrs requiring new or upgraded skills,

+ Where new technology is to be used without full
appreciation or demonstration of its capability anpd
rellability, the risk should be assessed in the

proposal,

« An examination should also pe made of the effect that
a‘prgposed System may have on other relevant systems
within or outside the organisation,

User Functional Specifications

2:16 Ipternal audit should review, possibly in collaboration
w1tp ?nv1ted experts, the user specifications for adequacy,
eff1c1ency and the existence of controls,

Auditability Specifications |

2.1? When reviewing the auditability specifications the
auditor should, in addition to reviewing in-built controls, pay
attention to ways in which the System can be auditeq by

other than manual or retrospective techniques,

Design and rogram Wa1k~throughs

2.18 These are reviews of design and‘programming which may be
conducted at a peer level in 4 semi-forma] discussion group,
The advantage in internal audit Participation is that the system
will be more readily understood and changes can be effected at
an early stage to facilitate auditability,

User Training

2.19 A§ training is frequently integral to the success of a
system, internal audit should review the adequacy, scope and
cost of the training plans proposed.,

Program Acceptance, System Testing, Volume Testing

2,20 In respect of each of the above three control points, ADp

68 ved/10
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2.21 At some pre-arranged time after the full implementation
of a system, a review should be conducted to assess and report
on the extent to which a system has met specific objectives,
These could be quantified against the original or modified
cost/effectiveness estimates,

(#ii) Technical Services Audit

2,22 This specialist group would cover such matters as data
base, communications and operations software systems, This
section reviews these tasks even though they are Likely to
vary considerably between installations. The software code
supplied and utilised by an organisation, the particular way
in which that software is implemented, together with the
appropriate operational documentation (usually represented by
systems such as tape management or system logging), and the
administrative arrangements necessary to control the more
complex software systems such as DBMS' and Data Dictionary are
covered here.

2,23 Areas which may require review include:

» organisational arrangements for the division of
responsibilities within:

- data administration
- software Programming
- performance evaluation and review

+ System-wide procedures for efficiency, accuracy
and reliability

- System DB/DC logging
= regrassion testing
=~ transaction accounting/reconciliation

+ software systems for efficiency, accuracy, security
and reliability

- operating systems

- data base management systems

- data dictionary/directory systems
- communications software

+ Privacy/integrity provisions

- design of back-up procedures

- restart and recovery procedures
= system abend procedures

- design of password systems,

(iv) Audit Research
2.24  Whilst the earlier parts of the Chapter have reviewed

some of the tasks considered necessary in the audit of known
and current ADP systems and services, account must also be taken
69
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of new technology which may be relevant to these systems or to
associated audit techniques, Although primary audit objectives
remain unchanged, the techniques for auditing advanced ADP
systems will be quite different, and may require substantial
research and training,

2,25  In many instances there has been a considerable time-lag
between the implementation of new ADP techniques, generally
software, and the corresponding development of auditability,
Moreover, the current rate and extent of technological change -

2,26  Some mewer approaches to auditing ADP systems are
illustrated in Figures 2 and 3 (see pages 12 and 13). Other
areas which are Likely to undergo change and are of interest to
audit are:

+ Data base management systems

+ Operating systems

« Distributed processing

« Communications systems

« Intelligent terminals

+ Project and DP management

» Standards

. Feasibility/Praposal Teports on equipment
and software acquisition

« Electronic mail

+ Management /Audit trails

« Disaster plan reviews.

(v) Audit of Continuing Systems

2.27 A primary objective of having ADP Audit involved in the
system design and development cycle is the incorporation of
auditability into the System. Another essential objective would
be the provision of a manual on how to audit the system in
operation. Such a manual would reduce the need for skilled ADP
audit specialists to take part in subsequent audits of continu~
ing systems.

2,28  Similarly the need for specialist App auditors may be
reduced where audit teams have evolved satisfactory procedures
for auditing around the computer or applying after the event
controls in respect of systems which do not possess in-built.
auditability, Audit techniques likely to be applied in these

70 e /12
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situations could encompass integrated test facilities, general-
ised audit software packages, test data approaches or traces of
selected transactions.

2,29 In many, if not most, organigations a substantial
proportion of ADP audit resources need to be devoted to the
auditing of the continuing systems which process the organisa-
tion's data. If these systems do mot have auditability built
into them, it may well be necessary for ADP audit specialists
to devote a lot of time to them. Unfortunately, despite lack
of auditability, it is often the case that such systems are
regarded as essential (for example, they may process much of an
organisation's data) and may have many years of useful life to
run.

2,30 The ADP auditor's task in this area is more difficult
than in meny others because he has to examine the system control
deficiencies, and consider ways in which those deficiencies may
be corrected or compensated., Since the system may mneed to
continue to operate for many years, the possibility of changing
it to include auditability and control enhancements should not
be ignored but due thought should be given to the cost of such
an exercise.

2,31 Accordingly - and especially in circumstances where
continuing systems do not have auditability built into them -
ADP audit specialists are likely to be required to carry out
reviews for specified audit objectives such as:

developing a special set of programs
rerun of transactions over a given time period
after-the-fact audit-integrity checking by

2, NEW SYSTEMS

L

BUILD AUDITABILITY IN THE SYSTEM
WITH DYNAMIC COMPONENTS AND BUILT-

IN TECHNIQUES: (Computer Audits
System)

EMBEDDED DATA COLLECTION
EXTENDED RECORDS

ITF

TAGGING AND TRACING

DUAL SYSTEMS, ETC.

72
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obtaining selected prints from files using
generalised software or particular access
techniques

. reviews of program logic.

2,32 Clearly the range of techniques is such that, wherever
practicable, this approach to the auditing of continuing

systems should be discouraged in favour of a more systematic
method, However, there will be a need to carry out such 'ad hoc'
approaches in most departments until the newer approaches are
incorporated in all operational systems.

(vi) Hardware/Software Acquisition

2,33 The principles and procedures to be followed in the
acquisition of ADP hardware, software and associated services by
departments and authorities staffed under the Public Service Act
are set out in PSB Memorandum 81/1972 of 7 May 1981. In an
associated statement the Minister Assisting the Prime Minister

73 ved/15
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mdl?ated that the main purposes of these procedures are to
provide better control, speed up the acquisition process, and
ensure that the 'ADP capbility acquired by the Commonwea]'.th
represents the most efficient, economical and appropriat
answer to its problems.' P ¢

2.34 It is a matter for each de artment or i
determine the extent of internal zudit involv::rllzgzr;;yr;: ect
of the'se acquisition procedures, It should be noted howgver
tl:mat, in response to a Public Accounts Committee recémmenda- ’
tion, de;?arFmental managements have been requested to ensure
that thglr internal audit programs provide for internal audit
evaluations at appropriate intervals of the soundness
adequacy and application of acquisition control proce;ses.

2.35  Apart from general a

R ppraisals by internal audit of th
acqulsltlon'procedures themselves - for example, audit repor:s
as t9 c.:or'nphance with the prescribed procedures - the
acquisition processes may embrace a wide range of matters

::%evant to internal auditing. These may include such aspects

. reviev of the adequacy of the steps taken by the
organisation to ensure that proposed purchases
and the organisation's ADP strategic plan are in
line with departmental objectives and priorities
and that the requisite tests relating to
essentiality, cost-effectiveness and viability
have been performed adequately;

. evalga;ions‘af particular hardware and software
a9q9151tions from the standpoint of their relia-
bll}ty, accuracy and effectiveness in achieving
their stated aims. Audits of this kind may call
for ADP auditing skills of a high order.

3 See recommendation 14 in the Publi
¢ Accounts Committee'
éﬂn:l:n Repo;t on Acquisition of ADP Systems in the Publiz
ervice and Page 9 of PAC Report 183 entitled '
Minutes on Reports 174 and 175°'. weied Hinance
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3. ADP AUDIT RELATIONSHIPS

3.1 In this Chapter the relationships between the activi-
ties of the ADP audit group and other areas of a large
organisation are reviewed in more detail with particular
attention being given to the interation between auditors and
ADP staff and, where relevant, to the working relationships
between ADP audit specialists and other internal auditors.
(For purposes of exposition it is assumed in this Chapter that
the ADP operations of the organisation are such as to warrant
the establishment of a specialist ADP audit group.)

3,2 No attempt is made in this Chapter to argue the case
for the formation of ADP audit teams within internal audit
units or to describe in detail the manner in which audit teams
composed of ADP audit specialists and non-specialist auditors
might operate., The need for such teams within internal audit
units has already received widespread recognition although the
particular arrangements for such teams may vary from one
organisation to another. Much of this Chapter is based on the
view that, as the requisite skilled resourses are in short
supply and as the nature of the tasks within each ADP audit
project will usually call for varying levels of audit skills,
a team approach to the auditing of ADP systems will often
provide the most effective solution. The team approach
concept can also be extended to cover all those associated
with reviews of ADP operations in an organisation.

Computer Centre Audit

3.3 It is likely that at least some aspects of the computer
centre's operations will be subject to continuing review by

the ADP sudit group. On the procedural side it would be
expected that, after receiving approval from Management, ADP
audit would advise their audit plans to the ADP section before
proceeding to conduct an audit, In these circumstances entry
and exit interviews and reporting would be appropriate. There
are some audit activities which might require a somewhat differ-
ent approach - for example, checks on password control and
reviews of such aspects as job accounting or data set access.

3.4 As to the relationships between the ADP audit group and
other internal auditors, it should be borne in mind that in
their audits of continuing systems internal auditors are making
increasing use of computers and therefore need to be sure that a
satisfactory review has been made of the components of the
computer centre. Accordingly, there is a need for close liaison
and for arrangements to ensure that all internal auditors
concerned with this matter are kept fully informed; in some
cases there may be a need for shared access to working papers.
Nor should it be overlooked that auditors with ounly a basic ADP
knowledge can still perform some valuable tasks in auditing the
computer centre and be valuable r;\gmbers of ADP audit teams. /
oo f17
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Audits of Systems Under Development
(i) Interface with ADP

3.5 It is assumed that the main audit objectives here would
be to have auditability incorporated at the systems development
stage. The nature of this type of activity will be character-
ised by predictable review points, As the timing for these
reviews is likely to be under the control of a project leader
(often from ADP) this person should be responsible for advising
the ADP audit unit of the timing and scope of such matters as
design walk-throughs and program acceptance meetings.,

3.6 The extent of audit involvement will depend on the mature
of the review point reached. In some cases it may not take the
form of a conventional audit with objectives and concluding
reports but may be confined to some form of certification on the
part of the ADP auditors that they are satisfied with the
processes reviewed to that point, For example, when programs
are first submitted for acceptance into the production libraries,
ADP audit might review this process and provide formal evidence
of their concurrence., It should not be overlooked, however,
that the prime responsibility for authorising systems and
procedures rests with management rather than with the auditors.

(ii) Relations with other Internal Auditors

3.7 The initial feasibility study and concluding implementa-
tion review will involve liaison between all the internal
auditors concerned, The result of the feasibility study will
affect forward plans for the Audit Sections and therefore will
require close co-operation in assessing the impact of proposed
new ADP systems. This assessment will be reflected in such
matters as staffing requirements and related skills for both the
ADP and non-ADP elements of the audit organisationm,

3.8 The concluding implementation review will mark the
transition of a system from the development stage to the category
of a continuing or production system. At this point the ADP
auditors should have completed the preparation of a manual on
how to audit the particular system, The techniques included in
the manual should be tailored according to the complexity of the
new system but they should be designed for use by any internal
auditor, A manual of this kind represents a considerable invest-
ment of skilled audit resources and should be reviewed and
accepted by all internal auditors,

Technical Sexvices Audit and Audit Research and Development

3.9 This type of audit is much less clearly delineated and is
likely to involve closer and more informal contact between ADP
76 veal/18

-~ 18 -

and ADP audit. It is unlikely that review points will be
frequently identified but critical stages will be:

. decisions to adopt new software techniques of a
major nature;

. decisions to implement these in the production
environment;

. organisation proposals of a major nature;
. adoption of major training programs. ‘

3,10 The results of the work of ADP audit specialists in
respect of research and technical services will often be of
great interest to the internal audit unit as a whole. Although
much of the work will be of a highly technical kind, auditors
with basic ADP skills should be able to review some aspects.

Audit of Continuing Systems

3,11 As indicated in Chapter 2 the nature and degree of ADP
audit specialist involvement in this type of audit will depend
(inter alia) upon the extent to which procedures for auditing
the system have been documented in audit manuals and the extent
to which auditability has been designed into the system, In
some circumstances there would need to be extensive contact with
all groups. It is difficult to see how this could be covered by
formal methodologies as each system will possess individual
characteristics. Certain techniques such as the use of GASP
(Generalised Audit Software Packages) could however be standard-
ised.

Arrangements to Cover Decentralised ADP

3.12 Some aspects of decentralisation of the ADP function will
influence the organisation of the ADP audit group. The types of
decentralisation considered most relevant are:

. remote installations operating independently of e?ch
other, i.e. different versions of software or varia-
tions in application systems programs ;

. physical dispersal of design, coding and operational
functions ;

. networking of terminals and job entry stations;
. distributed processing networks.

3,13 These categories are not mutually exclusive. The.
implications for audit organisations will be influenced by the
77
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physical location of the ADP audit group and the viability of
small teams should it also be dispersed. Other factors include:

. the location of user, operational and design
documentation;

. the difficulties in obtaining hard copy audit
trails or source documents when these are
separate from the pProcessing site;

. the methods of distribution and verification

for copies of application or system software
at remote sites.

3,14  These factors point to the possibility that, depending
on the size and complexity of the ADP network, ADP audit func-
tions may need to be dispersed to some extent according to the
physical siting of the various ADP components, It is also

possible that, in some circumstances, one ADP specialist group
.may be unable to cover all aspects of the ADP audit, In that

event it may be necessary to provide a higher level of training
for internal auditors at remote locations.

3.15 Finally, it is worth reiterating that, especially in
circumstances where there is an overall shortage of ADP audit
specialists, maximum use should be made of audit teams composed
of specialist and non-specialist persomnel. This should not
only assist other internal audit personnel to gain more ADP
knowledge by working in close association with ADP auditors but
should also result in a wider audit coverage of the organisa~
tion's ADP systems and help to ensure that the services of
skilled ADP auditors are used to the best advantage.,

4, THE SKTLLS REQUIRED FOR ADP AUDITING

4,1 As audit reviews of data processing systems do not differ
in principle from audit reviews of manual systems, ADP auditors
need to have a solid foundation in the concepts and practices of
management and auditing. However, they also require a knowledge
of the fundamentals of data processing together with (in varying
degrees) knowledge and experience of computer operations and
techniques. In the light of the foregoing review of ADP audit
tasks an attempt is made in this Chapter to provide some assess-
ment of the skills and experience which ADP auditors are likely
to require.

4,2 One of the leading authorities on ADP auditing4 argues
that the ideal ADP auditor should possess, in equal parts,

4 Faim Technical Library : 'Auditing Computer Systems! - Section 3
(William E, Perry) 78
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auditing knowledge and ADP knowledge and that his expert know-
ledge of these two areas should be supported (ir'x equal parts)
by knowledge of the organisation, by audit instinct (in the .
sense of ability to isolate problems quickly) and by an ability
to work effectively with other individuals or areas‘in the
organisation, This authority also argues that the 1dga} ADP
auditor should have had 3 - 5 years of on-the-job auditing
experience and should have worked as an ADP programmer for a
minimum of two years and had another 1 - 3 years of systems
experience, ,

4,3 In practice, such a combination of skills and experience
is rarely found in any one individual, Moreover, as few
individuals have had equal knowledge and experience of bot‘:h‘
auditing and ADP, the question frequently arises as to WhLCl:L of
these two disciplines is likely to produce the best ADP aud:.t:?r.
The answer to this question will depend on the circumstances in
individual cases - including the nature of the auditing needs
of the organisation, It is worth noting, however, that each of
these disciplines offers certain useful qualities so gaa': as {\DP
auditing is concernmed. The main advantages of an aud:.tmg vis-
a~vis an ADP background are listed as follows in the publication
'Auditing Computer Systems':

Auditing Background ADP_Background

1. Understands auditing. 1. Understands ADP.

2, Usually knows organisa- 2. Knows ADP department’s
tion's policies and policies and procedures.
procedures,.

3, 1Is trained to look at 3. 1Is trained to look at
controls. ADP problems,

4, Understands the audit 4, Understands the ADP
function. function.

5. 1Is trained to verify an 5. Knows how to test a
operation by testing. computer system.

6. Understands the total 6. Can easily participate
system. in an ADP systems

design team.

5 ies kills
4.4 Drawing on the same source,” the ADP or audlt:l.ng ski
which need to be acquired by persormel with an auditmg.or.: ADP
background respectively who aspire to become fully qualified
ADP auditors are given in Attachment C.

5 This material is drawn from Section 3 of the publication
'Auditing Computer Systems'. J21

79



- 21 -

4,5 It will be noted that, for those with an auditing back-
grit{nd, the requisite ADP skills are listed (and. graded) as
ollows:

ADP Skill Level

1. ADP terminology and concepts

2. Basic systems concepts

3. Flowcharting

4, Computer system work flow

5. Programming

6. Program Testing

7. Comprehension of computer operations

8. Understand detail system design principles.
4.6 The Board's CICA courses 1 and 2 provide trainees with
some basic knowledge in areas such as those referred to in
Itc'ems 1 - 4 while the Board's more advanced course currently
be?ng ple:mned should help to provide some of the remaining
skills listed above. Especially in relation to Items 6 - 8,

however, development of the requisite skills would also require
on-the-job training,

4,7 For those with an ADP background the auditing skills
which need to be acquired are listed in Attachment C as follows:

Auditing Skill Level

1. Accounting concepts and terminology

2, Auditing concepts and terminology

3. Knowledge of auditing standards

4., General statistics

5. Interviewing skills

6. Concepts of acceptable audit evidence

7. Understanding principles of management

8., Forms design

9. Paperwork system flow.
4.8 In view of the current shortage of experienced ADP audit
personnel it is inevitable that, in many cases, organisations
which are seeking highly qualified ADP auditors will nevertheless

need to rely on personnel whose real expertise lies in one rather
than in both areas of auditing and ADP, In that event, the
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organisation may need to be satisfied with a less-than-optimum
standard of ADP auditing until such time as the persommel
concerned achieve the degree of expertise required in both
areas,® However, in some circumstances ~ for example, if the
ADP audit unit is large enough - an organisation may be in a
position to minimise the problem by selecting some ADP audit
personnel with an audit background and others with an ADP
background, Indeed, by recruiting persomnel on this basis it
may be possible to build up highly efficient audit teams, In
some circumstances - especially in the short-term - it may be
possible to meet such problems by the hiring of consultants or
by the temporary use of other persommel who have relevant
skills of a kind not yet developed by the organisation's
internal auditors,

4.9 In practice the degree of ADP auditing skills required
by an organisation will depend on the nature of its ADP audit-
ing needs and problems from time to time, These, in turn, will
depend mainly (though not wholly) om:

(a) the degree of complexity of its computer
systems; and

(b) the stage which has been reached in the life-
cycle of its computer systems.

4,10 With regard to (a) Attachment B contains an outline for
planning purposes of the nature of the skills required to
undertake ADP audits through rising levels of complexity, It
will be noted that these skills are regarded as falling into
three broad categories namely:

(i) a basic skill level reflecting a basic knowledge
of ADP systems and ADP auditing of the kind
provided by CICA courses 1 and 2;

(ii) three intermediate skill levels which imply
computing skills similar to those expected of
personnel in the Computer Systems Officer
structure; and

(1ii) a highest skill level which reflects mnot only ADP
expertise as such but also ability to direct and
conduct virtually any aspect. of ADP auditing.

4,11 It should be emphasised that the foregoing classifica-
tion does not purport to indicate the gradings or salary

6 Some authorities maintain that, in these circumstances,
the organisation can expect a two-year delay before the
personnel with 'unbalanced' skills will become fully-
effective ADP auditors. /23
81 ves



- 23 -

classifications which might be appropriate for various classes
of ADP auditors; for that purpose various other factors would
also need to be taken into account. For ease of exposition,
the material in the Attachment is couched im terms of the
skills which auditors (rather than ADP persommel) require.
Nor is any attempt made in this Attachment to spell cut the
ancillary skills - such as those described in paragraph 4.2 -
which ADP auditors may need to possess.

4.12  With regard to (b) it was emphasised in earlier chapters
that internal audit is vitally interested in the complete life
cycle of computer systems and that this involvement will
require different skills according to the stage of development
or implementation reached. Not only will particular application
systems undergo metamorphosis but the hardware, software and
operational environments will also be subject to change. For
example, a particular system may undergo a transition from the
system development stage to the review phase involved in the
audit of continuing systems, Likewise some of the matters
covered in computer centre audits would have been reviewed
previously at the acquisition or technical sexvices phases. In
short there may be significant changes in the type of ADP audit-
ing personnel and skills required at various stages.

4.13 Some of the main points in the foregoing analysis of ADP
audit tasks and ADP audit skills are brought together in the
Table below (Figure 4). This Table also provides some indication
of the differences in the nature of the ADP auditing skills
likely to be required at the three main phases of the life cycle
of ADP systems - namely, the feasibility and acquisition phase,
the development and implementation phase, and finally the
continuing production stage.

4.14 The gradings set out in Figure 4 are necessarily arbitrary
and may not be a reliable guide in particular circumstamces but
the broad picture presented is of interest. It suggests that, if
audit personnel are to engage in any form of ADP auditing, they
should possess (as a minimum) ADP audit knowledge equivalent to
that gained from attending the Board's CICA courses 1 and 2.
Experienced auditors equipped with this basic knowledge should be
able not only to carry out current auditing of the simpler ADP
systems but also to help (for example, as members. of audit teams)
with more specialised work and provide audit advice on less
technical aspects of matters arising at other stages of the ADP
system life cycle,

4.15 The Table also illustrates the important points that ADP
knowledge and experience of a much higher order would be
necessary for a wide range of the ADP auditing tasks described
earlier in this Paper and that the nature of the expertise
required may be different at various stages of the systems life
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cycle, It will be noted that ADP auditing tasks which are
likely to require computer and auditing knowledge of an
advanced kind include the design of auditability into systems
and the auditing of more advanced systems and computer centres.
In some organisations the provision of adequate auditing
sexrvices may also require advanced research into ADP audit
techniques and knowledge of the latest ADP developments,

FIGURE 4

ADP_AUDITING SKILLS AND TASKS MATRIX

Level of ADP Auditing Tasks
Re. 1511;:22.15(7) Phase 1. Phase 2. Phase 3.
q Feasibility and Development and Continuing
Acquisition Implementation Production
(i) Basic Audit of Auditing of Audit of
Level proposals and aspects not simpler ADP
procedures not requiring systems.
requiring detailed ADP Participat
pate
detailed ADP knowledge. and assist in
knowledge. other ADP
audits.

(ii) Inter-
mediate
Levels

(iii) Highest
Level

More technical
aspects of
feasibility
and acquisition
matters.

ADP audit
research rele-
vant to
feasibility and
acquisition.

Preparation of
ADP audit
manuals.

Provision of
technical
services.

ADP audit re-
search relevant
to development
and implementa-
tion.

Design of audit-
ability into
systems.

Audit tasks
involving use
of computer..

Audit of more
advanced
systems.

Computer
centre audit.

Planning and
control of
complex audits.

Planning, control and conduct of any aspect of
ADP auditing relevant to the organisation.

(7) Further details of the skills required are given
in paragraph 4.10 and in Attachment B.
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5. _THE ORGANISATION OF ADP AUDIT SERVIGES

5.1 It is a matter for each department or authority to judge
what ADP audit services it needs and how these services might
best be obtained and organised. For reasons given in the
preceding chapter substantial differences can be expected, as
between departments, in the nature of the ADP auditing services
they require and there may also be variations, within individual
organisations, in the kind of ADP auditing services they need
from time to time, Substantial differences can therefore be
expected in the manner in which individual departments and
authorities decide to organise themselves in relation to ADP
auditing and in many cases, individual organisations may also
find it wise to vary their arrangements from time to time in
the light of changing circumstances.

5.2 Thus some organisations may decide that they need to have
a fully-fledged and highly specialised ADP audit unit which would
carry out the full range of ADP audit functions described in this
Paper whereas other organisations may decide that such ADP
auditing as they require can be met adequately within their
existing internal audit establishments. Some organisations, on
the other hand, may feel that some ADP auditing services they
require - for example, the more specialised ADP audit tasks -
cannot be carried out by their own personmnel and that arrange«-
ments need to be made for securing the services of consultants

oxr for other forms of assistance. Clearly, there is a very wide
range of possible arrangements.

5.3 Four alternative models are set out in Attachment D to
illustrate some of the ways in which internal ADP auditing
might be organised. These particular models should not be
regarded as having been endorsed in any way by the Board; much
of the material in these illustrations has been drawn from over-
seas examples.,

5.4 The first model illustrates the type of large ADP audit
group which would need to be established by an organisation
with large-scale and complex computer systems which it wishes
to be subject to the complete range of ADP auditing.

5.5 The second model is based on the same assumptions
concerning the size and complexity of the ADP systems and of
the services to be provided but it assumes that some of the
control or review functions (including security) are carried
out within the ADP organisation itself rather than as part of
the internal audit function. A smaller ADP audit group is
therefore envisaged in this model,
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5.6 The third model illustrates the situation of an .
organisation which has a medium-scale computer system and “vh:.(':h
sets up a small audit group consisting of (say) 3 ~ 5 specialists.,
It is assumed that such a group would not be required to carry
out the full range of ADP audit services canvassed earlier in
this Paper.

5.7 The fourth model relates to a situation where an X
organisation uses small-scale computers or bureaux facilit:.es.
and where it might not be viable to set up a separate ADP audit
group. In the attached illustration it is suggested that such
an organisation might need to rely more extensively on controls
in the ADP area itself and enlist some ADP auditing support
from outside its own establishment.

5.8 These four models illustrate only a few of the ways in
which internal ADP auditing might be organised. In practice
much will depend on such factors as the availability of
specialist staff, the speed with which ADP auditing pers9nnel
can be trained, the degree to which departments succeed in .
establishing well-balanced audit teams, and the extent to which
relevant services may be available on suitable terms from out-
side an orgenisation”s own internal audit establishment.

5.9 .In this connection it should be noted that in PSB
Circular 1980/7 relating to ADP auditing the Board suggested
that the following avenues might be explored by departments and
authorities to meet the current shortage of ADP specialists:

'. the recruitment, promotion or transfer of Computer
Systems Officers without audit skills who would
work in audit teams led by internmal auditors
experienced in systems-based techniques;

. a staffing policy which provides for the short or
long~term transfer or secondment of Computer Systems
Officers to the internal audit umit, perhaps to work
on a single audit project or group of projects;

. arrangements which require specified officers within
departmental ADP groups to provide or arrange support.:
to the internal audit unit on a short-term consultative
basis in respect of specific tasks within an ADP audit
project; and

. hiring of consultants to carry out auditing services
requiring special expertise.'

5,10 In its recent discussion paper on Internal Audit in the
Public Sexvice the Joint Committee of Public Accounts made
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certain recommendations relating to the establishment of an
Internal Audit Comsultancy Bureau and the provision of advice

to departments by the Auditor-General as to the auditability of
proposed ADP systems. It is expected that these recommendations
will be dealt with in a formal Finance Minute,

5.11  Various other avenues of 'external' support might also
be.worth exploring by organisations faced with a shortage of
skilled ADP auditors within their own ranks. Under the Board's
Interchange Program, for example, it might be possible to secure
for a period the services of some people with relevant skills
from the private sector.

5.12 . To sum up, there is no single or simple answer to the
question of how ADP audit services can best be organised. In
this Paper most attention has been given to arrangements which
would require the organisation concerned to establish special
ADP audit groups or take other steps to build up the ADP
auditing expertise of their intermal audit units. At least in
the shorter term, it will mot be easy to develop such arrange-
ments, Difficulties to overcome may relate to such matters as
the establishment of appropriate organisational structures for
the short and long term, the shortage of persomnel with the
requisite skills, and limitations on the extent to which
relatively small internal audit units can make efficient use of
highly skilled personnel.

5.13 Reference has been made also to the possibility of
arrangements involving the use of consultants and of other
resources outside the normal internal audit establishments of
the organisations concerned, Here again, however, certain
difficulties will need to be overcome. Especially in view of
thg acute overall shortage of ADP audit spacialists it seems
fair to conclude that at least some of the organisations
?equiring the services of such specialists will £ind that there
is no early solution to the problem and that, in the meantime, a
variety of actions - both within and outside their organisati;ns -
may peed to be taken if they are to secure adequate ADP auditing
services within a reasonable period.
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8. The Interchange Program might also be used to provide selected
AP? personnel with useful experience in the private sector.
This possibility - along with other steps to develop the ADP
auditing skills of APS persommel - is discussed in the mext
Chapter (see, in particular, paras 6.5 - 6,8)
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6. _FORWARD PLANNING

6.1 It is clear from the foregoing survey that forward
planning and systematic action will be necessary if organisations
with an unsatisfied need for skilled ADP audit services are to
satisfy their needs within a reasonable time.

6.2 Attention has been drawn in this survey to the main
problems and difficulties which are likely to stand in the way.
In particular, it has been pointed out that, in situations where
the setting up of special ADP audit units would be desirable,
there may well be problems in creating the requisite ADP Audit
positions and very real problems in obtaining suitably skilled
staff to fill the positions. There is a serious scarcity of
skilled ADP auditors both in Australia and overseas, The
provision of adequate training and the acquisition of staff
takes much time and effort. Moreover, despite the present program
to provide ADP audit training, the shortage of skilled ADP audit
resources is unlikely to be overcome quickly - partly because a
continued increase can be expected in the demand for trained
personnel.,

6.3 It is also clear from the foregoing survey of the nature
of ADP auditing needs that, in many organisations, such auditing
is unlikely to be fully effective unless ADP auditors are
involved at appropriate stages of the system development cycle.
In other words, the requisite ADP auditing expertise must be
available at the right time. Indeed, in the case of the complex
on~line ADP systems, it is virtually essential that auditability
be built into such systems at the design stage and that the
conventional 'snapshot' audit approach be replaced by a more
continuing review of the current operatioms of the ADP system,

6.4 Accordingly, organisations with a current or prospective
need for the more highly skilled ADP audit services would be
wise to formulate ADP audit plans containing an assessment of
the nature of their auditing needs in the foreseeable future
and to draw up action programs setting out the steps which
need to be taken to secure and organise the resources required
to meet those needs. On the persomnel side, such programs
might need to include plans to identify and substantiate to
the Board the staffing requirements for an ADP audit
organisation appropriate to the department's auditing needs,
plans to staff that establishment by a specified date, plans
to train a more highly skilled staff, and (where appropriate)
plans to obtain some services - such as those canvassed in
paragraphs 5.9 to 5.11 - from sources outside the normal
internal audit establishments of the organisations concerned.
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6.5 In drawing up such plans departments might find it use-
ful to consult with the Public Service Board, the Auditor-
General and/or the JIC/IDAC. It is hoped that this Paper will
be useful in helping departments to identify the ADP auditing
functions which they wish to carry out,and in providing some
guidance as to the kind of arrangements necessary to carry out
those functions.

6.6 If an early solution is to be found to some of the main
problems canvassed above, the provision of training in ADP
auditing will need to proceed apace. As part of the ADP audit
development program announced by the Board in April 1980 basic
training courses in ADP auditing were instituted and about 250
internal auditors have already participated in these courses..
A training course in advanced ADP auditing is commencing this
month and it is envisaged that, in the first year, about 100
persomnel will receive at least some advanced training under
this scheme. The provision of training in ADP auditing is
crucial to the success of the whole program and continued
departmental support for the operation and development of the
training courses will be essential.

6.7 In addition to these courses a number of other steps can
be taken to develop ADP audit personnel. In-house training and
experience, for example, is an essential adjunct to the courses;
indeed, some authorities assert that several years of on-the-job
experience is required for the development of fully qualified
ADP auditors. In the case of organisations which already have
some ADP audit specialists it may be possible to use them as a
training cadre for less skilled personnel,

6.8 In cases where consultants are hired to carry out ADP

audit projects which are beyond the capability of an organisation's
own staff these projects should be used also as a means of providing
Public Service staff with some experience and knowledge of such
projects and of the methodologies employed,9

6.9 Use of the Board's Interchange Program might also be
explored with a view to providing existing or prospective ADP
audit staff with experience in the private sector and/or as a
means of drawing experienced people from the private sector for
a period of service in a department.
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9. With these ends in view, the Public Service Board has recently
commissioned consultants to carry out, in conjunction with Public
Service personnel, ADP auditing projects of an advanced kind in
two departments. The audit reports emanating from these pilot
projects will remain the property of the departments concerned
but the methodologies employed will be the subject of separate
reports which will be avail,agg.e throughout the Service, The
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Recommended Approach

6,10 It is recommended that departments and authorities which
need skilled ADP audit services and which have not already taken
adequate steps to obtain them might develop an approach along
the following lines:

(1) formulate a clearly-defined departmental policy concerning
the audit of ADP systems and services;

(2) using Chapters 2 and 3 as a guide, identify the nature
and extent of the ADP audit tasks to be undertaken
within the foreseeable future;

(3) assess the skills required to carry out th0§e tasks
(see Chapter 4) and the extent to which their pre§em:
staff are unable to undertake the ADP audit functions
envisaged;

(4) using Chapter 5 as a guide, identi'fy the kinc'l of arrange-
ments necessary to secure or organise the §k11}ed ADP
audit resources required to meet any deficiencies over
the period in question, e,g:

(a) development of a more appropriate staffing
establishment; and/ox

(b) arrangements for some services to be provided .
from outside the organisation's own internal audit
establishment (paragraphs 5.9 - 5.10);

(5) in comsultation with the relevant authorities formulate
a strategic plan and action program to implement these
arrangements within a specified period (Chapter 6);
and

i depart-
6 co-operate closely with the Board and the inter -
© mentgl committees in providing basic and advanced tra:!:n:.mg
and in taking other steps required to develop ADP auditing
knowledge and experience in the Service (paragraphs 6.6 -
6.9)

June 1981

Board would wish similar arrangements in respect of such
matters as the use of APS personnel and the subsequent'
dissemination of technical information to apl?ly to auditing
projects commissioned by other APS organisations,
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ATTACHMENT A

INTERNAL CONTROLS FOR COMPUTER-BASED SYSTEMS

LIST OF CONTROLS REFERRED TO IN PSB PERSONNEL MANAGEMENT MANUAL
AND IN THE AUDIT PRACTICE MANUAL

Acquisition and Implementation Controls

I To ensure that computer facilities and services are acquired
only if they will contribute to the achievement of organisa-
tional goals and are likely to produce greater bemefits than
other processing alternatives.

II  To ensure that the most suitable computer facilities and
services are selected and that the selection process is
performed in accordance with Service and organisational
policies and practices.,

IIA* To ensure that the implementation of Data Processing facili-
ties and services is planmned, controlled and evaluated
against initial specifications,

Management and Organisational Controls

IIT To ensure the provision of effective organisational controls
over the functions related to D.P.

IV To ensure that management exercises effective comtrol over
deployment of D.P. resources in accordance with organisational
objectives.

v To ensure that the practices related to D.P, activities are
in accordance with statutory requirements and Sexvice-wide
administration procedures.

VA% To ensure the formulation of, and adherence to, policies,
standards and procedures for all functions related ta D.P.

Physical Security Controls
VI  To reduce the likelihood of unauthorised access to D.P. assets.

VII To reduce the likelihood of envirommental threats and hazards
and to minimise the impact of such on D,P. processing.

Application System Controls

VIII To ensure that D,P. system development proposals are approved
and implemented only if they are justifiable for economic or
other sound reasons,

% not included in PSB 11@% of controls. veo /32
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Application System Controls (Cont'd)

IX

XL

XI1I

To ensure that systems are developed or modified in accord-
ance with management approved plans and procedures.

To ensure that only tested and approved systems or modifica-~
tions are taken into production libraries and that complete
and accurate data files are established,

To ensure that the continued effectiveness and efficiency of
gystems are monitored.

To ensure that statutory and other external constraints are
incorporated in the development, implementation and modifica-
tion of systems.

Operations Controls

XIIL

X1v

XV

To ensure that computer facilities are properly used for
management approved purposes and procedures exist to prevent
or detect:

. accidental errors;

. fraudulent manipulation of data; and

. misuse of classified information.
To ensure that procedures are established which will reduce

the likelihood of processing failures and, where failures do
occur, enable complete and timely recovery.

To ensure the efficient utilisation of computer resources.

Systems Software Controls

VI

XVII

XVIII

XIX

To ensure that D.P. systems software proposals are approved
only if they are economically justifiable or are mandatory
for software compatibility and support.

To ensure that systems software is developed, modified or
configured in accordance with management approved plans and
procedures.

To ensure that only tested and approved systems software or
modifications are completely and accurately taken into produc-

tion.
To ensure that the continued effectiveness and efficiency of
systems software is monitored.
To ensure that statutory and other external constraints are
incorporated in the development, implementation and modification
of systems software.

91 <02/33



- 33 - ATTACHMENT A (Cont'd)

Processing Controls
XXI To ensure the completeness of data processed by the computer,
XXII To ensure the accuracy of all data processed by the computer.

XXIIT To ensure that all data processed by the computer is valid
and authorised,

XXIV To ensure the completeness and confidentiality of the
distribution of computer generated output,

XXV To ensure that data is processed efficiently.

Data Integrity Controls

XXVI To ensure the completeness, accuracy and validity of computer
data and that these files are protected from unauthorised use.

XXVII To ensure that data is stored and described in an efficient
and effective manmer and is comtinuously available to authorised
users.,
Communications Controls
XXVIII To ensure the completeness, accuracy and validity of data
transmitted within the data communication network amd to
prevent information being compromised or misused.

XXIX To ensure the effective, efficient and continuous operation of
the communication network.,

External Service Bureaux Controls

XXX To ensure that external bureau computer facilities and services
are used only if they are likely to produce greater benefits
than other processing alternatives.

XXXI To emsure that the most suitable external bureau computer
facilities and services are selected and that the selection
process is performed in accordance with Service and organisa-
tional policies and practices.

XXXII To ensure the completeness, accuracy and validity of data
processed by external service bureaux and that programs and
data is protected from unauthorised use.

vea /34
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- 34 - ATTACHMENT B

SKILLS REQUIRED FOR ADP_AUDITING

NOTES: 1. This is a planning document. Its purpose is to

illustrate present expectations as to the nature
of the skills which internal auditors will need
to develop in order to undertake ADP audits
through increasing levels of complexity.

2. At each. level there will be a need to'employ
computing, auditing and. management skills. As a
general, but not definitive, guide the nature of:

(a) computing skills required in the mid to
highest levels will be similar to those
expected of officers entering the
Computer Systems Officer structure.

(b) auditing skills will be similar to those
expected of officers at the various
levels of internal audit positions.
Experience in systems based audit method-
ology will be esgential,

Basic level

Basic knowledge of ADP systems and ADP auditing of the
kind provided by CICA courses 1 and 2.

Intermediate Level 1 (TL.1)

- knowledge of the organisation's overall ADP activities

. theoretical knowledge of most ADP audit approaches

- ability to determine the circumstances under which the
above approaches should be adopted

- ability to implement some of the basic ADP audit
approaches.

Intermediate Level 2 (IL.2)

- ability to control submission of audit runs/jobs to
computer using:
. utility programs
: Z:rflz:;zsggc}:giz software packages (GASPS)

- thorough knowledge of ADP activities within the
organisation

- understand computing techniques (programming,
language, job control language) used by the
organisation. 93
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ATTACHMENT C
Intermediate Level 3 (IL,3)

THE ACQUISITION OF ADP AUDIT SKILLE

skill and experienc amm:
analysis P e in progr ing or in systems The material in the Table below - which has been reproduced from

the Faim Technical Library publication 'auditing Computer Systems'

ability to appreciate and expleit the character- is designed to illustrate:

istics of the system soft A. The ADP skills which need to be acquired for ADE' auditin
ware/data management : . &
techniques within the organisation (e.g. , designing by personnel with an auditing background; and

auditability at the system B. The auditing skills which need to be acquired by personnel
y ystem development stage) with an ADP background.

ability to plan and conduct audits of advanced

systems. A. Assuming an Auditing Background B. Assuming an ADP Background
3 ADP Skill Auditing
Highest Level : Level ADP Skills Required skiil levell auditing Skills Required
s . 1 ADP terminology and comcepts 1 accounting concepts and
gzg}tty :.lo direct and conduct any aspect of ADP ! ‘ terminology
i
t1 a;‘ to appreciate and advise on the implica- 2 |Basic systems concepts 2 suditing concepts and
ons of mew ADP developments. terminology
3 Flowcharting 3 Knowledge of auditing
standards
4 Computer system work £low 4 General statistics
Programming 5 Interviewing skills
6 Program Testing 6 Concepts of acceptable
audit evidence
7 Comprehension of computer 7 Understanding principles
operations of managements
8 Understand detail system 8 Forms design
design principles 9 Paperwork system flow
Note: The authors estimate that (in the U.S. environment) each
of the two sets. of skills listed above would take about
six months to acquire by way of a combination of external
courses, self-help and on-the-job training. The authors
also estimate that:
A. To become proficient as a programmer requires
approximately two years' experience, and as a
systems analyst approximately five years'
experience.
H B, To become proficient as an auditor requires
i two to three years' on-the-job training
: experience.
/37
+0a/36
94 05




- 37 - ATTACHMENT D - 38 - ATTACHMENT D (Cont'd)

ADP_AUDIT - ORGANISATION MODELS

Model 2 - Large ADP Audit Group - variation 2

. ADY
ternal Audit

Model 1 -~ Large ADP Audit Group - variation 1 Inte

Director, Internal Audit ] [ .

irector, In udt ADP Control Security

| Audit and Officer
Review
l '
Internal ADP Audit Manager

i : Large scale
Audit Manager Computer Installation COmxg)lex systems software

including DBMS

Communications network
Establishment of over 100
—l programmers
Computer Systems Technical : d 5
Centre Develop~ and ADP Audit Group :  Establishment of aroum
ment Research v
ADP Audit Function :  Audit of Systems u\;der De‘.,e:!'ogr;en
it - minimal,
Computer Installation : Large scale CO“\P“‘:—"-‘_ICE“C::;C‘:; :u it - minimal
Complex systems software including DBMS Technical Ser rcal
Communications network . R endations in technica
¢ : ecomm
Establishment of over 100 programmers General Comments terms at peer level
3 ects
ADP Audit Group : Establishment of around 10 Optional career presp
ADP Audit Functions : Computer Centre Audit 1d carr
Audit of Systems and Development Other a‘i:di;mé;in::‘rlxuing y
Technical Services Audit the bul Aod'r.
Involvement in Acquisition. proposals Systems Audi

Assistance in Continuing Systems Audit ADP organisation would include

‘ positions for
Reporting Function : In non-technical terms including ! 4
i ji and review function
assessment of possible impact of E .control
weaknesses g .security officer
:
§ it would place
General Comment : Career prospects within ADP audit ; Iﬂte:nalr:‘{‘z:me o Agp
Sufficient resources to provide grea ?’r out control functions
service for carrying

. consultancy support to other
departments using similar
hardware and software

s ; oo /39
. third party audit

Other auditors would carry the 97
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ATTACHMENT D (Cont'd)

Model 3 -Small ADP Audit Group

Director, Internal Audit

Internai Audit

Computer Installation

ADP Audit Group

ADP Audit Functions

Reporting Function

General Comments

B

ADP 'Audit:

Small to medium scale centralised
installation

Programming staff of 20 to 50

Operating system covering batch
and basic multi-programming
facilities

establishment of 3 to 5 officers

Computer Centre, Audit

Audit of Systems under Develppment

Provision of advice and assistance
to audit of continuing systems

To Director of internal audit in
technical terms for conversion to
management reports

Few career prospects in ADP Audit.
Would require assistance to cover
other areas of ADP auditing.

e s /40
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ATTACHMENT D (Cont'd)

Model 4 - No ADP Audit Group

Management

Internal Audit
+ (Consultancy)

Computer Installation 3

General Comments :

Priawd by . 2. Toupso,

S$mall office computer

Bureaux facilities

Remote terminal entry facilities
Programming staff of about 10

Need for risk analysis

Need for Security Officer in ADP
to cover identification of
controls

Need for strong compensating
accounting or data types of
controls

Would require assistance (consult-
ants, secondments from ADP to
internal audit, etc.) if more than
basic ADP auditing is required.
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Issued

Sept 1977

Apr 1979

June 1979

Nov 1979

Mar 1980

Apr 1980

Apr 1980

Dec 1980

Dec 1980

May 1981

APPENDIX C

KEY PSB AND IDAC DOCUMENTS ON INTERNAL AUDIT

Document Reproduced at:

184th Report Finance Minute

Efficiency Review of Internal Audit:

1977 Summary of Major Recommendations

Made By the Consultants - Coopers &

Lybrand Services App A

PSB Circular 1979/8. Internal Audit In
the Austraiian Public Service App B

PSB Memorandum 79/2120. Internal Audit
In the APS - Education Program App C

1DAC Paper 9, Viability of Small
Internal Audit Units Att F

IDAC Paper 15. Audit Committees Att E

PSB Circular 1980/7. Internal Audit of
ADP Systems and Services in the APS App D

PSB Memorandum 79/3667. Internal Audit
of ADP Systems and Services: Training
Program App E

IDAC Paper 17, Independence and
Internal Audit In the APS App H

IDAC Paper 25. Quality Assurance For
Internal Audit App I

Glossary for Internal Audit*
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May 1981

June 1981

Oct 1981

Dec 1981

Apr 1982

May 1982

June 1982

June 1982

July 1982

Oct 1982

Oct 1982

IDAC Paper 35, Internal Audit In the
APS - Responses to JIC Questionnaire
of December 1980*

1DAC Paper 31. The Development of
Departmental Arrangements for ADP

Auditing Att B
An Internal Audit Consultancy Bureau Att H
Contracting-Out of Internal Audit Att G
Services

IDAC Paper 42. Working Papers. for
Internal Audit*

1DAC Paper 47. 1981 Survey of Internal
Audit in the APS¥

1DAC Paper 50. Methodology Report on
an ADP Audit in the Department of the
Capital Territory*

1DAC Paper 51. Metholodology Report on
an ADP Audit. in the Department of
Health*

strategy for Development of ADP Audit
Training*

IDAC Paper 46. Planning for Internal
Audit*

IDAC Paper 63. Role and Scope of
Internal Audit Att A
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Oct 1982 IDAC Paper 54, Index of ADP Audit
Material*

May 1983 IDAC Paper 61. Survey of Internal Audit
in the APS Att D

* Available from the Public Service Board, Canberra.

102

APPENDIX D

IDAC PAPER No: 61

SURVEY OF INTERNAL AUDIT IN THE

Interdepartmental Advisor Commi ttee on
Triternal mﬁxf_——_——
~ Way 1983

Yay 1983

103



(1)
SURVEY OF INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE

FOREWORD AND SUMMARY

This survey of internal audit
end of ot Jntern in the Service covers developments to the

2. It is the third annual surve
y carried out by t
]Implementation Committee and IDAC.” As in prevfouz yg:r;]o:gtf s based
argely on information derived from a questionnaire sent to all

::gasz;:::;ﬁ: itafteg undgn; t:e Public Service Act. A copy of that

S at Appendix A. The facts and figures deri
ggz:g:gm?ernizﬁp::iezbleg 31‘-}' a serfdes of tabiesgand thfg ::gu]fggm fhe

ed and discussed in the coveri .

the questionnaire were endorsed by senior managemenfr:lgi tfe::ch :cfesg:gses o
or‘gja:isations surveyed, Additional information relating to the education
ggardrii?;ngeggogrﬂ, compiled fram the records of the Publfc Service
Appendices? ntation Unit, is set out in Table No. 7 and in the

3. The salient points in the survey may be summed up as follows;

(1) Virtually an major Public Service organisations are now utilfsing

internal audit services. In
2UGT Uit 1n eemeces November 1982 there were 32 1 nternat

(i1) Mthough the total number of inte
rnal auditors (620) did
g;g:;le_\; ; : ]tgzzcm;;eiz?s a h'ld gh tl;rf'nover rate and some 5'? 3111:1 ;?ggnt
sition and qua
work-force especially in certaig areéf“:.oF the fnternal audfe

(111) There was a further stren
gthening in 1982
the internal audit work-force. %115 refleg{ec‘iz':‘e capabilities of

. Further action to review and upgrade audit e
Most internal audit positions have now been :;;?;é:gmae:gsé
number of new specialist positions - relating mainly to AOP
auditing - were established in 1982, Six Chief Internal
Auditors occupy Second Division positions; the rematnder are
clustered around the top of the Third Division.

. Since 1979 over 1150 staff have been trained §
n -
:ﬂg} :} :‘tg angf:ome 14]75 rilavefattended courses in baszfs:e'r‘n;pbased
. er ailowing for staff turnover
over 80% of the current work-force has ret:eiv;lz;":r?;3 :? :gt‘? :t
audit methodology and nearly half {as compared with 25% in
1980) have had basic training in ADP auditing.,

{iv) In general, internal auditin
9 s now well organised and i
the support 1t requires from sent recetving
Croamport 1 Thgs: nior management in each

a1l organisations operate under charters;
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(ii)

audit units are independent of 1ine management and all Chief
Internal Auditors have the right of direct access to the Permanent
Heads of their organisations;

. strategic, annual and project planning techniques have been
introduced;

. quality assurance techniques have been widely adopted as a means of
maintaining high audit standards.

(v) there was a further increase in 1982 in the range and diversity of
internal audit activities. A1l audit units still carried out some
audits of financial and accounting matters but most units ~
including all the larger ones - devoted more attention to their
organisation's operations and services and to evaluating their
administrative and management systems. Many audits continued to be
solely concerned with integrity and compliance aspects but
increasing emphasis is also being placed on other audit objectives
such as the economy, efficiency or effectiveness of the activities
under review.

{vi}) A1l of the larger units carried out ADP auditing in 1982.
Particuiar attention was given to the design and auditability of
new computer systems. About 50 positions are now dedicated to ADP
auditing and all relevant organisations are participating in the
Board's advanced ADP audit training program. Some organisations
expect to achieve an adequate ADP audit capability before the end
of 1983 but most of them do not expect to achieve this target
completely before 1984/85.

(vii) Virtually all departments considered they received value for money
from their internal audit services in 1982, For the Service as a
whole only 4% of audit recommendations were rejected. The major
audit units reported reasonable correlation in 1982 between their
audit plans and audit performance but some of the others were not
completely satisfied with the progress or standard of performance
achieved to date.

4, In the light of this survey IDAC concluded that:

In 1982 ~ as in 1981 ~ further significant progress was made
in developing internal auditing in the Service and the survey
gives an encouraging picture of the value which organisations
themselves place on the internal audit function.

. Nevertheless, audit performance is not yet at the optimum.
This 1s not surprising given the far-reaching changes that
have taken place and the extensive restaffing that has
occurred. Further on-the-job experience to reinforce the
formal training, especially in the newer fields of audit
coverage, will be necessary before optimum performance is
achieved.
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(iif)

. Some individual organisations are making more 1imited
progress. In explaining this situation the factor most
frequently cited by organisations was the lack of adequate
staff or their inability to recruit sui tably-trained
personnel.. The Committee noted that the smaller audit units
are more Tikely to experience problems of this kind.

Expansion of the horizons of internal auditing to cover the
full spectrum of departmental activities and to cope with
the _probiems of the computer age will continue to present
chatlienges which will call for a diversity of skills,
experience and. auditing techniques on the part of internal
auditors. The most immediate challenge is in respect of ADP
auditing; 1n this area a continuation of the present
training efforts is clearly necessary.

F.C. Pryor

Chairman

Interdepartmental Advisory Committee
on Internal Audit

Public Service Board

CANBERRA ACT

May 1983
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SURVEY OF INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE
A. STAFFING AND TRAINING

In 1982 internal audit units were operating in almost all of tliue major
departments and authorities in the Australian Public Service. | At the
end of November 1982 there were 32 such units or two Tess than in 1981;
the reduction reflects departmental changes and amalgamations in the
course of 1982, 2

2. For the purposes of this survey these 32 internal audit units are
classified into four categories. As indicated in Table No. 1 there are
wide disparities in the size of the audit units. It will be noted, for
example, that the six largest units employ nearly two-thirds of the
internal audit work-force while less that 10% are employed by the 16
smaller units.. The key figures are: (see also Figure 1):

Classes of Internal Audit Units

Classification Number of Staff as at 30.11.1982
Units 0. of total
Large {over 25) 6 403 65%
Medium (10 ~ 25) 10 161 26%
Small (4 - 10) 7 4 7%
Very Small (under 4) 9 15 2%
3 ) o
1 One major Department - the Treasury - relies on internal audit

services provided by the Department of Fi nance,

2 The main changes in 1982 were the abolition of the Department
of Business. and Consuner Affairs and the Department of
Industrial Relations, the creation of the Department of
Defence Support, and the setting up of a combined audit unit
to serve both the Department of Veterans' Affairs and the
Defence Service Homes Corporation. This survey does not, of
course, take account of departmental changes which have
occurred since the end of 1982.
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Mediup
{10 Depts, 161 staff,

Large
(6 Depts, 403 staff)

Figure 1 : Proportion of Total Audit Staff x Classification of Audit Unft

3. In 1982 there was some increase in the number of internal
audit positions but the actual size of the work-force (i.e.‘the number of
positions filled) was virtually unchanged. The aggregate figures in
recent years were:

Establishment Actual
December 1980 791 670
December: 1981 747 ggg
November 1982 766

4, As indicated in Tables No. 2 and 3, the increase of 19 in the
number of positions in 1982 was distribuéed among ten audit units qnd
there were minor reductions ip the establishments of two organisations.
The largest increase in establishments was in the Department of Finance
(+4),

. there was 1jttle change in the total number of actual
gtaff‘ ?lt?gg?mere were significant increases in some audit units -
principally Adninistrative Services. {+ 8) and Health {+ 6). The main ;
staff reductions occurred in the larger audit units - (e.g., Defence -
and Taxation - 5).

6. The distribution of staff in 1981 and 1982 as between the four
categories of internal audit units was:

Establistment Actual
1981 1982. Change 1981 1982 Change
Large Units 470 471+ 7 418 403 -15
Medium Units 200 207 + 7 156 161 +5
Small Units 57 61 + & 38 a, + 3
Very Small 20 21 + 1 13 15 +2
Units o o
TOTAL 47 766 +19 625 620 -5
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7. A comparison of establishment and actual staffing of each internal
audit unit in 1982 is provided in Table No. 3. In total the number of
positions occupied in 1982 represented 81% of establishment as compared
with 84% in the previous year. For the most part, the larger audit units
achieved a higher-than-average occupancy rate. Organisations well below
establishment included the Departments of Defence Support, Education,

Ei nance, Sgience and Technology, Communications, and Home Affairs and
nvironment, :

8. Several organisations reported that staff ceilings prevented them
from completely filling their establishments. Some reported that it was
difficult to recruit staff with the necessary qualifications and
experience - especially in respect of ADP auditing. In most cases where
organisations were well below establishment the shortfall was said to be
due partly to recruitment delays arising from recent or impending staff
reorganisations.

9. Since the inauguration of the internal audit development program
the establishments of virtually all of the internal audit units have been
reorganised. This process of reviewing the adequacy of internal audit
organisations continued in 1982 and in that year there were changes in
the establishments of no Tess than twelve audit units. Many positions
have been upgraded, some positions which did not meet modern audit
requirements have been abolished while a number of new specialist
positions - relating mainly to ADP auditing and audit research and
development - have been created. Details of the location and salary
classifications of internal audit staff as at 30 November 1982 are given
in Tables No. 4 and 5.

180 W st
160 [ estabtoshment

tl €l Cl1o €19 €18 €17 €16 €15 €14 €12/ 4thDiy
504 €503

Figure 2 @ Actual Staff and Establishment Humbers x Salary Classification
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10,  Especially in these circumstances it is not surprising that
turnover of internal audit staff continued at a relatively high level in
1982, Details are given in Table No. 2. As in the previous year there
was a gross turnover rate of about one-third, with arrivals (214)
slightly below departures (219). The turnover rate was much higher than
this in the following organisations:

No. of Turnover
Departures Rate

%
Taxation Office 4 53
Social Security 40 46
Veterans' Affairs 24 4
Education 9 69
Defence Support 7 50
Administrative Services 7 44
Health 6 46
Foreign Affairs 6 43
Finance | 5 100
Science and Technology 4 57
Home Affairs and Environment 3 150
Bureau of Statistics 2 50
Public Service Board 1 50
Industries Assistance Commission 3 100

11, Much of the staff turnover in 1982 represented movements of
auditors from one internal audit unit to another or to and from the
Auditor-General's Office., As 80 of the total 'arrivals' were previously
engaged in auditing activities, the number of new arrivals in 1982
without immediately prior audit experience (134) represented only about
one-fifth - rather than one-third - of the total internal audit
work~force. Table No. 2 also indicates that the gain of 80 personnel
with immediately prior audit experience was accompanied by a loss of 44
personne] to other APS audit areas.3 This level of mobility in the
audit work-force has been facilitated by the essentially common audit
;tangards, methodologies and training now applicable throughout the
ervice.

Qualifications and Training

12. Information concerning qualifications and training of internal
auditors. is provided in Tables No. 6 and 7, Table 6 reflects data
provided by the respondents to the survey and contains information
relating to the APS internal audit work-force as at November 1982. Table
No. 7 reflects. the totality of training delivered through the education
and training program since its inception in 1979 - with separate figures
for the survey period and the subsequent periocd to 31 March 1983.

3 The apparent net gain of 36 mainly reflects a net movement of audit
staff from the Auditor-General's Office to the internal audit
work-force.
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13, . In comparing the data in the two tables it should be noted that,
particularly over the last two years, the training has been available to
some staff outside the internal audit work-force. A number of places in
the basic audit and ADP audit courses have been taken up by APS staff in
closely related work areas such as departmental inspection groups and by
internal auditors in Commonwealth statutory authorities and in State
public services. Departmental ADP staff have been encouraged to take up
places in the advanced ADP audit courses to develop their awareness of
control and auditability requirements: in the design and delivery of ADP
systems and services; exposure to ADP auditing will also help to broaden
their career opportunities. In interpreting the data it should also be
borne in mind that many personnel trained in earlier years are not now in
the internal audit work-force.

14.  Table No. 6 indicates that of the APS internal audit work-force of
620, 32% held degreees, 15% held diplomas and that 23% were currently
attending tertiary courses. In relation to basic training, 524 or 85%.
(86% in 1981) had attended the general systems-based audit course (now
renaned the Internal Audit Practitioners’ Course) and 293 or 47% (25% in
1980 and 40% in 1981) had attended the two-week basic ADP audit course.

DEGRLES

Internal 1981
Audit staff 1982

nay308 O\v. Y7777 7T TZITTITITIITA 1982
APS 30 June

Internal

2nd/21 OWV ZTTTTIA 30 dune 1982

DIPLOKAS

10 20 30 40 50 60 11

Figure 3 : Proportion of Staff Holding Degrees or Diplomas

Test
2661

1861
2861

0861

Systems Dased
peih i
Figure & : Percentage of Staff Tratned
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15, Table No. 7 discloses that there have been 3,130 participants in
the range of 24 briefings, courses, workshops, etc., which have been
available through the education and training program to March 1983. The
13 new courses and workshops on advanced ADP auditing which have been
made available progressively since January 1982 attracted 277
participants during the survey period with a further 128 participants
during the subsequent period to March 1983.

16. Details of the training program for the period January to June 1983
including a synopsis of each course offered are given in Appendix B.

B. NATURE OF INTERNAL AUDIT ACTIVITIES

17. Details of the subject-matters, purposes and size of the internal
audits carried out in 1982 are provided in Tables No. 9 to 11. With
regard to the subject-matters of internal audits, organisations were
asked to give some indication of the extent to which their audits were
concerned with four classes of subjects, namely financial and accounting,
administration and management, operations and services, and ADP systems
and services. % The responses by the 31 audit units which carried out
internal auditing in 1982 may be summarised as foliows:

(i)  Financial and Accounting: A1l audit units engaged in some
au ng o nancial and accounting matters. Eighteen
units devoted Tess than 25% of their time to such subjects
in this area. None of the larger organisations were among
the 13 units which devoted more than 25% of their time to
financial and accounting matters,

(11}  Administration and Management: Sixteen respondents devoted
more than 25% of their %hne to audits relating to
adninistration and management. Three units carried out no
auditing in this area while the remaining 12 - inciuding the
four largest units - devoted some time (less than 25%) to
audits in this area.

(i11) Operations and Services: Subjects in this category appear
t0 have réceived most internal audit attention in 1982,
Seventeen respondents - including all of the largest units -
devoted more than 25% of their time to auditing operations
and services and only two reported that they carried out no
auditing in this area. The remaining 12 indicated that they
devoted some time (less than 25%) to this area.

{(iv) ADP Auditing: A1l of the large and medium-size units - but
Only a few of the others - carried out auditing of ADP
systems in 1982. For the most part, these organisations
devoted up to 25% of their time to such auditing., Of the
nine who reported no auditing of ADP systems as such, some
would have been involved in ADP auditing as part of their
normal audits of financial or operational systems.

4 These subject areas are further defined in IDAC Paper No. 53 ‘The
Role and Scope of Internal Audit'.
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18.  Further details of the nature of the ADP auditing carried out in
1982 are given in Table No. 11 and this TabTe alse contains information
concerning organisations’ plans for achieving an adequate ADP audit
capability. It will be noted that ten organisations - including five of
the six Targest units - regard ADP auditing as 'very significant' for
their organisations while a further 13 view such auditing as
'significant’. Most of them report that they have assessed the nature
and extent of the ADP audit tasks which 1ie ahead and aresmaking
arrangements to secure or train the requisite personnel. 2 Nine of the
organisations rating ADP audit as. 'very significant' or 'significant'
expect to achieve an adequate ADP audit capability before or by the end
of 1983 but mst of them report target dates in the period 1984/85.6

19. Details of the various purposes for which interral audits were
conducted in 1982 are given in Tables No. 8 and 10. These Tables
indicate that whilst all internal audit organisations continue to be
concerned with auditing designed to establish the fntegrity of
information or compliance with the relevant Taws, policies and controls,
many of them (about two-thirds of the total) also place considerable
emphasis on audits with other objectives such as the economy, efficiency
and effectiveness of the activities under review. Some indication of the
diversity of audit objectives and of the extent to which those objectives.
were pursted in 1982 is given in the following table:

Number and Proportion of Internal Audit Units in 1982 in
which Audits were often or always concerned with

the following purposes

Audit Units
%

Purposes of Audits 0,

(i} Integrity of infermation 27 87
(1) Compliance with laws, policies, directives 3 100
(111} Economy in use of resources 22 n
(iv) Efficiency in use of resources 18 58
(v) Effectiveness 20 65
(vi) Diagnosis of problems 22 n

20. As in the previous year the trend towards greater diversification
of audit objectives was less pronounced in the smaller audit units. Of
the 15 smaller units only about half of them frequently carried out
audits directed towards efficiency and effectiveness objectives. It is
perhaps also worth noting that in 22 audit units (both large and small)
audits were frequently carried out for a purely diagnostic purpose - i.e.
to diagnose problems and establish whether further examination was
warranted. A dissection of the figures as between the larger and smalier
audit units is provided below:

5 Generally this assessment of the ADP audit task has been made by
departments against the guidelines suggested in IDAC Paper No. 31
'The Development of Departmental Arrangements for ADP Auditing'.

6 In general, these target dates are more conservative than those put
forward by organisations in last year's IDAC survey. The Tengthy
time required to develop adequate capability in this area reflects
the importance, size and complexity of ADP systems and services in
the APS, the breadth of the ADP audit task. siggested in IDAC Paper
No. 31, the progressive development of new training courses, and
the need for extensive on-the-job experience.

16

Internal Audit Units in which Audits were often or always
concerned with the following purposes

(1) (11} (11} (iv) v) (vi)
%ﬁ%t_oGn‘lt Integrity Compli- Economy Effici~ Effective- Djagno-
- ance ey  ness seic
Large : 6 5 6 6 6 5 4
Madium: 10 9 10 7 5 8 7
Small @ 7 6 7 6 3 3 4
‘S’rﬁ?ll‘l 8 7 8 3 4 4 7
TOTAL : 3 =T ar ZZ B N T

21, The nunber of internal audits carried out in the eleven months to
November 1982 was 2678. 7 A dissection of this figure is given below:

Number of Audits in 1982
= By duration]

y duration

%%%gﬁnit Less than 1 week 1 - 5 weeks Over 5 weeks Total
Large : 6 636 607 461 1604
Medium : 10 230 346 203 779
Smll : 6 30 107 60 197
g;:"‘llI s 7 30 52 16 98
TOTAL : 31 E:rid Tz 730 %78

C. ORGANISATION AND MANAGEMENT

22, A11 of the 32 internal audit organisations operate under formal
audit charters. In the past twelve months 21 organisations reviewed
their charters and 15 found 1t necessary to make some amendments.
{Details in Table No. 12.}

23, Of the 31 units which carried out internal auditing in 1982 26
relied entirely on their own resources while six of them utilised, to
some extent, the services of other departments or private consultants.
The key figures are shown below and further details are provided in Table
No. 13. Organisations were also asked whether they might seek some
assistance from these other sources over the next two years; nearly half
of them replied in the affirmative.

7 Comparable figures for the previous year are unavailable.
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Internal Audit Units - Sources of Audit Services

Type of Own Resources Plus Services of:
Ku?ﬂt Unit Own Resources Only Other Private
Departments ConsuTtants

Large 5 - 1
Medium 9 ~ 1
Small 6 2
Very Small 5 2

- kN -z

24,  Mdit Committees - or other senior management committees with
similar responsibilities - have now been established in 20 organisations
including each of the major units. For the most part, these committees
meet every quarter and are responsible for the general direction and
follow-up of internal audit activities (Table No. 14).

25,  The data in Table No. 15 indicates that in all cases Chief Internal
Auditors have the right of direct access to the Permanent Head and are
directly responsibie to senior management. In alt the organisations
the‘i:r }nterna‘l audit activities and resources are now subject to central
control.

26. Table No. 16 reveals that 23 organisations have issued their own
internal audit manauals and that. 28 conduct quality assurance programs,
A1 but one have audit plans which are approved by the Audit Committee
and/or senior management and which provide a basis for controliing and
reviewing the progress of internal audit activities. (Table No. 17.)

D, ORGANISATIONS' ASSESSMENTS OF PROGRESS AND PERFORMANCE

27.  Qrganisations were invited to provide certain indications of their
internal audit performance in 1982 and of the extent to which they
themselves considered that their internal audit activities were
beneficial to them. These indicators and assessments are brought
together in Tables No. 18 to 25.

28.  Organisations were asked to indicate whether there was a reasonable
correlation in 1982 between their audit plans and the actual

performance. A1l of the major audit units and all except two of the
medium-size units replied in the affirmative. Of the 16 smaller
organisations five reported that their actual performance fell short of
thelr audit plans. In most cases recruitment delays or shortage of
suitable staff were cited as the main factors responsible for the
shortfall, (Details in Tables No. 18.)

29, Tables 19 to 21 provide information concerning the extent to which
internal audit reports were accepted or otherwise dealt with in 1982. In
that year there was an overall acceptance rate of 72%. Of the remaining
28% of recommendations many had simply been noted or not yet considered;
the proportion of audit recommendations rejected was 4%.  Half of the
organisations reported no rejections. of audit recommendations in 1982
whilst in five cases the rejection rate exceeded 10% of the
recommendations made. The reason most frequently given for rejections
was that the recommendation was not practicable to implement.
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30. Organisations' assessments of the benefits they derived from their
internal audit operations in 1982 are summarised in_Table No. 22. The
main benefits referred to by respondents and the number of times these
particular benefits were cited are set out below:

Main Benefits Number of Times Cited
Improved control or procedural
arrangements. 31
R ance to ma t 29

Identification of significant
shortfalls in:

compliance 28
. efficiency 20
. effectiveness 18
Specific savings or economies 16
RealTocation of resources n

31, Virtually all of the organisations expressed the view that they
obtained value for money from their internal audit activities in 1982.
The mafn reasons in support of this view are set out in Table No. 23.

32, At the same time, some organisations reported they were not
completely satisfied with the progress or standard of performance they
had achieved to date. Various factors which were said to have impeded
internal audit progress in 1982 are set out in Table No. 25; the
difficulty most frequently cited was the lack of adequate staff,
Organisations were also invited to indicate whether they considered there
1s a need to expand the present ambit of their internal audit
operations. Twelve respondents considered that some changes were
desirable but half of these felt that it was not possible to proceed with
such changes at this stage. (Table No. 24.)

Additional Information

33,  Betails of IDAC and its Sub-Committees and of the professional
bodies and groups actively involved in the internal audit development
program are provided in Appendices C and D.

34,  Recent references to internal audit in the reports of the Public

Service Board and the Auditor-General are listed in Appendix E while an
index to previously circulated IDAC documents is provided in Appendix F.
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INTERNAL AUDIT STAFF AT 30,11.1982

Table No, 3

COMPARISON OF ESTABLISHMENT ANO ACTUAL FIGURES

Compacison of (1) and (2)
Oepartmant/Authority stabl Actual
1) 2) €2} as Coamaents C¢ineluding
% of (1) recant developments)
Defance 154 132 as ‘15 cecruits pending
Social Security 103 84 32 g
Ta ton Office a3 72 a7 Lower estab expected
Vatarans’ Affairs &8 57 &4 Recruiting difffcult
Transport and Construction 35 28 ac Rec. action in hand
Industry and Commerce 32 32 P4
SROUP SUB-TOTAL 477 403 a4
Aviation 27 20 74 Redrg sppd. Dac ‘32
Esployment and Industrial Relations 24 19 73 Staff cailing 24
Adwinistrative Services 3 24 77 Staff ceiling 23
Heslth: 20 19 95
Oefanca Support 20 11 55 Re~arg proposad
Education - 16 | 10 63 Re-orq proposed
Attorney-General‘s 17 15 33
Capital Territory 14 16 100
Primary Industry 14 11 79 Filling action pendq
Foreign Affairs 20 16 40 | Ceilings/Funds
SROUP_SUB-TOTAL 207 164 78
Atoriginal Affairs 14 10 71 Re-org proposed
Finance 12 5 42 4 arcive Dec 82
Immigration and Ethnig Affairs 9 7 78 1 seconded out
Sciencs and Technology 9 5 54 2 feconded out
National Development and Energy 7 g 71 Stat! ceilings
Australian Sureau of Statistics 5 5 100
Capital Territory Health Commission s 4 ag
SROUP _SUB-TOTAL &1 41 47
Home Affairs and Enviraneent 4 1 25
National Libracy of Australia 3 3 100
Public Service Board 3 3 100
ACT Schools Authority 1 1 180,
Comsunications 3 1 33 Recruiting difficylt
Industries Assistance Commission k] [} 0 ' Vacancy advectlsed
Prime Minister and Cabinet 2} 2 100
Trade and Rescurces 3 3 100
Trade Practices Commission 1 1 100
GROUP SUB-TOTAL 21 15 k&
TOTAL 746 420 81
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Table No.

TOTAL STAFF - ACTUAL AND ESTABLISHMENT AS AT 30.%9.1982
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Table No. 12

INTERNAL AUDIT CHARTERS

Department/Authority Audit Charter Action in Past 12 Months
Charter Charter
Reviewed | Changed Comments
Yes] No | Yes| Ro
Defence * * Changes being prepared
Social Security * * No formal review,
Taxation Office * * adequacy tested by
frequent reference.
Veterans’ Affairs * *
Transport and Construction +* * No formal review,
adequacy testad by
frequent reference.
Industry and Commerce * *
GROUP_SUB-TOTAL, 3 3 1] [
Aviation ) x
Employment and Industrial Relations{ # * Distbn of audit reports
Administrative Services * * Divisional res’bilities
Health * * Audit Cttee and central
control of audit.
Defence Support * * Inciude IDAC/I1A recs
Education * *
Attorney-General’s * *
Capital Territory * * Audit Cttee & redefine
audit’s role.
Primacry Industry * *
Foreign Affairs * * Quality assurance
GROUP_SUB-~TOTAL 7 3 ) 4
Aboriginal Affairs * *
Finance * * Audit Cttee,gen upgrade
Inmigration and Ethnic Affairs * Revisisn underway
Science and Technology * *
National Develapment and Energy * *
Australian Bureau of Statistics * * Minor admin changes
Capital Territory Health Commission #

* ' ADP audit rescurces,Aud
Cttee,relationship with
other review groups.

R -

Home Affairs and Environment
National Library of Australia

Public Service Board
ACT Schools Autharity
Communications

Industries Assistance Commission
Prime Minister and Cabinet

Trade and Resources

Trade Practices Cammission

GROUP_SUB-TOTAL

4 3 4 3
¥ ¥
* % Several expansians incl
purpose & nature of IA,
ADP audit,qual.controel.,
* * Audit Committee,
* *
* * Audit Committee,quality
assurance.
* *
* . *
+ * Audit Cttee,scope of IA
* *
7 2 4 5

TOTAL
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Table No. 13

THEIR OWN INTERNAL AUDLIT UNITS

D:partncnt/Autharity

Passible
Future Use
of "outside”
gervices

41982
Oun Resources Plus
Services ui:t .
Other Private
Depts. Consultants

Defence
Social Security
Taxationloziic: .
air

¥$::§SQ§: and Construction
1ndustry and Commerce

GROUP_SUB-TOTAL.
Aviation

Employment and Industrial Relations

Administrative Gervices
Health
pefence Support
Education ,
attorney-General’s
Capital Territory
Primary lngustry
ign Afiairs
For® GRoup sUS-TOTAL
Ahariginal Affairs
Finance
Immigration and Et?nic Affairs
i and Technology
aiifgﬁix Development and Energy
Australian Bureau. of statistics

Capital Territory Health Commissiol

GROUP_SUB-TOTAL,
Home Aflairs and Environment
National Library ot Australia
public Service Board
NCT Schools Authority
Communications

o
)
aeolw *

* % x|

|

- %

Industries Assistance Commission .

primse Minister andSCabineb
da and Resource

;z:de practices Commission
GROUP_SUB-TOTAL,

TOTAL

¢i) Administrative Services an
in W.A. and N.T.

(ii) No audit stafi for most of
November 1982, No audits ©

d Social Security provide assistance with audits

1982;Chiet tnternal Auditor took up duty in
ompleted during the year.
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AUDIT/MANAGEMENT COMMITTEES

Table No. 14

Department/Authority

Committee
Established

Frequency
1

[}
Meetings

Responsible {for
follow~up of
Audit Recomndns

Yes | No

1/2 | Qtly
Yly

Yes No

Defence

Social Security

Taxation Office

Veterans’ Affairs

Transport and Construction

Industry and Commerce
GROUP SUB-TOTAL

*

EEY

Aviation

WO g

£ ] S

*|rle »
N,

Employment and Industrial Relations
Administrative Services
Health
Defence Support
Education
Attorney-General‘’s
Capital Territory
Primary Industry
Foreign Affairs
GROUP_SUB-TOTAL

ER

(L]

* %

Aboriginal Affairs

e
Y

Finance

Immigration and Ethnic Affairs

Science and Technology

National Development and Energy

Australian Bureau of Statistics

Capital Territory Health Commission)
GROUP SUB-TOTAL

-

%

= %

Home Affairs and Environment

National Library of Australia
Public Service Board
ACT Schools Authority
Communications
Industries Assistance Commission
Prime Minister and Cabinet
Trade and Resources
Trade Practices Commission

GROUP SUB~-TOTAL 4

® % xf] =

EE R Y

njx

PR Y

* % #od &

TOTAL 20
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CHIEF INTERNAL AUDITORS

Table No. 15

|

Directly

Responsible to

Right of
Access to
Permanent

Departmnnt/huthority

Aud
Com

pPerm
Head

pep|Div
SeciHd

er Head
Hd

Central

Control of
'Int. Audit
Resources

Defence

Social Security

Taxation 0!:}::

Veterans’ Affairs )
Transport and Cconstruction
Industry and Commerce

*
*

*

g

*

- %

W ko R K

kR kKK

GROUP_SUB-TOTAL [

1 2

o
o

o~

GROUP SY== oo

Q;;zg;::nh and lndustrial Relations|
Administrative Services

Health

pefence Support

Education

Attorney-General’s

Capital Territory

Primary Industry

Foreign Affairs

-

FEEEEE R

*

e L E LS

GROUP_SUB-TOTAL

saoue se-tora -2

™
-
o

-
a

Aboriginal Affairs

Finance

immigration and Et?nic Affairs
jence and Technology

agtional Development and Energy

Australian Bureau of Statisties |

Capital Territory Health Commissiomn

*
*

PR R

GROUP_SUB-TOTAL

————

3

-

- »*
i I
P

~

blic Service Baard
R:T Schools Authority
Communications .
Industries Assistance Commission
Prime Minister and Cabinet
Trade and Resources .
Trade Practices Commission

GROUP_SUB-TOTAL

—————

TOTAL

* %

PR R

ok A K Rk KK

0

t
Home Affairs and. Enviranmen
National Library of Australia

*
*
*
3
8

o
-0

l a2
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Table No. 16 f
e INTERNAL AUDIT MANUALS AND QUALITY ASSURANCE PROGRAMS i | Tapte No. 17
L _____ Intornal Audit Mamenl P REVIEW OF AUDIT PLANS. '
Feequana [ = nomo—e -~ ' Camparison of activities Audit Plan
Issued ué‘eguﬂ_\c‘/ [ Reflects |Assurance . With Audit Plans Approved
eview Lurrant Policy Departaent/Authority []
I and Practice Program Y1iy 1/2Y1y Q’tly Audit | senion
Yes | No e S " Cttee | Mgment
P S P Bt Yes No | Yes | No
Soci o€ - * Ung Defence * * 1
cial Security M nderwvay » » Social Security " *
\],-aé"““",o”i':? . On-going * * Taxation Office » *
T::‘:anst Affairs o] On-going * * Veterans’ Affairs .2 * *
'ndu=::; a:gdCCanstructiun * On-going . * Transport and Construction * 3 *
a4 gmmerce * Industry and Commerce * *
GROUP SUB-TOTAL 4 On-gaing * *
Aviation s 4 1
e . * . & o] GROUP SUB~TOTAL 1 0 5 6 1
;ggi:{:g"_‘;t?;\g éggl:?trial Relationg| # S:dg:égg : * Avi
- ces * * viation * *
gefuh * g:fe";'“ * * Emplayment and Industrial Relations 4 * *
gefence Support M going * * Administrative Services * * *
Education M On~gaing * * Health * *
sttorney-Genersl’s . Annually * + Defance Support . (Dirsctor IAY
Capital Territory Annually * » Education * % »
Primary Industry * . On-going * * Attorney-General’s ¥ *
Foreign Affairs . In Preparation » Capital Territory * *
GROUP sue-ToTAL 5 | 4 |f® Feduiced * * Primacy Industry * *
égu:;gxnal Affairsg M s required 8 1 9 1 Foreign Affairs * *
fance . quire * »
é’é‘i"‘;rg‘;‘:mg ;ndhEthnic Affairs . 2::::}}; * . ROUP_SUB-TOTAL 4 & & 7 5
- 2 an echnology * nual * *
J::;"éggﬁage;elapment and Energy . On-going * * Aboriginal Affairs * *
; ureau of Statistics * * Finance * *
CaP‘g;éU;e§Eéf$g¥AEea1th Commission 2:;’,5;‘;7; M * ém;lqvatiog ;ndhEt:\nic Affairs » . . *
. i 4 * cierice and Technology
:gfé‘fo:flfatvs and Environment 1 5 1 7 [} National Development and Energy * *
pop1in? ibrary of Australia * a * Australian Bureau of Statistics * *
A"éTl;ghgz’{:‘:Et:“?d * R:;ﬂ?:gy R * * Capital Territocy Health Commissiony [ * * *
u
f"g"'““i?atians‘ ority : ' » GROUP SUB-TOTAL 1 2 4 4 4
p?iﬁztm?siii‘iﬁé”i"u-c”l'"55“’" M * Home Affai d Envi & * *
abine * ame airs and Environmen
;fade and Rescurces . » ] National Library of Australia * *
tade Practices Cammissian + ! Public Service Board * *
SROUP_SUB-TOTA ; . Annually * . | ACT Schools Authority * ] ) *
- —— 2 176 [ 3 Cammunications * *
TOTAL 23 9 T - Industries Assistance Commission * *
- . 19 4 | 28 4 frime Minister and Cabinet » *
T aindebd Trade and Resources * *
: Trade Practices Commission * *
k GROYP SUB-TOTAL ] ] 4 5 &
1 TOTAL 2 11 19 22, 14
1 Braoad guidelines from Audit Committee vwhich reviawa progress & monthly
2 Reviewed quarterly by Audit Committee, monthly by audit unit.
3 Reviewed at least annually by Audit Committee, monthly by Directer 1.A.
4 Aeviewed quarterly at C.0., monthly by Regional Offices.
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Table No. 18

CORRELATION BETWEEN AUDIT PLANS AND ACTUAL PERFORMANCE IN 1982

Reasonable Plans Not Fully Implemented
Department/Authority Correlation
Reported Main Relevant Factor
befence *
Social Security *
Taxation O0ffice *
Veterans’ Affairs *
Transport and Construction *
Industry and Commerce *
GROUP SUB-TOTAL )
Aviation *
Employment and Industrial Relations] *
Administrative Services *
Health *
Defence Support Several major audits took
longer. Training new staff.
Recruitment delays.
Education Shortage of staff caused by
underclassified positions.
Attorney~-General’s *
Capital Territory *
Primary Industry *
Foreign Affairs *
GROUP SUB~-TOTAL 8
Aboriginal Affairs *
Finance Lack of field audit statf and
restrictions on recruiting
Immigration and Ethnic Affairs *
Science and Technology *
National Development and Energy Underestimate of time required
Items carried over from 1981.
Attendance of staff at trng
courses greater than expected
Australian Bureau of Statistics *
Capital Territory Health Commission *
GROUP SUB-TOTAL i 5
Home Affairs and Environment Rapid staff turnover leading
to lack of resources
National Library of Australia 247 overrun put down to need
to fully document systems for
first time and increased ADP
audit invalvement
Public Service Board *
ACT Schools Authority *
Communications Chief Internal Auditor took up
duty in November 1982
Industries Assistance Commission * Some shortfall towards end of
year when audit posn unfilled
Prime Minister and Cabinet *
Trade and Resources *
Trade Practices Commission *
GROUP SUB-TOTAL &
TOTAL 25
140
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ACCEPTANCE OF AUDIT RECOMMENDATIONS

Table No. 19

Accepted Noted Re jected c ::gd:::d
]
Department/Authority " . Y d
20 S S
Defence Zg 2 H 2
Social Security s 0 8 10
Taxation Oifice o 5 e :
Veterans’ Affairs o e e 8
Transport and Construction 62 “0 9 o
Industry and Coamerce
4 s
GROUP AVERAGE 75 146
20 [} 0
Aviation gg 2 S -
Employment and Industrial Relations 4] IH g o
Administrative Services » 12 S 20
Health Gt 5 0
Deience Support Zg 1. o g
Education 5 1 H 9
Attorney-General’s b 5 . o=,
Capital Territory 2 . 2 g
Primacy Industry 4 3 2 0
Foreign Affairs
8 12
GROUP AVERAGE &4 14
4 o 15
Aboriginal Affairs 3; - 4 1g
0
;;:;;g:tion and Ethnic Affairs 1gg zg g 2
Science and Technology o g : .
National Development and Energy & 20 3 3
Australian Bureau of Statistics s e H 8
Capital Territory Health Commission
2 4
GROUP _AVERAGE 8s ?
1] o}
Home Affairs and Environment gg ?g e -
National Library of Australia n i 9 0
Public Service Board ™ 0 : ,
QCT S;?g:::u::thnrxty No Audits Comaéeted 10
ommu
industries Assistance Commission 23 ?g : i
Prime Minister and Cabinet S K H 0
Trade and Resources 108 0 ° e
Trade Practices Commission
2 ?
GROUP_AVERAGE 68 21
8
OVERALL AVERAGE 72 16 4

+ Reported as under consideration but decision not formally advised.

141



33

Table No, 20

RESPONSE T70. AUDIT RECOMMENDATIONS

Noted for

Implementation as

Resources Permit
16%

Not yet
considered
8%

Rei:cted
Accepted
72%
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Table No. 21
PRINCIPAL REASONS FOR REJECTION OF AUDIT RECOMMENDATLONS

Reasons Number of Reporting Departments Total
Not Practicable to Implement IEEEIEEEE N 9

Insufficient Resources R 2R 2 4

Ccontrols Considersd Adeguate * * 2

Areas Subject to Other Review * 1

Marginal Cost Effectivenass * 1

17

TOTAL

143
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Table No. 22 Table No. 23

BENEFITS DERIVED FROM INTERNAL AUDIT ACTIVITIES IN 1982

INDICATORS OF VALUE FOR MONEY FROM AUDIT ACTIVITIES IN 4982

Benwtits Reportad Nusbar af Repacting Depactments Tatal

Viprtually all of the organisations which carried out internal auditing
Spacific savi / exprassad the view that they obtained value for money from their internal audit
P c savings/economiss EEE IR IR IR I 2N O B B2 JF 2N 0 BF Y 14 activities in 1982. The organisations reported that their views on this matter

were based on or influenced by the fallowing indicators:

Isproved contral or ER KA EREEEE RN
procedural arrangesents EZE R I B AR BF B 2F 2 2 2 2 31
Identification of significant Department/Authority Comments
shortfalls in:
- Defance - Management’s awareness of economies and priorities
Compliance R R NN I NN - Attitudes and reactions shown by auditees
EEEB RSNy 28 - Comments by members of the Audit Committee.
- Efticiency : : L I IR TR AN 3 BT A N S SPAPE Social Security ~ Degree of acceptance of recommendations
20
- Taxatiaon Oftice - Audit activities have assisted considerably in the
Effactiveness I EEREEEREEEEEEEEEEEER] 18 on~going task of effecting management improvements
::::t:i:: ot-additional . s Veterans’ Affairs - Results achieved to date and assessment of scape
LA 5 of expanded program for 1982/83
Reallocation of resources EREEEE RN 11 fransport and ~ Size and nature of department’s expenditure and
Construction the need to give reassurance to mansgement on
Management reassurance LR AR BE L AR R B SR BE AR 2 R 2 3 2 2 system controls due to the complexities of work
FEEERE Ry 29 undertaken by the department
Improved liaison CO/State
Industry and Commerce ~ Staffing and financial savings identified
operational graups. ** 2 ~ Effective source of information for management
~ Improved middle management awareness of, and
Greater CO awaceness of attention to objectives,priorities,effectiveness
State practices & methods * 1 and efficiency.
:MP:DVId‘managemant information Aviation ~ Continuing interest by administrative,technical
ystems * 1 and operational managers in ensuring that Internal
Audit officers review the range of Departmental
:::z:::"c:bt:v:‘:ag'“'"tt’"d activities.Management wishes to test effectiveness
9. rseds posts * 1 of operations as well as to obtain reassurance.
Employment and « Despite restrictions imposed on resources, sudits
Industrial Relations have identified shortcomings in procedurss and
practices
Adninistrative Services - Intarnal Audit is a testing mechanism for systems
and controls and for the protection of resources;
it has identified changes to existing systems
Health - Senior management has heen made aware of,and has
remedied problems identified by Internal Audit
Defence Support - Ruestion nat answered. (Department did not operate
throughout 1982.)
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Education

Attorney~Gensral’s

Capital Territory

Primary Industry

Foreign Affairs

Aboriginal Affairs

Finance

Immigration and
Ethnic Affairs

Science and Technalogy

National Development
and Energy

Australian Bureau
of Statistics

Capital Territory
Health Commission

1

37

Internal Audit involvesent in testing new ADP
applications.

ldentification of potential major problem areas
and recommendation of solutions.

General reassurance that internal controls are
operating,

Management feedback and continued confidence in
Internal Audit

The first half of 1982 was one of development of
the section, training of new staff, planning and
researching. Results in the second half of the
year have more than satisfied managenment,

Acceptance and implementation of audit recommend-
ations.
Incidence of management requested tasks,

Internal Audit is the only unit in the department
which provides a complete cyclic review of
adninistrative and operational aspects averseas
and in Australia,

Given the complexities of audits undertaken,
available resources and the audit results that
wvere achieved,value for money was obtained.

Value for money has been obtained in respect of
the recommendations arising from those few audits
completed.

Value for money is not yet being obtained from
new staff who are not yet fully productive.

Assurance that the areas covered by Internal
Audit comply with Departmental Palicy and
Legislation,

It has provided Central Of{fice management with an
independent review of a diverse number of
activities in various geagraphic locations.

Cost savings from Internal Audit activities have
been material-in some cases savings will continue
over a number of years

Intangible benefits have also accrued from
revision of procedures and operations.

Feedback from line managers,audits and managerial
Judgement .,

Internal Audit activities as measured by the

effectiveness of implementation indicate a high
return for the organization on resources utilized.

146

Home Affairs and
Environsent

Natianal Library
of Australia

Putlic Service Board

ACT Schoals Authority

Industries Assistance
Commission

Prime Minister
and Cabinet

Trade and Resources

Trade Practices Commission

1
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Worthwhile reports,recommendations and fallow up,
and satisfaction of management reguirements,

Financial statements of the ovganisation accepted
without qualifications.

Reviews by Commonwealth Audit raised no matter of
significance with either Internal Audit or the
Library overall,

Audit involvement in Central Office operational
areas has increased significantly. The use of
systems based technigues has helped to produce 8
meaningful contribution to the management in
Central 0ffice and the Regions

- Limited resources available fully utilised.

Independent appraisal for Commission management.

Internal Audit has highlighted possible problem
areas,and reinforced management confidence in
existing systems and operations,

Benefits acre high relative to cost of staff of
three, Provides increased protection of assets
through more effective use of current resorces.

Internal Audit has revealed deficiencies in
internal controls which have been remedied.

147



39

Table No. 24

ORGANISATIONS’ ASSESSMENTS OF AMBIT OF THEIR INTERNAL AUDIT OPERATIONS

In the light-of IDAC Paper No S3 ‘The Rale and Scope of Internal Audit’
Organisations vere asked to indicate whether there is a need to reviev the
ambit of their internal audit operations.

Response Number of respondents Total
Some changes may be desirable LR 2R 3 2R AN &
Some changes desirable but not
possible at this stage £ K KN R &
Current role and scope adejuate L 2R DK AR B 2N N R 2R 2K 2R 3% N

LR 2R 2N 3K 19
Impact of IDAC 53 not yet considered * 1

143
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Table No. 25

ORGANISATIONS’ COMMENTS ON FACTORS WHICH IMPEDED
INTERNAL AUDIT PROGRESS IN 1982
Department/Authority Comments
Aviation Panding a reorganisation proposal some positions

Esployment and
Industrial Relations

Defsnce Support

Education

Finance

National Davalopmsnt
and Energy

National Library
of Australia

ACT Schools Authority

Trade and Resources

vere not filled. The progress made was consistent
with manning levels and classifications.

Constraints on administrative funding and staffing
have sesversly restricted pecrformance.

Departasnt was created in 41982 and organisation
for internal audit area not yet developed.

As regacds former Departasnt of Productivity
progress was satisfactory.

Internal Audit Unit understrength and under-
classified, A recrganisation proposal is bteing
considered by the PSB.(Now approved).

Lack af ADP and field audit staff has not
permitted satisfactory progress.

With existing staff ceiling constraints the Audit
strategic plan requires in excess of 4 years to
cosplete, Shortfall in 1982 annual program
indicates longer period may be required to achieve
audit coverage. There is concern at the length of
tisw it will take to achieve coverage of 31l
auditable areas.

Audits have been primarily directed at management
and financial aspectsjthere is demand for audits
into etficiency and effectiveness of programs

Staff ceiling constraints affect staff and
astablishment levels.

Activities have bheen hindered by doubts about
Authority’s responsibility to account for moneys
raised by schools ~ proposed amendments to
legislation should resolve this matter.

Establishment of 3 is inadequate and Internal
Audit Unit is unable to fully implement the audit
function outlined in the Audit Charter.
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SURVEY. OF INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE
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B. ADP Audit Training Program: January - June 1983 54
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. Professional Bodies 67
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42 Appendix A
TEXT OF SURVEY QUESTIOMNAIRE
F PUBLIC SERVICE BOARD

MCLACHLAN OFFICES
Nawonal Crcuit, Canderra, A C.T. 2600

Retwence:  82/6903 3 November 1982

All Departments and Statutory Authorities Staffed
under the Public Service Act

1982 QUESTIONNAIRE ON INTERNAL AUDIT IN THE AUSTRALIAN
PUBLIC SERVICE

In the attached questionnaire all APS organisations are being
asked to supply certain information concerning their internal
audit activities in 1982. Similar surveys were conducted in
respect of 1980 and 1981 and the results were brought together
in IDAC Papers Nos. 35 and 47.

2. The main purpose of these surveys is to review the
progress being made in developing the internmal audit function
and to provide information of interest to all those concerned
with the administration and furthex improvement of internal
auditing in the Service. On this occasion the information
should be useful also for the current Review of Commonwealth
Administration and the questionnaire covers the period up to
the end of November (rather than December) so that up-to-date
information ¢an be made available to that Committee by the end
of 1982,

3. The content and form of this year's questionnaire is
along similar lines to those in previous years. On this
occasion, however, we are asking fewer questions on procedural
and organisational aspects and seeking more information than
last year regarding the nature and purposes of your internal
audit activities together with your assessments of the extent
to which internal auditing is providing an effective and worth-
while service. Some of these questions will involve judgements
on the part of your Audit Committee or higher management. In
any event your response to the questionmaire as a whole should
carry the endorsement of senior management.

4. I should be grateful if the information could be provided
(in duplicate) no later than Friday 3 December 1982.

W
F.C. Pryor
Chairman

Interdepartmental Advisory Committee
ou Internal Audit
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SURVEY OF INTERNAL AUDIT IN THE AUSTRALIAN PUBLIC SERVICE: MOVEMBER 1982

DEPARTHENT/ORGANISATION: 4evscecasvacocercscrecncnocscosasssanssecscnscons

CONTACT OFFICER: seecacecescoccscrasecncovesnsoe JELEPHONE HO.: ooursness

Please return two copies of the compieted questionnaire by 3 December
1982 to the Chairman, Joint Inplementation Cormittee on I{)ternal Audit,
Public Service Board, Canberra, ACT 2600. Enquiries concerning the
questionnaire may be directed to !r Chris Carder (717271).

Definitions of Terms Used in the Questionnaire are at Page 9
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1. Audit Charter
(a} Has your Audit Charter been reviewed in the past 12 months?

(Refer to paragraph 1.4A of IDAC Paper No. 25 'Quality
Assurance for Internal Audit')
Yes O 1o O

(b) Has it been hecessary to make changes to the Audit Charter in
the past 12 months?
Yes [ % [J
If so, please provide a short explanmation.

P L L T R R R ]

{c) The recently released IDAC Paper No. 63 'The Role and Scope of
Internal Audit' could indicate for some organisations the need
to review the ambit of the organisation’s internal audit
operations. In the 1ight of your initial examination of the
paper, please indicate which of the following applies:-

(i) some changes may be desirable

(1) some changes desirable but not possible at this stage of
development

{ii1) current role and scope adequate
(iv) impact of IDAC 53 not yet considered

{¥)  Other COMMENES ¢eeceacesacenscnsorccoscsassssvasascosns

S L L L L LR T R R R R R

2.  Nature of Present Activities

Under this heading the Cormittee is seeking a broad indication only and
would not expect a detailed analysis to be undertaken.

Please indicate in {a) and {b) the extent to which the internal audits
carried out in 1982 by your organisation were concerned with the
subject-matters and purposes set out below. {"Subject-matters" and
“ourposes” are defined in IDAC Paper No. 53)
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(a)

(b)

(c)

45

Subject-matters of audits (please tick the appropriate column)

[Degree of Concentrati
(Percentages of total

the organisation in

audit-time available to

on

1982)

o

1-25 {26-75 |76-99 [100

(1) Financial and Accounting

(1i) Administration & Management

(111) Operations and. Services

(iv) ADP Systems and Services-
other than in (i), (i),
(i) or )

{v) Other (please specify}....

L R P P P R TRy

evseranan oo

R T R PR TP PP Ty

Purposes of audits (please tick the appropriate coiumn)

{Never [Sometimes |0ften

Always

(i) Integrity of information

(11) Compliance with Yaws,
policies, directives

(111) Economy of use of resources

(iv) Efficiency in use of
Resources

(v) Effectiveness
{vi) Diagnosis of problems
(vii) Other aims {please specify)

Geccescvescrssnsransanansne

Size of Audits No.
Small audits (up to 1 man week)
Medium audits (1 to 5 man weeks)
Large audits (over 5 man weeks)

154 Total:

46

(d). Research and Development

(Time devoted to research and development
as % of total audit time in 1982) %

3. ADP Auditing

The questions and terms-used under this heading are based on the
discussion in IDAC Paper No. 31 “The Development of Departmental
Arrangements for ADP Auditing”. The Comittee appreciates that responses
here could reflect the degree of penetration of ADP within the
organisation and the organisation's position vis-a-vis the ADP tife cycle.

Organisations with no involvement in ADP should indicate "No involvement"
in response to Question 3{a). Such organisations may use their
discretion in answering questions 3(b) to 3(f).

'
(a) How significant to your organisation is Yery
the audit of ADP systems? significant [
significant O
Not
significant C1
No
Involvement LJ
(b) Has your organisation assessed the nature
and extent of the ADP audit tasks to be
undertaken within the foreseeable future? ves. I vo O
(c) Has your organisation arranged to secure
or train the personnel required for the
ADP audit tasks identified? ves O wo O

(d) By what year do you expect to achieve an
adequate ADP audit capability? (Consider
organisation, staffing and competence
levels achievable through formal training
and on-the-job experience)

(e) What factors may accelerate or retard
completion of this plan?

snesescvasnescessessveaceny cees

cesecstesesassteresenteeseasiescroveeebasTRL TS

(f) Please estimate (in broad terms and as a proportion of time
spent on ADP related audits) the extent to which audits in
1982 were directed towards:

(i} audit of the computer centre

(14) audit of systems under development

(1) audit of technical services.
{cormunications, data base, and software

systems) —_—
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s,

6.

(b}  Actual staff

47

(§v) audit research and development
{v) audit of conti nuing systems

(vi) audit involvement in hard
e ions ware/software

100%

Management Support
(a} (i) Does your organisation h
ave an Audit Comm
committee with similar respons'lb'i'l'H:'lesmﬂttee or other
ves [ to

(11) If ‘Yes’ how often does it meet
Yearly ]

Half-yeariy[d

ouarterly O3

{b) Is your aud{ t/management comai
i recomendgat'ions? ttee responsible for fol Towing
ves [ wo [

(c) Does your organi sation take
steps to ex|
management the rote of internalpaudit platn to Tine
ves O no O

Status of Internal Audit Unit

{a) Yo whom is the chief Internal Auditor divectly responsible?
Mudit Cormittee [ Division Head O
permanent Head {1 &ranch Head (]

Deputy Secretary O

‘(b) Does the Chief Internal Audito
v have the ri
access to the Permanent Head/Chief !-:xecutmge";t of direct

ves Owe O
(¢} Are your internal audit resources centrally controlled?
ves O wo O
Number of Internal Audit Staff
31.12.81 30.11.82

{a) Internal audit establishment

it
e
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{c) Please indicate the reasons for any significant differences
between the actual and the establistment figures:

..o.-.....n...-u....-....u.....-...-..........--..-.. aseeor

-.o...-....-n....-....-.. -...-....---...u...-..“.-....n

-.....-u..o.u.....n..u.-....u..-...--...............---..-

.u..-.-...-u-..-u..uu.u.-........-..........n.-.-.......

{d) Flease complete the table at Attachment 1 4o reflect
establishment. and actual staff as at 30.11.82¢

7.  Staff Turnover

(a) Please furnish the following details of departures from your
Tnternal Audit Unit in 1982 e
(4} Mumber of total departures

pue———ed

{44) dumber who- took up audit duties
elsewhere in the APS

(411) umber who took up non-audit duties elsewhere
{n the APS {including sone departunt)

(§v) tumber who ook up audit duties outside
the APS

p———-—

(b} Please furnish the folloning details of arrivals to your
Internal Audit Unit in 19822

(1) tumber of total arrivals

{§4) MHumber who cane from other audit units
in-the APS

(§11) lumber who come from non-audit duties elsewhere
{n the APS {including same department)

(iv) Mumber who came trom audit organisations
outside the APS

8 ga'liﬂcations of Audit Staff
What number of 1 nterna) audit staff as at 30 November 1982:
(a) Have completed bachelor oF highar dagrees?

(b} Have completed dipiomas or secured other
prufessiann qualifications of similar standing?

{c} Are currently undertaking tertiary courses?

9, Training of Staff
{a) Humber of current staff who have received
systems-based sudit training

(b}  Mumber of current staff who have received
pasic ADP audit trainims (CICA Courses 1 and 2
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10. Resources used for Internal Audit Activities

(a)

(b)

Please indicate with a tick if significant assistance in
respect of your organisation’s internal audit activities in
1982 was provided by any of the sources 1isted below:

. IDAC including Internal Audit

Implementation Group O
. Private Consultants [}
. Other Departments |
. The Auditor-General's Office g

Is your organisation Tikely to seek help or advice from any of
the above sources over the next two years?
ves Lo 3

If .so, please provide brief details:

R R R RN IR LRI
D T LT T

L R L L L L Ty Ty T Ty ey

11. Internal Audit Manual

(See also PSB memorandum 82/575 of 1 November 1982)

(a)

Has your organisation issued a manual as a guide to staff in
audit policies and procedures?

ves O wo O
If 'Yes' (i) how often is the manual subject
to review?
(11) do you regard the manual as
reflecting current policy and
practice? ves Owvo O

12. (Quality Assurance Program

(a)

(b)

Does your organisation have a quality
assurance program? ves Cwo O

Have the quality assurance questionnaires provided in IDAC
Paper No. 25 (and Training Document No. 9) proved to be useful

to your:

< Mudit Comittee ves O wo O
. Chief Internal Auditor ves Lwo O
. Senior Regional Auditors ves Owo O
. Internal Audit Field Staff ves Iwo O

15g

{c)

(d).

50

If any answer in {b) is 'No' please provide explanatory
comment:

@ eeeseressseesenraatssistsetiesensesssssrsesecrsitatesserrsede
F T R T T P R R R TR TR

T LI T T T T L TR TP T R P R PR PR PY RPN

Are the practices and related questions suggested '} n IDAC
Paper No. 25 'Quality Assurance for Internal Audit’ adequate
d appropriate
4ne appropr ves Qw O
If 'No' please provide explanatory comment.

seesseessratisseacetasetirestesreeereassirittosrrss esccsestore

13. Mmudit Performance

{a)

2]

(c)

In broad terms what proportfon of major audit recommendatfons
made since 1 January 1982 have been:

. accepted for implementation (PO 1
. noted for implementation as resources permit ..........%
. rejected cesrsracesd
. not yet considered PP

Since 1 January 1982 what were the principal reasons for
rejection of audit recommendations?

R T T T LR T R R L

P T T P T TP Y TR R R R Y Y PR R R

Please {ndicate by a tick the nature of the benefits derived
from your organisation’s internal audit activities in 1982:

. Specific savings/economies o
. Improved control or procedural arrangements jm}
. Identification of significant shortfalls in:

- compliance 0

- efficiency O

- effectiveness |
. Provision of additional resources [m]
. Reallocation of resources [
. Management reassurance O
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(d)

{e)

If answer to efther question is

51

. Other {please speci £yl

erevacttitannannes
. M
®erececrcttsrtntrisesrian
M N

®evecvcssesevnnesae
M R LT P N
eevecisa,

Taking account of both tangible and i
ntangible {
your organisation consider that it obtaingd lﬁ]uzsgﬁi’m‘;ﬁis
from 1ts internal audit activities in 198272 Y
Yes w3

On what basis have you fomed this conclusion?

LR
. D ST
evesretrrnnanaes
etseconnannas
R T A
cevsesnns

LR R
A S R R R N

Are you satisfied with:

(1} the progress made in 1982 in
the developn
organisation's internal audit act'lviti:ggent of your
ves Ow O

(1i) the standard of perfo
achieved? periomance now befng ves Ow O

‘No' please comment St reeiietereatenieaas

14, Audit Planning

(a)

(b)

How often do you compar
your audtt oo, bare your actual audit activities with

Yearly (i}
Half-yearly [
Quarterly (]
Are your audit plans approved by:
1) Audit Comittee ves Ow O
(11} Senior Management ves Ow O

(i11) Other (please specify)

Seseiccrnsanns
. R L
. Svevsiesiries
L T N
R R T YT Y Y
ececasttcatserseass,
soen
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52
(c} Has there been 2 reasonable Tevel of achievement against your
1982 audit plans?
ves Ow O
Please provide comments on any significant shortfall:

15. Future Planning and Progress

Are there any other aspects of the develapment of internal auditing
which you may wish to bring to our notice? (For example, possible
improvenents in the current remedial prograus or {n the present
JIC/IDAC co-ordinating machinery.}

L LT T I Y Y T T PR TR P PP PP P P

16. The responses to this questionnaire have been endorsed by
The Permanent Head or his delegate
The Audit Committee
Deputy Secretary
Division Haad

oopopoopao

Branch Head

Dafinitions of Terns Used in the Questionnaire

"Total audit time available® means the total time available to the audit
Unit for audit purposes;

1t includes: -~ research and development
-~ audit managenent
~ staff on loan to the audit unit.
it excludes: - all leave taken except study leave
~ time lost to unfilled positions
« time lost to audit staff on duty outside the
audit unit
- ancillary staff

"Research and development” includes all time alloved for receipt and
Jelivery of training and other forms of personal development.

| *Tine spent on ADP related audits” includes ADP audit specialists and
gther audit stalf used in CORQuUELing such audits.
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64 Appendix B

ADP AUDIT TRATNING PROGRAM : JANUARY - JUNE 1983
OFFICE OF THE PUBLIC SERVICE BOARD

McLACHLAN OFFICES
Nationat Circuit. Canberrs, ACT. 2600

ECTETEE

Tetephone 723377

8 February 1983

To Chief Internal Auditors and Directors ADP
ADP AUDIT TRAINING PROGRAM

The purpose of this memorandum is to:

advise details of the proposed program of basic and
advanced ADP audit training for the first half of

1983, and

invite firm nominations fox places on the more
jmnediate courses in the program.

Proposed Program

2. The program of courses and workshops proposed for

p tation b n March and June 1983 is outlined at
Attachment A. The program has been endorsed by the Education
Committee of IDAC and is based on respomses to the training needs
survey conducted late last year. The survey indicated strong

11 segments of the proposed program, in particular

support. for a

the ¢o@puter security course.

3. The survey indicated strong support also for those courses
which axe packeged for pr fon in Canberra and the States (i.e.

Internal Audit Practitioner's Course, CICA I and IL, ADP concepts
and computer’ security). As a means of meeting the contimual
demand for these courses the Education Committee has recommended
the inclusion in the program of a mumber of short workshops on
guidelines for presenting package courses, to assist departmental
officers from central and regional locations in the preparation
for and presentation. of such courses 'in-house'.

Angeloro one day follow-up workshops

4. You will recall that the fee for the Dav.
on data base and data communications conducted
December last year covered attendance at a one

id Angeloro seminars
in November and
day follow-up work-

L INIRIVIL
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55

provide telephone advice (062-71 7271) b
indicate which of the one
Names of participants from
space below,

Courses for which nominations are no

w_sought
6. Nominations are now invited for

presented before mid-April, 4 list of these courses together
with scheduled dates for Presentation, venue and closing date
for nominations, is at Attachment B. Please use copies of the
enclosed nomination form for each nomination, Telephone advice
(062-71 7728) is requested for nominations likely to miss the
closing date. There is no charge for any of the courses listed
in Attachment B, Brief details of the courses scheduled to mid-
April are included in Attachment ¢,

courses scheduled to be

7. Responses and queries regarding the Program of courses may
be addressed to Mike Matthew (062-71 7728) Implementation Unit,
Public Service Board, Barton ACT.

MLy

W. Turk °
Chairman
Education Committee

Interdepartmental Advisory Committee
on Internal Audit
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March
March
March
March
March

March
Maxrch

April

April
April
April

June
June
June

56 ATTACHMENT A

P Audit Training Progx_'am
glr)oposed Schedule for First Half of 1983

(8

1-4
7-11
8-11
14 and 18
22-23

24-25
28

6-8

6-7
18-20
26-29

16-20
30-June 3

7-9
20-24
30~ July 1

Canberra

Angeloro 1 day follow-up workshops
{am only) Computer Security

(pm only) ADP Concepts
Familiarisation with IBM terminal

i ackages
eral Audit Software Pac
((;g:erview and Audit Analyser)

Package Course Presentation Workshop

(am only) Audit Implications of the
Microcomputer revelution

System Development (2) Bridging
am Internal Auditors

pn CSOs )
Management of the ADP Audit function
Audit Problems of Small Computers

am System Development (b) Case Study
pm Test Data Approach
System Development (c) Advanced Seminar
Internal Audit Practitioner's Course

Audit Problems of Small Computers (repeat)
Management Improvement Workshop

Generalised Audit Software Packages
(Overview and STRATA)
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(8}

February 28 to

March 4

March 7-18

April 5-8

May 2-13

*

Workshops to be conducted
to be determined..

§7

Interstate (scheduled)

asmno s

ADP Concepts.

CICA I and CICA II

Internal Audit Practitioner's

Course

CICA I and CICA II

Package Course

Presentation Workshop*

166

Venue

Melbourne
(Department of
Defence Support

Melbourne
(Department of
Social Security

Melbourne
(Department of
Health)

Perth (Telecom)

( Sydney
( Melbourne

by Implementation Unit on dates

58

ATTACHMENT B

Courses Scheduled for Period up to mid-April 1983

Course Title

Computer Security
ADP Concepts

Familiarisation with
IBM terminal

Generalised Audit
Software Packages
(Overview and Audit
Analyzex)

Package Course
Presentation Workshop

Audit Implications of
the Micro computer
Revolution

(seminar for senior
audit personnel)

Management of the ADP

Audit Function

System Development
Part (a) Bridging
(First presentation)

Dates
Scheauled

March 7-11
(am only)
March 8-11
(pm only)
Two sessions:
March 14 or
Mazrch 18

March 22-23

March 24-25
(half-day sessions
on ADP Concepts,
SBA, CICA and
Computex Security
package courses)

March 28
(Morning and
1ight luncheon)
April 6-7

April 6-8

am Internal Auditors
pm CSO's

167

PSB Closing date
Venue for

(18 = Nominations
Training

Suite)

TS No.2. 23.2.83
TS No.2 23.2.83
75 No.1 28,2.83
TS No.1 28.2.83
TS No.2 7.3.83
TS No.2 7.3.83
TS No.1 14.3.83
TS No.2 14.3.83



2.

3.

b

Brief Description of Secments of ADP Audit Training
Pr

ogram Scheduled for Six Months Endin, June 198

_S\_s_‘:,
Computer Security

A self-instructional, videg-assisted course raising
awareness of a broad range of concepts and techniques
for establishing the security of computer systems ,
including administrative controls, physical security,
controls on transactions, data and networks, and
computer fraud,

Last presented :

Duration 3

]
ADP Concepts }

A self-instructional, video-assisted course providing \
a basic understanding of computer concepts, including
computer hardware and software, data maragement. and
the system development: process.

Last presented :

Duration :

Familiarisation with Terminal Access to IBM

A practical 'hands on' self-instructional session,
introducing the participant to a terminal and providing
some familiarisation with procedures used for
communication between the terminal and mainframe computer,
data entry and manipulation (edit commands) and other use-
ful commands.

Duration s

Generalised Audit Software Packages (GASP)

NOTE:

59 ATTACHMENT C

October/November 1982 (Canberra) i

five consecutive half~days

September 1982 (Canberra)

four consecutive half-days

one day :

The purpose of this suite of courses is to give a
generalised demonstration of the igsues and
practicalities of using GASP's. The courses are
of value to all auditors and, although the STRATA
and AUDIT ANALYSER packages are used to illustrate
the technique and provide some contrast between
packages, they should not be seen as restricted
ouly to auditors in a Burroughs or IBM environment.

168

5.

60

(a) Overview of GASP and Computer-Aided Audit
Techniques

An address and discussion on the use of these
techniques in the audit of systems

last presented : November 1982 (Canberra)

Duration H half a day

(b)  STRATA

i £ packages
A practical introduction to the use o
usgng the STRATA séftware package and terminals
linked to a Burroughs computer for the case study.

Last presented : October 1982 (Canberra)

Duration S one and a half days

(c)  AUDIT ANALYSER

i lyser soft-
A comparative course using the Aud:.:.Ana_y
waremgackage with an IBM linked terminal for the

case study.

Last presented : October 1982 (Canberra)

Duration : one and a half days

Package Course Presentation Workshop

op designed to assist departmental off:!.cers from
:e;'z::ihagd reggrolnal locations in t.:he prepar:at'::.cn znd eorst
*in-house' presentation of the ba§:.c courses 'ADP Conc pts',
'CICA I and II' and "Intermal Audit Practitioners c;uﬁe s
and the 'Computer Security' course. {xppz-oxir_nately 2, f e
a day will be spent in guiding participants in the packag
presentation of each of the four courses.

: from one to four half days (nominations
puration will be taken for separate segments).
Audit Implications of the Microcomputexr

i £ films
hort. seminar on the topilc based on the series o 1
e’l‘;eOSilicon Factor' and to be presented by Mr M. Harris
of CSA. (refer to SESSION OUTLINE enclosed)

Duration : half a day

169 e /3



7.

8.

9.

10.

61

System Development (a)

. Bridging (for.th i
techeintes) ose not familiar with structured

Duration : three consecutive half-day sessions

. Bridging (for ¢S0's 1a i i
S cking internal audit

A video-assisted course providing an introduction

to the conce t of internal controls for computer-
D! utrols £ £

Duration : three consecutive half-day sessions

Management of the App Audit Function

ga ::;];::osofgisgﬁef Internal Auditors and their ADP Audie
S current ma;
potential solutions in App aud:z%::?nc preblens and

Duration : two days

Audit Problems of Small Computers

course on audit and control considerati
A di ons of small
computer Systems iﬂVUIViﬂS a practical iﬂtrOdUCtiou to

the use of the 4 le micro-
e u accouncingpgackag:§° computer (a case study based

Duration :

three days

System Development (b)

Practical Case Stud:
i y (for those 1.
experience in systems developmentiu*ing practical

be appropriate.

Duration : four comsecutive half-day sessions

170
)

11.

32,

14,

15.

62

Test Data Approach

A short course explaining the use of test data in
establishing the accuracy of processing logic and the
existence of system controls; involves practical
assignments.

Duration : four consecutive half-day sessions

System Development (C)

Advanced Seminar for Internal Auditors and CSOs. A
course providing participants with the knowledge to
build auditability, controllability and efficiency
into systems during the development process,

Duration : one week

Internal Audit Practitiomer's Course

A course providing a basic internal audit methodology
and covering planning, control analysis, sampling and
reporting.

Duration : one week

Management Improvement Workshop

This consultant-led workshop has been presented by the
Board over several years for staff with internal
consultancy responsibilities. (A copy of the timetable
for the 1982 courses is enclosed.) The workshop
has been noted by IDAC as a desirable course for those
internal auditors involved in audit projects concentrating
on efficiency and effectiveness issues,

Last presented : October 1982 (Canberra)

Duration : one week

CICA ¥ and II

A video-assisted package on basic audit and control
guidelines, covering minimum standards of intermnal
controls for (batch) computer-based systems and
techniques for the evaluation of those controls.
Duration : approximately two weeks
The package is available to organisatioms for in-house
presentation at any location.
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63 64
SESSION OUTLINE

WDEcTi-Inbucon
The Audit Implications of the (

Micro Computer Revolution -
£ &
- - o 2
R . R . 3 . =48 kel
There can be Tittle doubt about the enormous impact micro computers are going to &5 22§ Ea',é ) a® :
s : 2 . Py N = o Ot “ o cunc .
have on our society., Their impact is being felt already in government bodjes _§ s sm8 f_,“ E"é 2> = %E’g% g
. . . QO 60O - . o a -4 E
and have generated much interest. An example of this interest vas the October Pt gi;% g-E : 2 2 E%’g’ﬁ%
_ i . I £2 2 £cua G
monthly meeting of the Australian Society of Accountants (ACT Division) that Z 5%5;‘3?% 2 8‘3;} EE ﬁ E :iE
o [ Eoh 305~
attracted over 200 attendees, El 92852, 2233 Fiaiésu
3 N 2
. . . ) . % 253 g3
This seminar looks at the impact of micro computers on society and considers the -3,“ b4 E =& o & %
P . ; s . = -] A
control and audit implications, It s not intended as a technical session on E: 8 ;%ﬁ 'gﬁ gé%
2 . Y : y - 4 L b4 o
how to program or audit micro computer systems. Rather it is aimed at senior -3', 8 "f'.; i 3'_’=-;° '5:‘ 25
: . N . o . ey ¥ Qo i3
audit personnel and is intended to provide them with an awareness of this technology 2 55 :‘;E,; %3 §§ 288
Coos cor s a8 53 .% =g 288s 2 558
and set them thinking about how to cope with it. 2 22cs ESE Tl &3 £a ER-R]
3 5gER R Ee 52 a3 i
Bl as=pm
The seminar is structured around the highly regarded three-part B8BC documentary " 3
V] . y : ry H 29
"The Silicon Factor”. Each film demonstrates different applications and developments H BE - b ED a 22,
- r Py Iy 4 Lo H -~ N
of micro computers., The films are followed by discussion-based periods on the §g-:=’, 2 2" g 3'3 2. Ed _5
: 3 - Y Py -] ° ' =4 =B = EY
control and audit implications. The handout material reflects current experiences 5% »8H 2: ] E’c:.i w 5.2 H
. . R . . .. Ul 03 o > - . A .3 -4 £ .y
with micro computers and the growing alarm about them being felt by audit practitioners | E SE&dg wiB 8 Blgwl3 °g § g
. s . : s £E8089S as - E¥Eq
and being noted in the professional Titerature. Staff who have attended similar g 8% EET | EEdsn 3%E32% sagd
. . . gl = £ R0 SEZ e
sessions at the Auditor-General's Office may prefer not to attend although the g 292838 © O nE2EE
updated material and matters raised during discussions should prove worthwhile. - \ - § )
-] a Sanb o @
e EP 3
2 7 QLE w42 LI} » :
ry s : s 'y 'y e s o ] 2 o~
The session leader will be Michael Harris who is a Senjor Member of Consulting , s & §,5 . §E§ & _;,5_4 = 'Eg z
. . . 1 "y ol D e B 5 50
Staff with Computer Sciences of Australia (CSA). The session runs for 34 hours R 2g88s, 387540 so . 2
. H " W S B P B om
and will commence at 8,45am. Although questions and comments are encouraged = E59% e R g §§§é %% 2
. . S 0 o [ At e £
throughout the sessions, CSA invites al} attendees to stay on afterwards for a g %8 EH 20583 58553)] &EQ g
Y Y s K} <o -
light luncheon of sandwiches and tea/coffee to meet Michael and to permit further . o
'Y : . ry : 5 - 0 -
discussion in an informal environment, o & 8 M P L% N '53
2 g¢ TE e wo 285 =aq
83 §2 &% wr SE1 BTV =5
288 T a8 6 @& ©gEa 382
| §88 8z 28 3 80l 383y 41843
=< 3 dei D 28£55 g =al gl &2
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65 Appendix C

IDAC AND 1DAC SUB-~COMMITTEES:COMPOSITION AS AT 31 DECEMBER 1982

Interdepartmental Advisory Comsitise (IDAC)

Chairman: Mc.f.C.Pryor OBE - Public Service Board
Alternate Chairman: Mr.J.H.Foley - fublic Service Beard
Members: Mo, <Humphoy = Finance
Mr.A.Taylor =~ Auditor-Gensral’s 0ffice
Mr.R.Seith = Adainistrative Secvices
Mr.R.Richards - Detence
Me.J.Gibson - Foreign Affairs
Mr. W, Turk ~ Health
Mr K, Crawford = lndustry and Comserce
Me.T.Murphy =~ Sccial Security
Me.V.Nitchell =~ Australian Taxation Office
Mr.D.Stesle - Transport and Construction
Mr.J.Cosgrove =~ Vaterans’ Atfairs
Exegutive Officer: Mr.J.Russell - Public Service Board

Interdepartmental Education Committew

Chairman: MW, Turk
Assistant Director~General
Internal Audit Sranch
Departaent of Health
PHILLIP AC.T. 2006

Interdepartmental Standards Committee

Chairman: Mr.T.Murphy
Assistant Director~Gemeral
Internal Audit Sranch
Departaent of Social Security
PHILLIP A.C.T 2606

Interdepartaental Committee on Audit Practice

Chairman: Mr.V.Mitchell
Assistant Commissioner
Internal Audit Branch
Australian Taxation Office
Langton Street
PARKES A.L.T, 2600

laplesentation Unit

Ressarch and admainistrative support for IDAC is provided by members of
an laplesentation Unit lacated in the Public Secvice Board’'s Nanagenent
Systess and Efficiency Division. This Unit is headed by an Assistant
Commissioner Mr.J Russell) and is responsible for the administration and
day-to~day control of the internal audit and other devalopnent prograns
supported by the Board. Thn»Proqrqn Manager for the internal audit
development program is Hr.John MacGregor. The Unit is staffed pactly by
officers of the Board and partly by perscnnel seaconded from departments
to assist in the development and delivery of the program,
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Appendix D

LT

TS,
L
P
By
y and Commerce,
L1

Centre,

SOUTH AUSTRALIA SOOT

QUEENSLAND 4000
Telephone: (OB)2285557

WESTERN AUSTRALIA 4001

Telephone: (0713219761
TASHANIA 7G00

Governaent Internal Audit 6roup,
Telephone: (002381104

Governsent Internal Audit Grou;

Government Internal Audit Srouy

€/~ Police Departsent,

3rd Floor, 80 Elizabeth Street,

€/- Box 2052 &PO,
C/- Department of Induste:

ADELALDE
GPO Box A9,
Mr.B.J.Hollovay,
HOBART

Government Internal Audit Discussion Grou,
PERTH

€/~ Internal Audit Section,
Department of Vetecans’ Affairs,

Governeent Internal Audit Grou

C/- Detence Centre,

Institute of Intecrnal Audito
350 St.Kilda Koad,

Governaent Liaison Committee,
C/- Director (Internal Audit
P.0. Box 70b,
Telephone: (D2) 2642308
HMELBOURNE VICTORIA 3004
Telephone: (0316975867
Australian Government

295 Ann Street,

BRISBANE
Telephone:(D7)2252138

DARLINGHURST N.S,.W.- 2010

He.G.Hilton,

Hr.B.Julifs,

Me.J.Halane,
Secretary: Me.G.E.Ccuttenden,

Secretary: Mr.N.P.Hilliams,

Convenors
Convenor:
Convenor:

PROFESSIONAL BODIES AND OTHER GROUPS INVOLVED IN THE INTERNAL AUDIT GEVELOPNENT PROGRAN
Chalvaan:

Nev South Wales
Victoris
Gueensland

South Australia
Hestern Australis
Tasmania

GOVERNHENT INTERNAL AUDIT GROUPS
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APPENDIX F

INDEX TO IDAC DOCUMENTS

PAPERS 1IN THIS. SERIES

Subject
Viability of Small Internal Audit Units (November 1979}
Audit Committees (March 1980)

Independence and Internal Audit in the Australian Public Service
{December ‘80)

Quality Assurance for Internal Audit (Vo) I} Quality Assurance
Checklist Questionnaires {Vol II)} {December 1980) (Republished as.
Training Document 9).

The Development of Departmental Arrangements for ADP Auditing
(June 1981)

Glossary for Internal Audit (May 1981}

Internal Audit in the Australian Public Service - Responses to the
JIC Questionnaire of December 1980 (May 1981).

Horking Papers for Internal Audit (April 1982)
Planning for Internal Audit (October 1982)
Survey of Internal Audit in the Australian Pubiic Service (May 1982)

MethodoTogy Report on an ADP Audit in the Department of the Capital
Territory (June 1982)

Methodology Report on an ADP Audit in the Department of Health
{dune 1982)

Role and Scope of Internal Audit (October 1982)
Index to ADP Audit Material (October 1982)

Survey of Internal Audit in the Australian Public Service (May 1983)
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TRAINING DOCUMENTS.

while prepared for use in training courses these documents are also of
general interest.

1 Working Papers for Internal Audit*
Planning for Internal Audit*
statistical Sampling for Internal Audit*

2

3

4 Reference Documents
§ The Exit Interview*

6 Réporti ng Internal Audit*

9 Quality Assurance for Internal Audit

d
ed as part. of a teaching nodule on the subject, an
¥ ;:ﬁgzﬂy 1n20rporat1ng case studies, and exercises.

OTHER _PAPERS

Senfor Management and Internal Auditing - Summary of an Address
given by Mr F.C. Pryor OBE (1979)

- by Joint
acting-out of Internal Audit services - Report
g;:%:mentagﬁon Committee on Internal Audit (1981)

strategy for Development of ADP Audit Training' (Suly 1982)
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A - Terms of Reference

1. ' iscussi
Prepare a discussion paper on audit committees

for consideration within IDAC which:

(a) discussas the objectives of, and the extent to
which, audit committecs have been accepted overseas

and in Australia in the private amd public sectors

(b) identifines the advantages and disadvantages which
wight pertain to audi: commivtzes established
wirhin APS departments and statutory authorities;

’
and

(c) provides guidelines on the composition and role

of audit committees for the cousideration of
departments and authorities contemplating the

establishment of such committees.'

Nz
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B - Summary and Recommendations

2. In overseas countries such as USA and Canada there
has been a substantial increase in recent years in the
number of audit committees operating in the private sector;
a similar trend is now apparent in Australia. These audit
committees are, in effect, sub-committees of the boards of
directors in the companies concerned. An audit committee
in a company usually consists of non-executive directors,
it operates as a check on the company management, and it
advises and reports to the board. The development of this
particular form of organisation has been strongly influenced
by demands that boards of directors should be more accountable
to the investing public. The audit committee is therefore
designed to provide some assurance to the board and to
investors - over and above the formal reports of the
external auditors - that the management is maintaining
adequate financial and other controls.

3. Audit committees are not as prevalent in the public
sector. Nor are any audit conmittees comparable to those
in the private sector currently operating in Commonwealth
or State departments in Australia.

4, While the working party has no wish to minimise the
importance of accountability in the public sector, it is
not satisfied that the conditions giving rise to the
emergence of audit committees in the private sector, ox
the assumptions on which they are based, exist similarly
in the public sector.

5. The working party does see a need, however, for the
establishment in departments of strong departmental

audit committees, chaired by the Permanent Head or his
deputy, to oversee the whole spectrum of internal audit

activity and the review of significant matters arising

185 vel/S
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from external audits. We believe that the establishment

of a senior management committee of this kind would
significantly assist departments in achieving and maintaining
satisfactory internal audit operations and standards.,

6. As we see it, a departmental audit committee would
be concerned primarily with appraising the planning and
efficacy of the department's internal auditing activities.
It would not be concerned with matters of day~to-day
administration or queries on specific matters, In many
cases, the audit committee would only wish to see summary
copies of internal audit reports, or reports which are the
bases of disagreement between auditors and auditees; in
some cases, the audit committee could require copies of all
internal audit reports to be submitted to it. The audit
committee would be responsible for ensuring that appropriate
follow-up action was taken and that the auditing activities
of the department were being conducted efficiently, The
committee would therefore be particularly concerned with
the internal audit program and with the standards of
internal auditing, It would also be concerned with the

more general questions arising from the department's
relationships with the Auditor-General, the Government and
Parliament on auditing matters, Further details of the
proposed role and composition of departmental audit
committees are given below.

7. The working party recommends. that all Public Service
departments and authorities with. internal audit organisations.
consider appointing a departmental audit committee along the
lines set out in this paper and in the attached guidelines.

186
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¢ - GENESIS, DEVELOPMENT AND OBJECTIVES OF AUDIT COMMITTEES

8. Audit committees first emerged in their present form
in the United States of America, when in 1940, the New York
Securities and Exchange Commission (SEC) recommended their
formation following a corporate scandal in a public company
in New York, in the late thirties. The concern on the part
of the SEC was taken up by the professional accounting
bodies and in July 1967, the American Institute of Certified
Public Accountants recommended the formation of audit
committees in publicly-owned companies. In November, 1968,
the Canadian Institute of Chartered Accountants made
recommendations for legislation which would make such
committees mandatory.

9. Since then, the increased public concern about the
veracity of reported financial information from public
companies together with judicial decisions holding directors
of such companies responsible for the liabilities resulting
from misleading financial information, have expedited the
fotmat:i‘.on, and use, of audit committees in corporate
business operations.

10, Typically, an audit committee in a public company is
a sub-committee of the Board of Directors. The precise
objectives of an audit committee will vary from company to
company, but. usually include

. Evaluation of the standards of internmal control
. - Examination of intermal reporting
Requirements for intermal audit
Review of financial statements and

other financial reports before release
Liaison between the external auditors and the

company
Nomination of external auditors
Review of reasonableness and adequacy of audit fees.

edl?
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The objectivity of an audit committee is a prime
consideration and this has been enhanced by appointing
at least a majority of non-executive directors., It is
argued that their legal responsibilities, coupled with
a remot from the manag it and day-to~day runming

of an organisation, enable a more objective and intensive
consideration of financial reporting and internal comtrol.
11. The aim of the audit committee is to ensure that
internal and external financial reporting is appropriate
and that internal and external audit procedures are
effectively carried out., The involvement of audit
committees in the private sector with the external auditors
of the organisation can be extensive, including review of
proposed audit coverage, identifying 'sensitive' areas
deserving particular audit attention, and negotiation of
the related audit fees, In the absence of an audit committee,
such dealings would be between the organisation's management
and the external auditor, In this way, audit committees
may enhance the independence of the external auditor in
relation to public companies.

12, In 1972, the SEC stated that effective audit
committees could afford 'the greatest possible protection
of investors' (3, p.8) and reaffirmed its support for audit
committees, In 1974, the SEC adopted rule changes requiring
registrants to disclose the names of audit committee membexs,
or to disclose the fact that no audit committee existed.

All companies listed on the New York Stock Exchange were
required to establish audit committees by June 30, 1978.
Such committees were to be -

'comprised solely of directors that are independent
and free from any relationship that, in the opinion
of its Board of Directors, would interfere with the
exercise of independent judgements as a committee
member' (3, p.8).

o /8
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13, The literature indicates that these committees have
been used to
. h the independ of public~company auditors,

both internal and external, and
. provide assurances that their services are used
effectively;
. ald management in fulfilling its responsibilities
for financial reporting to the public,
. cope with corporate image problems resulting from
tarnished credibility in financial reporting
. provide better avenues of communication between
boards of directors and the internal and external
auditors, and
. initiate required changes in systems of internal
control,
14. Audit Committees have carried out these duties in
pre and post-audit interviews with external auditors, and
exercised close and continuing oversight of internal audit
operations, financial statements, and the adequacy of
internal control systems,
15, Acceptance of committees in America has been widespread,
and the official pronouncements of accounting bodies, the
New York Stock Exchange, the Conference Board, The American
Society of Corporate Secretaries, and many others have all
endorsed the use of audit committees in public companies
(19, p.2). Surveys of American corporate opinion, such
as that conducted by the American Institute of Certified
Public Accountants, point to their usefulness in the public-
company sector:
'The large number of companies that have voluntarily
formed audit committees and the comments we received
about the operations of many audit committees are
evidence that many boards of directors find audit
committees to be useful ...

ed/9
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the apparent widespread satisfaction with the
performance of audit committees will encourage
more corporations to voluntarily form audit
committees’ (28, pp 7 and 4).
16. Against this it may be said that adéi: committees
can be a source of conflict. and misunderstanding between
management, the committee and the auditors, and can lead
to the undermining of the authority of senior management.
Two particular kinds of problems may be instanced. First,
a committee with ill-defined functions may encroach on
areas that fall exclusively within management's province.
Secondly, senior management may feel that the activities
of the audit committee reflect on its competence or
integrity. The first problem has been met by clearly
defining the functions of the committee; the second by

having it repr d at meetings when decisions
affecting management are to be taken.

17. Expressions of apprehension about audit committees
are varied. 'A company's financial affairs' said the
Chairman of Unilever, ‘are the collective responsibility
of the whole Board; they cannot be shrugged off onto a
select few, at least half of whom are not involved in the
day to day running of the company' (19, p.13). This serves
to highlight two points - directoxrs do have significant
legal responsibilities no matter how remote they are from
day to day running of an organisation; and it should not
be envisaged that the members of the audit committee would
shoulder all responsibility - rather, they should work to
the full board and assist it in the fulfilment of its
responsibilities. Also, the Treasurer of Stewart Warner
Corporation, in a letter to the New York Stock Exchange
commented: ‘'so far as we know, no evidence exists to
support the frequently advanced view that the use of Audit
Committees results in improved financial reporting, better
internal financial controls, and a higher level of investor

confidence in reported financial results'. (19, p.13) .../10

Ly
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18. similar fears were expressed in England by the
Confederation of British Industry, when, whilst conceding

that 'experiments with audit committees would be valuable',

it was noted that 'where they were set up they should operate
as an integral part of the board's way of conducting its
business, not as a separate or independent supervisory body
which could interfere with the operation of management' (16, p.525).
This observation tends to reinforce the point made in
paragraph 16, above, in that the audit committee's charter
should clearly identify its areas of responsibility and
relationships with the full board and the management of

the organisation.

19, In Australia, Canada and the United KRingdom, the
acceptance of audit committees is becoming more widespread.
Audit committees are mow statutorily required for all public
companies in Canada which have jissued securities to the public.
There are presently no legislative or regulatory requirements
for audit committees in Australia, but institutional and
judicial criticism on the adequacy of internal and external
audit in certain public companies in Australia, together

with official encouragement by professional bodies such as
the Australian Society of Accountants, and the Securities
Institute of Australia, is leading to much greater acceptance
of audit committees. A recent survey in Australia indicated
that at least one in four of fifty public companies surveyed
have audit committees (14, p.17). Data from this same

survey further suggest that at least one in two of those

public companies have, or intend to establish, audit

committees.

20. A comparison of the size, composition, and frequency
of meetings for audit committees in public companies in
Canada, America and Australia is contained in Appendix A.

It will be noted from these data that the average size of

191 Lo /11
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an audit committee is three to four personms,. the majority

of whom are, in all cases, external directors. The use of
these external members (non-executive directors) has been
stressed in the literature and, as will have been

noted, is a characteristic of public-company audit committees
in all three countries,

21. The usefulness of the contribution of non-executive
directors has been phasised repeatedly in the lite re,

where they have been seen as providing critical, creative
and independent thought, as a means of 'e'nsuring that
possible alternative courses of action are properly debated
and that courses of action are subjected to prior examination
to ensure that the risk is justifieg' (30, xiii), Ppublic-
company problems in this regard seem to concern the finding
of suitable candidates who would be available to take on
audit committee duties. Although there is no specific area
of background experience which is considered most appropriate
for a potential non~executive director, it has been 'considered
desirable that candidates should be able to show evidence of
a reasonebly broad range of industrial, commercial, financial
or other suitable experience at a senior level' (30, xiii).
This has generally meant that the majority of them have been
recruited from the ranks of senior executives already

holding down full-time jobs in other companies.

Overseas Government-Sector Experience with

Audit Committees

22. -Enquiries to the Civil Service Department, in

the United Kingdom, have established that four government
departments have audit committees. These are the Civil
Service Department itself and the Scottish Office, whose
audit committees meet twice a year, and the Departments of
Trade, and Industry. No documentation on the role, method
of operation, or membership of these committees was

veaf12
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available, though it is known that none of the committees
usus external members. The department noted that the
concept of audit committees has not generated much interest
in the U,K, Civil Service.

23, In Canada, a few departments, such as Transport
Canada, have audit committeecs, but no information on their
composition, role or method of operation, was available.
0fficial Canadian sources (such as the High Commission)
conductzd a thorough search of their library, and were
unable to find any material which would have provided
assistance; neither has anything on audit committees been
published in any issues of 'Optimum', the Canadian Journal
of the Bureau of Management Consulting, Supply and Services,
from 1971 to the present. Informal advice from two
Australian Government officers who have worked, on exchange,
in Canadian Gover'ment Departments, has confirmed that the
use of audit committees in Canada has not been very
extensive., However, the subject is being examined, as
evidenced by the Final Report (March, 1979) of the Canadian
Royal Commission on Financial Management and Accountability
(29, pp 263-5) which recommended that ‘audit committees

be formally created in all departments and that they
comprise at least the deputy head {depuLy Secretary in
Australia; and two members from thé ranks of senior
executives of major corporations and organisations in the
private sector.' (29, p. 265).

24, In his Annual Report for the year ended 31 March 1978,
the Canadian Auditor-General reported in Chapter 12 on

a recommended approach to comprehensive inter-ial

auditing within gavernment. He recommended, inter alia,
that 'audit groups (within departments) should have the

leadership and support of an audit committee composed of

senior management and suitably quali“ied persons from

193
.. /13



- 13 -

outside the department to provide additional objectivity.
Preferably the deputy head [deputy Secretary in Australia—]
or a person of equivalent stature from inside or outside ;he
public service should chair the audit committee' He said
that 'the committee should provide guidance and support to
the audit group by:

. approving [internal] audit plans and programs;

. ensuring that all programs and activities of the
department are considered when selecting areas for
audit;

. discussing [internal] audit reports and findings
and identifying how findings in one area might
relate to other areas;

. seeing that corrective or preventive action is
taken on audit findings;

. considering matters raised by the Office of the
Auditor-Gemneral;

. assessing the adequacy of resources for the
[internalj audit activity; and

. advising on the appointment of the head and members

of the internal audit group.'

Elsewhere in his 1978 Report, the Canadian Auditor-General
included comments on internal audit arrangements of a small
numbexr of departments. A common feature in most of these
departments is the involvement of Deputy Ministers [Permanem;
Heads in Australia] in top~level oversight of the internal
audit function.

25. No information on American Government experience of
audit committees was obtainable, either through official

sources, or through the literature search.
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D -~ AUDIT COMMITTEES IN THE AUSTRALIAN PUBLIC SERVICE

The Present Situation

26. The present situation is that no audit committees
comparable to those in the private sector are currently
operating in the public sector in Australia,

27. In the Australian Public Service, one department

has an audit committee which has been operating for more
than a year, having held nine meetings in the twelve months
to September, 1979, This committee has concerned itself
primarily with queries raised by the Auditor-General, but
its terms of reference also include responsibility for
meintaining a general oversight of the department's internal
audit activities. A second department was found to have
made provision for an asudit committee, its proposed role
being to consider requests for special audits, or extensions
to the scope of internal auditing activities into operational
areas, and to make recommendations to the Permanent Head..
Another department had prepared an internal audit strategy
which envisaged the establishment of an audit committee
which is to meet quarterly and concern itself with both
internal and external audit matters. Since October 1979,
i.e,, during the course of the working party's research and
discussions, four other departmeuts have indicated that they
intend establishing a departmental audit committee. The
terms of reference of these committees indicate that they
will be concerned primarily with internal audit matters.

In some cases, appointments have been made. There are thus
(at March 1980), seven Australian Government Departments
who have established, or propose to establish, departmental
audit committees of one kind or another.

28. Our inquiries in the Northern Territory and in all
States indicate that only two State departments (both in
South Australia) have made any use of audit committees and

in each case their role has been restricted to dealing with

v /15
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queries from the State Auditor-General on whose initiative
both committees were originally established. One of these
committees was recently disbanded, The other committee is
basically a liaison group comprising three senior managers
and the chief Intermal Auditor from the Department and two
senior auditors from the State Auditor-Genmeral's Office.

29. Notwithstanding the absence of audit committees in
departments in the past, a number of departments and
authorities have for many years appointed a senior officer
to consider and co-oxdinate both responses to, and action
as a result of, queries by the Auditor-General.
Comparability with the Private Sector

30. Many of the problems involved in ensuring that the
audit function is carried out efficiently are common to both
the private and the public sector. In both sectors, for
example, there is a need for the organisations concerned to:

. maintain appropriate contact with the external
auditors and ensure that any deficiencies brought
to-notice by the external auditors are appropriately
dealt with and any other necessary follow-up action
is taken;

. carry out similar activities in respect of the
administration of the internal audit program;

. keep under review the quality of the internal audit
operations and the adequacy of the orgeni’sati‘oné's
internal comtrols.

31, For reasons given balow there is a strong case, in
both the private and public sectors, for establishing

special machinery, such as an audit committee, to deal with
such matters. This is not to say, however, that audit
committees of the kind which operate in the private sector
can be transplanted into the public sector without some
adaptation. Thus it is important to note that the composition
and modus operandi of audit committees as they have developed

/16
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in the private sector have been greatly influenced by the
need for greater public accountability arising from the
respective functions of and relationships between boards of
directors and company managements. In the private sector
both the board of directors and the external auditor are
regponsible, separately and in different contexts, to a
common body, the shareholders. The shareholders can dismiss
both the board and the external auditors and therefore have
some measure of control over them, There is no equivalent
in the public sector. As indicated in Section C an audit
committee in a company is normally appointed by the board

of directors, its membership is independ of t
(the members mostly consisting of nom-executive directors),
it operates as a check on management, it advises and reports
to the board, and it is designed to provide some assurance
to the board and to investors - over and above the formal
certifications of the directors or the external auditors =
that the management is maintaining adequate financial and
other contxols, Much of the driving force for the establish-
ment of such audit committees stems from the fact that boards
of directors are vulnerable and may not be meeting their
legal responsibilities as clarified by decisioms handed
down by the courts if they leave such checks entirely to
the extetnal. auditors, In this context, audit committees
serve as a source of direct information and advice
concerning the controls being exercised by management.

32. However, there is no direct equivalence between

the public-company sector, and the government sector in
this field, in that the significant personal liabilities

of directors of public-companies in Australia and the
United States do not have a direct counterpart in the
Australian Government sector. Apart from those public
enterprises which are organised in much the same way as
public companies the situation in the public sector is

/17
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very differsnt. Public accountability considerations are,
of course, no less important in the public arena but the
methods of achieving that accountability need to take account
of the way in which public administration is organised as
between the Parliament and the Executive, Thus there are
already in existence in the public sector a number of review
and appraisal bodies carrying out public accountability
functions. In this connection the Auditor-General plays a
key role in transmitting his report to the Parliament. (and
informing the public) on the administration of departments.
These reports are followed up by the Joine Committee of
Public Accounts which also conducts, in its own right,
enquiries of a review and appraisal nature. The public
review and appraisal process is, of course, an essential
feature of the Parliamentary system and a large number of
other Parliamentary Committees (such as Estimates Committees)
also foster the process of public accountability,

33. These accountability processes referred to in
paragraph 32 are, in a sense, external to the departments
concerned., Departmental audit committees, however, would

be more internal to an organisation, and it seems appropriate
to suggest, before considering the need for such committees
in the public sector in the next section of this paper, that
they would be supplementary to the public accountability
processes identified above by assisting permanent heads

in the management of their departments,

34, A further significant difference arises from the

fact that the role adopted by audit committees in the
public-company sector in relation to the selection,
Temuneration and performance of external auditors is not
appropriate in the Australian Government Sector.

The Need for Departmental Audit Committees

35, Nevertheless, we see a need for the establishment

of departmental audit committees, particularly in those

ced/18

18.

departments and authorities large enough to support a
viable intermal audit unit. We believe that such a committee
can and should play a key role in respect of auditing matters.
We believe it should be chaired by the Permanent Head or his
deputy. In effect it would be a senior management committee
which, subject only to the overall direction of the
Permanent Head, would be responsible for the general over-
sight of the department's auditing arrangements. It was
recommended in the Coopers and Lybrand report that depart-
ments should set up audit committees of this kind.
36. The main argument in favour of setting up such
departmental audit committees in addition to the normal
administrative arrangements is that a senior committee ‘
of this kind should be a more effective means of encouraging
and maintaining adequate audit arrangements. Internal
auditing is. an activity which depends very heavily om ?he
support and guidance of departmental management and this
support is more likely to be provided on a regular and
continuing basis if the Permanent Head or his deputy can
call on the services of a senior management committee which
meets regularly and reviews the department’s auditing
activities and problems in a systematic way. A committee
arrangement of this kind also helps to ensure that auditing
activities are co-ordinated adequately with other management
advisory activities in the department and that the depart-
ment's auditing activities (including the standard of its
internal auditing) are appraised against the background of
the overall aims and policy objectives of the department.

The Role of Departmental Audit Committees
37 We considered that an important role of a departmental

audit committee would be in the improvement. and maintemance
of standards of performance of internal audit.

38, This role in relation to internal audit (for which
some of the questions in the list in Appendix B, Part A,

«ea/19
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are pertinent) will have the effect of requiring the chief
internal auditor to convince the departmental audit committee
that a quality assurance program has been developed, and
maintained, and that systems are adequate, In some
circumstances, departments may wish to consider referring
financial statements to the departmental audit committee
for review, provided the release of such statements is not
thereby delayed. Closer attention by senior departmental
officers to the operational aspects of the internal audit
unit would, it is felt, lead to improvements in the quality
of management in internal audit units. Matters which
might be considered by departmental audit committees in
relation to operationmal management aspects are. outlined
in Appendix B, Part C,
39, We thought that this. role in relation to internal
audit might include, as a minimum, the following
responsibilities
. agree the strategic audit plam developed by the
chief internal auditor
. agree the annual plan
. agree to changes to the two plans on advice from
the chief intermal auditor
. ensure that the chief internal auditor establishes
and maintains a quality assurance program to
evaluate the operations of the internal audit function
in accordance with Management Standard MSB.*
. receive summary reports from the chief internal
auditor covering activities of the Internal Audit
Section
. advise on the adequacy of internal controls, and'
accounting methods
. recommend to the Permanent Head follow~up action
on any of the above matters.

% See the Statement of Interim Internal Auditi
ng, Standard
Attachment A to the Public Service Boaxrd C:chglar oS, ac
1979/8 of 30 April, 1979,
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40, The effect of this role could result in the following
improvements for the internal audit unit

. enhanced status and increased independence

. a forum for consideration of audit plans and
methodology by senior management

a forum for discussing chief intermal auditors'
opinions on the adequacy of financial and

other controls, and any other matters.

41, A departmental audit committee should be responsible
for ensuring that all queries or other matters raised by
the Auditor-General in relation to the department have
been dealt with. In this area the committee's role is
primarily one of monitoring action on Auditor-General's
queries and general liaison with the Auditor-General's
Office where necessary. Close liaison will be mecessary
in relation to overall standards of internal audit
performance, Examples of matters which may be considered
in consultation with the Auditor-General's Office are
detailed in Appendix B, Part B.

Membership of Departmental Audit Committees

42, Members of the departmental audit committees. could
be drawn from the following positions within the

organisation

. the permanent or statutory head

. deputies to the permanent, or statutoxy head,
and

. heads of divisions or braunches

though we thought that it should be stressed that we are

not recommending that ex-officio status should necessarily
be the basis for membership. We thought that attention
should be given to the personal qualities required for
committee membership. We believe that, carefully chosen,
departmental audit committees would provide a useful stimulus
to the improvément of both internal audit and mapagement
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practices in the public service. All audit committee
members, whether internally ox externally selected, would
need to be independently-minded senior managers, creative
and yet rigorous in their thinking, and with a wide range
of interests and experience,
43, This selection task could, perhaps, be made easier
if the concept of 'floating~membersh1p’ of departmental
audit committees is utilised, This suggestion (from the
working party) is that membership of audit committees
could change, according to the subject matter on the
committee's agenda, with some members being co-opted by
the Committee as required. This could result in more
productive use of the skills and experience of the senior
managers who serve on these committees. We noted, however,
that adopting the concept of floating-membership would
result in audit committees not gaining the benefits arising
from continuity of membership,
44, The working party did not feel that the heavy
emphasis in the public-company sector on the need for
external members of audit committees was necessary, or
desirable, in the Australian public-service enviromment.
The one audit committee which, at the date of writing, has
been operating for some time in an Australian government
department does not have any external members; nor is it
envisaged that external members will be used on any of
the avdit committees which other Australian government
departments have indicated they intend to set up. Whilst
the committee which is operating in a South Australian
government department does have external members, we
considered that since these external members are represent~
atives of that State's Auditor-General's Office, and that
the role of the committee is limited, as mentioned in
paragraph 28, above, to major external audit Queries,
the committee was not an audit committee as envisaged by
the working party, or as discussed in the literature.

ve/22
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However, we considered that there may be advantages in
having one external member. This person could contribute
independent, critical and creative thought which might
question policies being pursued, and ensure that possible
alternative courses of action are properly debated.

45, It will be the case that some public service
organisations may not require the comprehensive advisory

and review function provided by a separate audit committee,
as recommended in this paper. The role of an audit
committee may be encompassed by existing management or
liaison groups, This latter approach would represent a
partial implementation of some of the activities of 2
departmental audit committee, and as such would provide
valuable experience for anm organisation in dealing with

some of the activities of audit committees. This experience
could be invaluable if, at a later stage, the development
of financial and audit complexities require the organisation
to consider the establishment of am audit committee with

the role and responsibilities recommended in this paper.

Role of the Chief Intermal Auditor

46, The successful operation of departmental audit.
committees will depend in no small measure on the establish-
ment and maintenance of close working relationships between
the Committee and the chief internal auditor. The setting
up of an audit committee should not destroy, rather it .
should compliment normal working relationships which obtain
between the chief internal auditor and the Permanent Head
(or his nominee) to whom the chief internal auditor reports.
Nor, in our view, would it normally be appropriate for the
chief intermal auditor to be a member of the audit committee

especially if, as we suggest, one of the main tasks of the
committee is to appraise and endorse internal audit plans
and performance. At the same time it is highly desirable
that the chief internal auditor be present. at most, if not

vea /23
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stances,

is kept
in circum

such an arrangement would

Guidelines on the composition, role and operation

full benefit of the auditor's advice and experience, but

closely informed of the thinking of the higher management

on all major aspects of the department's auditing activities.
GUIDELINES

of departmental audit committees are attached in Appendix C.

help to ensure not only that the committee receives the

also that the chief internal auditor himself

It may be necessary to modify these in certa
to meet the needs of individual organisations.

all, meetings of the committee;

E.
47.
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APPENDIX B
Examples of Questions which Departmental Audit
Committees Might Need to Consider

The following questions are intended as indicative
examples only. The audit committee will exercise its
own judgment and initiative to pursue lines of enquiry
relevant to the operations of the organization. Discussions
between the audit committee and the Auditor-General will
need to be conducted in the recognition of the particular
role and vesponsibilities of the Auditor-General,

The questions are arranged in three parts: Part 4,
internal audit matters; Part B, external audit matters;
and Part C, operational management aspects.

PART A - INTERNAL AUDIT MATTERS

(It may be convenient for the audit committee to require
the chief internmal auditor to cover some, or all of the

issues canvassed below in a written submission for the audit
committee meeting).,

1. On consideration of the initial Strategic Audit Plan

. What were the plamning parameters within which the
strategic audit plan was developed?

- 7Tequirements of the charter

~ restricted systems and/or locations

= over how many years in general are there
variations in the cycle as. between
various manageable audit tasks,

- internal audit resources

. How were the elements or manageable audit tasks
of the strategic audit plan identified?

- functional statements for D:Lvisians/Branches/Sections
~ systems documentation.
~  known soft spots

~ previous internal and external audit reports
~ extermal comments

~ advice of departmental management

Have any significant Systems or areas been omitted
from the strategic audit plan?

- charter constraints
= Yremote localities

206
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. What was the basis of costing of the strategic
audit plan?

- audit hours and staff numbers for manageable
audit task

- specialist support staff

- travel costs

- other costs (ADP support costs, etc.)

. How were priorities established for plz:\cing
manageable audit tasks at particular times
in the strategic audit plan?

b

-~ risk analysis
- size .
- special consideration

-~ major changes in departmental organisation/functions

- previous internal and external audits
- known desires of senior management

2 In considering regular reviews of the strategic
audit plan
What changes in planning parameters have occurred

since the strategic audit plan was last
reviewed by the Committee?

- charter

- changes in functions

- slippage in current annual plan .

~ factors which indicate need for changing
previous priorities,

. What are the specific changes, and to what extent
are these an extension of the period of the
strategic audit plan?

. Based on experience to date, is thef:e'a need to
change the requirements or seek additional audit
resources?

- staff numbers and classification
~ specialist support staff

- travel costs

- other resources
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On initial consideration of Current Annual Plan

What proportion of the current audit plan is
devoted to :

- discharge of the strategic audit plan

- audits to monitor manageable audit units
between major audits in the strategic
audit plan

- ad hoc requests for audits and investigations
by management?

Are we currently facing any unsatisfied requests
for ad hoc audits?

What particular constraints on internal audit
resources are we facing this year?

- staff shortages/ceilings

- staff turnover (known or expected)

- extended leave

- financial constraints

- unavailability of ADP support packages

What contingency plan is there for that
part of the current audit plan reserved for ad
hoc requests if such requests do not eventuate?

How are slippages in previous current audit. plans
met in the current audit plan?

= which previously planned audits are to be
abandoned and why.

- Are we vulnerable to an unacceptable degree
in any such areas

- Is it possible to catch up on those slippages
by short term input of additional resources.

On (quarterly) review of the current audit plan

What is the current position in relation to discharge
of the current audit plan?

What factors have caused slippages?

- staff shortages

= lack of audit experience

- heavier than expected demands for ad hoc audits
- budget over-runs on particular audits.

208
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Why did significant budget over-runs occur?

- at what stage in the audit was the potential
over-run  apparent

- was abandoument of the audit considered at
that stage

- could the over-~run have been avoided or savings
made by reporting that preliminary findings
indicated that an unsatisfactory position
existed which suggested the need for :

. management attention
. use of internal/external consultancy services
. deferment for inclusion of larger audit
in revised current audit plan, or strategic
audit plan.

Where the internal audit unit provides audit services

to other organisations

Has Chief Internal Auditor held discussions with those
organisations on strategic and annual audit plans?

Are there any slippages in those plans?
Are there changes in the organisations' requirements
which materially alter the commitment of resources

by the unit?

Are there any management problems associated with
the arrangements?

On accounting and auditing standards

Have new or revised accounting or auditing standards
been announced by the professional or regulatory
bodies since the last review by the audit committee?
To what extent do those changes impinge on the work
of the internal audit unit or the activities of the
organisation?

On completed audits

‘What significant improvements have been achieved by

the organisation as a result of audit reviews ?
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11.

29,

What major deficiencies have been identified and is
there any outstanding action in respect of them?

Were there any areas which required systems revisions
before appropriate audit tests could be applied?

On auditing policy and procedures

Have audit policy and procedural statements been
prepared and circulated as required by interim
internal audit Ms2?

When were they last reviewed by the Chief Internal
Auditor?

Are any changes in policy or procedures under
consideration?

What difficulties have arisen with line management.?
in arranging, planning and conducting audits

in discussing audit findings

in resolving differences

in follow-up on queries and reports,

On cost effectiveness and efficiency

Are there any procedures or policies adversely
affecting our expenditures or revenues?

Are there costs or expenses which are increasing
disproportionately?

Are there operational deficiencies not material
for reporting at line management level but worth
investigation for cost reduction or revenue
improvement purposes?

What quality assurance procedures are adopted by the

Chief Internal Auditor to meet the requirements of interim
internal audit standard MS3?

review of working papers and reports

discussions with internal auditors
210

30.
discussion with representatives of the Auditor~
General's Office
peer-review arrangements.
On internal audit establishment and staff
Is the present establishment adequate?

Are lines of control, supervisiogl andodirection
within the unit operating effectively?

Is the occupancy rate at a satisfactory level?

Are there difficulties in recruiting and holding
staff?

Are the staff performing satisfactorily? If not,
what remedial action is planned?

What plans are there for basic training and

continuing development of staff? Arg \;.hese plans
adequate to meet the needs of the unit?
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PART B.  EXTERNAL AUDIT MATTERS

1,

Results of recent external audit reports

Have management responses to audit comments
and queries been satisfactory?

Are there any queries for which management responses
have not been received?

Are there any systems, procedures or other matters
within the organisation which are the cause of
concern to the Auditor-General's Office?

Other external audit aspects

Apart from material in recent external audit reports,
has any aspect of the organisation's internal audit
activities and plans been the subject of recent
observations or criticism by the Auditor-General's
Office? '

Has the Auditor-General's Office been active in areas
recently covered by internal audit? If 80, what were
their results and has the work of internal audit been
adequately reflected in their queries, comments and
reports?

Are there any othei aspects of the external audit of
the organisation's operations which should be taken
into account by the Committee and/or discussed with
the Auditor-General's Office?

Is the orgamisation facing problems in respect of its

internal audit activities which should be brought to
the notice of the Auditor-General?
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PART C - OPERATIONAL MANAGEMENT ASPECTS

Is the internal audit service providing a valuable
aid to management?

Is there any dissatisfaction with the diligence and
tactfulness of the internal auditor§, or
unwarranted disturbance to the working arrangements
in audited areas ?

Have the auditors discussed the scope of thg audit,
audit findings or other matters arising durzyg the.
audit and provided opportunities to correct imprecise
audit conclusions?

Has there been any delay in replying to intermal or
external audit representations? If so what was the
reason? Can delays be eliminated?

Have the internal or external auditors reported“
mwatters which they consider weaknesses and on which
no action has been taken by management. What

is the reason for this’ What action is proposed?
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33. APPENDIX ¢

GUIDELINES ON THE COMPOSITION, ROLE AND
OPERATION OF DEPARTMENTAL AUDIT COMMITTEES

Composition

The Departmental Audit Committee should be appointed by
the Permanent llead, and chaired by the Permanent Head, or a

deputy. It should be a small committee of at least three

members, with appropriate skills and status, who are knowledgeable

in departmental operations, conscious of control requirements,
and able to work together to assess information presented and

readily reach decisions on the maintenance and improvement of
the audit function.

Consideration ecould be given to appointing one member
from outside the department to enhance independence and
objectivity, and co-opting other members, from within the
organisation, such as division heads whose operations are
subject to audit. It is not considered desirable that the
chief internal auditor, or amy of his or her staff, should
be members of the committee. The committee may, however, require
the chief internal auditor to be present at most, if not all
committee meetings.

Role

The Committee should beprimarily concerned with
appraising the planning and efficacy of the department's
internal auditing activities. In particular, the Committee
should have an executive appraisal role concerning the
standards and effectiveness of internal audit. With
respect to external audit, it should also provide an avenue
of high-level communication between the organisation and the

Auditor-General's Office. To these ends, the Committee should

214
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APPRAISE the internal audit function in the light of
information supplied by senior internal and external
audit officers, and reports of the Auditor-General

EXAMINE strategic and annual audit plans and their
degree of coverage of departmental activities,
particularly with a view to avoiding overlap of

internal audit and other review activities

ASSESS the degree of co-operation between internal
auditors, management advisory services, and
operational management, and identify reasons for
delayed or unsatisfactory responses to audit

representations, or other difficulties

REVIEW developments in the field of internal audit,
and standards issued by accountancy bodies and other
regulatory authorities, and encourage the application
of the best technique and highest audit standards,
and satisfy itself that these are applied

REVIEW identified general and specific deficiencies
in internal controls and any action taken to remedy
these deficiencies; form an opinion on both the

deficiencies and the efficacy of any action taken

FOSTER an atmosphere which encourages frank discussion
with auditors and senior management. This could
include discussions with senior representatives of

the Auditor-General's Office.

Departments or Authorities which are required to publish
commercial-style annual financial statements may also

wish to give the Committee responsibility for review of
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these statements before they are published. Consideration
s ry z : -
could also be given to utilising the audit committee in a

consultative role in the selection of key internal audit staff
Operation

To adequately fulfil the role recommended in these
guidelines, it is considered that the Committee should
conduct a minimum of four meetings per year. This could
include a separate, annual meeting, with representatives
of the Auditor-General. Other meetings could be held prior
to the commencement of the audit. year on the proposed
annual internal audit plan, and at the close of the year.

Members should attend meetings personally, and not through
proxies.

A record of proceedings should be kept of all meetings,
If the Permanent Head does mot chair the meeting,
should be sent to him, or her.

a copy

The Committee should review its objectives from time

to time to ensure that they are consistent with the needs of
the organisation.
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A - Terms of Reference

1. Prepare a discussion paper on the v1ab111tz
of small internal audit uni or consideration withi
ts £ d t th
n

(a) Identifies the difficulties perceived in providin
an effective internal audit coverage in ¢
smaller departments and/or at remote localities
from a department's own staff resources

(b) Suggests the staffing arrangements, and other
requlremgn?s of internal audit groups which would
ts 2gse$:nimumdgecessary to provide a viable approach
. al audit in such departments and/o
at such locations; rox

(c) suggests (and discusses advantages and
d}sadvantages of) alternative arrangements which
might be considered by departments ang
authorities where the criteria established under
é:ga:ZS ngt appropriate for adoption by a

ent o i i
Lomat e a:dauthorlty or at a particular

(a) provides guidelines on audit management matters and
administrative arrangements which might be
adopted by organisations where alternatives
suggested under (c¢) involve co-operation between
departments and/or authorities.

It was understood that ADP auditi i
subject of a separate paper, FEATE 18 fo be the
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B. Summary and Recommendations

2. A telephone survey of Chief Internal Auditors in ten organis-
ations showed that a variety of arrangements were being used to
provide internal audit services, both for these organisations, and
for the various outrider organisations associated with them.

While some of these arrangements appeared to be better than others,
all of them had practical difficulties associated with them in

the provision of internal audit sexvices.

3. Organisations were found to be generally dissatisfied with

the practice of outposting one or two auditors. Loss of
independence, together with the lower quality audits, restricted
career opportunities and low morale were some of the factors
mentioned by the chief intermal auditors interviewed, Centralised
arrangements under which auditors travel from a central base to
undertake internal audits at remote outposts were, however,

reported on much more favourably. The working party considered that
larger internal audit groups would be likely to have greater expertise
than smaller internal audit units,

CONCLUSTONS

4., Notwithstanding that the Coopers and Lybrand Report suggested
(para 714) that a minimum size for viable audit unit is five

staff, this working party, considers that, at least initially,

this figure should be set at three positions, on the basis that it
would provide a degree of supervision to more junior staff,

and opportunities for interaction and personal

development within the work unit. It would also allow for a core of
staff remaining, after the losses due to staff turnover, and leave.

5. The working party also concluded that whilst there is no
standard solution to the problem of providing viable audit units
in departments and authorities, there are a number of arrangements
available, which could be workable, providing that

. audit groups consist of at least three positions

. where the arrangement selected depems on extensive
travel, there is adequate recognition that there will be a
significant priority given to travel funds to permit
internal auditors to effectively service their state-office,
country, or overseas commitments, and

. arrangements between departments (for joint servicing),
or between departments and authorities, commissions etc
(for umbrella arrangements) are fully documented to allow
parties to any agreement to clearly identify their commitments,
or expected service levels.
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RECOMMENDATIONS

6.

The working Party recommends that

Zzgia:lzatiort\‘s should be encouraged to review their
perations to eliminate non-viabl

a 3 e audit uni
andkconsolldate audit operations within the framz-l:ts
work of an appropriate model.,

organisations use the recommend L
& ed guidel
appropriate to their requirements.g' tnes as

Zfiam.sations be encouraged, where appropriate, to
ocate more. funds for domestic and overseas ’
travel by internal auditors.

small organisations,
coverage they require
the alternative arran

which cannot obtain the audit
» be encouraged to congider
gements outlined in the report,
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() current Audir Arraugements

7. A survey of a cross section of nine departments and one
authority was conducted to provide factual data,

which is summarised in Appendix A. These data provided anm
insight into actual experience in providing internal audit,
especially to small urban outposts, and remote country outposts.
The opinions obtained indicated that none of the arrangements

for providing internal audit (referred to hereafter as 'models'),
were working satisfactorily. In some cases, this is the fault of
the model selected; in other cases, it is because of
administrative constraints over which the auditors have no
control.

8. These models are discussed in the following paragraphs.
An important background consideration to the discussion below
is the development of a service-wide systems-based audit
capability, The mature of SBA is such that the 'larger’' of
the models discussed will make the introduction of this
capability easiex than the 'smaller’ models.

9. For each major audit project the SBA methodology breaks
the audit task into two main phases of activity:

(a) a heavy, front-end activity, involving an analysis
of system objectives, controls and general parameters
leading to the development of audit objectives and plans
for the testing of conclusions reached in this first phase;
and:

(b

~

the testing phase.

10.  Given that most systems in the APS environment are
centrally developed and maintained and applied (with perhaps
minar variations to cater for local factors) in a uniform
manner throughout the various offices of the organisation, it
follows that an efficient approach to internal auditing would
require that the first phase of the audit should be undertaken
at a single appropriate location, which need not necessarily be
the Central Office of the organisation. The audit papers
relating to the first phase, together with plans for the testing
phase could then be circulated to other locations for
implementation. Logically, the adoption of such strategies
requires a centralised audit control to identify audit
priorities and to allocate responsibilities between the various
groups of auditors.

(i) LONE, OR SMALL OUTPOSTS

11.  Typically, this model involves a number of audit outposts
of one, or two staff. They may be located amywhere in Australia.
Difficulties experienced by organisacions which are using this
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model include -

. a tendency for the internal auditor to identify too
closely with that part of the organisation in which he
is located

. a tendency for the regional/States management to view

the internal auditor as part of the

staff available for shori term transgzzzrii gzgirOE
areas of the office, (Frequently, because of the
auditors qualifications and audit experience in the
area, he will be the most appropriate person for such
short term transfers)

. t?e closing off of the option of career advancemant
within the internal audit function with the consequent
perception by the auditor that at some point in the
future it will be necessary to seek or accept a position
in another area of the office

. the concern that:

- there will be a loss of independence by the
auditor

- audit reports may lack objectivity; and

- a reduced probability that audit reports or
summaries will reach appropriate higher
levels of internal audit or departmental
management ,

. inefficiencies through duplication, inconsistencies.
and differing standards in undertaking systems-based
audits in organisations with centrally developed
and maintained systems

. reduced opportunity to discuss audit results and
tentative conclusions with audit peers which
places in jeopardy the auditor's ability to reach
the relevant conclusions

. high staff turnover, leading to high vacancy levels

. poor morale, resulting from isolation
from audit peers, and lack of career opportunities
which reduce the incentive for the individuals
concerned to learn, or apply, new techniques

. possible waste of skilled resources. This results
from two things:
226
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- firstly, auditors spending the greater part of their
time on low-level compliance work, inappropriate to their
classifications, Secondly, and especially in the case
of lone outposted auditors, a higher incidence of
unproductive time, and a tendency to be used for ad hoc
relief work, and

- difficulties in administratiom, particularly in the review
of audit working papers, selection of staff, maintenance
of a quality assurance program by the Chief Internal
Auditor (In.erim standard MS3), and keeping lone outposted
officers up to date on the developments in audit theory,
and departmental policies and practices.

12, The prevalence of this particular model was explained by
some chief internal auditors as arising from constraints on
access to travel funds for auditors.

13, Most of the departments using this model are giving serious
consideration to pulling back lone or small groups of auditors

to either a central office, or state office base, and auditing
from there., There is, however, one department (mot included in the
survey) which finds this model satisfactory for its purposes. In
this case, almost all of the audit work involved is compliance
auditing.

14, The advent of systems-based auditing techniques will have the
effect of reducing dependence by departments on this model, In
addition, the classifications required for the positions to attract,
and keep, skilled systems-based auditors will be inappropriate for
full-time lone auditors or small groups of auditors.

15, The advantages that this model offers, in terms of in situ

ad hoc advice when required, and intimate knowledge of local
conditions, are not seen by chief internal auditors in the organis-
ations surveyed as being sufficient to outweigh the heavy disadvant-
ages detailed above. Given that the level of competence and
auditing knowledge which could reasonably be expected of an
outposted internal auditor is not high, the quality of advice

of fered in. such situations may be suspect.

(11) THE CENTRAL OFFICE BASE

16. This model involves basing all internal auditors in the

central office of an organisation, It is used by a number of depart-
ments to service state offices and remote outposts, including over-
seas posts.,

17. Difficulties experienced with this model may be described as
largely administrative constraints. These are

. the difficulties that internal audit groups have in obtaining
the travel allocations necessary for the visits program
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required for the effective operation of the model

remote and country outposts, and outrider organisations
which are programmed to be serviced by the audit group may
not be accorded the level of service they required. Again,

the reason given for this concerns the availability of
staff and travel funds

the classification of lower level audit staff frequently
involves recruiting people who are still studying for their
qualifications. This places constraints on the chief
internal auditor's ability to send staff,when required,

on interstate or country visits. Some organisations have
found that such visits must be timed to coincide with
semester or term vacations.

inability or reluctance of some staff to travel. A few
organisations have staff who for medical; domestic or
compassionate reasons, are unable, or unwilling to travel.

However, it is favoured by most of the chief internal

auditors contacted. The reasons include -

.

19.

better quality audits. This is because it is possible to

use specially selected staff, rather than lower classified and
less experienced local staff. This point is particularly
pertinent to the introduction of systems-based auditing

improved administration
greater independence. Related to this is the opinion
of some chief internal auditors that the resulting audit

reports, or summaries of significant features on those

reports, have a better chance of being considered at higher
levels of management

better basis for audit staff to communicate with their audit.
peers, and learn and apply new techniques

a better career structure, making it more probable that a
department can attract, and promote quality staff

better utilisation of skilled resources

better staff morale, for the reasons detailed above.

The working party thought that it could not be too

strongly emphasised that organisations considering the use of this
model should be able to guarantee the significant amount of travel
funds which are necessary for its successful operation.
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(iii) THE STATE OFFICE BASE

i internal auditors in
This medel inmvolves basing 1n L
t?me stateloffices of organi‘sa;xons;‘es’r:zi;ﬁa‘u::arzt:::::
d to service country branc
;%useom‘;fizl is common and lies midway between t:elsma:.izwever’
outpost model, and the central of?it.;e base mo: eh.scate-
it Fj’.s really only a viable propos:_:;:.o: :Ezzteziaff
t thre ,
sce unit consists of at leas thr
;ii;erably all of different classifications.

21, pifficulties are that

onstraints. that were
t is subject to the same ¢ 3
’ jéiscussed above in relation to the central-office
base model

i hich have a
1y the larger organisations v ve a
) ::'.‘gz’li.ficant state~office presence can justify
audit groups of the size recommended.

22 Against these must be balanced the possibility of
reéuced travel expenditure.

(iv) THE MULTI-BASE MODEL

23 This model consists of two or three bases, vé::ih

ca;l be the same size, or even larger,ftl;}a‘n ‘\-;Eze:en T
e .

i audit unit, which may be one o

?:ifltiige is achi.e\'led by allocating geogralihic;his could

responsibilities to each base. For exagg 3 this o

involve a base in Melbourne to service Victo e an

Tralsmania, and a base in Canberra to service all o

areas.

24, This model has the advantages and disadvancaiiz (: .
a].x.:eady discussed, of the central base model, or &
office base model.

25 As with the earlier models, provision of ac'iigzirizty
tr:wel funds for the visits programs, and thzj_:‘éizulties‘,
of staff for these programs are significant

) THE JOINT-SERVICING MODEL

26, Typically, this model involves oge-wayvizgglgmal

g ts, between the sey

udit servicing arrangeme\:\ " e h v ng

ir anisation and the serviced organisation, w:l;t: % nade
Eoimal documentation of the arrangement, OY ité § s ma
for services rendered. A variety of difficultie

encountered with this models
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. Audits are generally restricted to those places,
foreign and domestic, where the servicing
organisation also has a Presence, and to common
service work, and/or work having a direct subject-
matter relevance to the auditing organisation's
responsibilities.,

. the servicing organisation's need for the audit
resources is given preference.

. there is the risk that the organisation being
serviced will not make the best use of the audit
reports provided.

27, This model, however, provides a valuable internal
audit service which the serviced organisation might not
otherwise obtain, In addition, the auditors, working in
the servicing organisation benefit from being a part of
a viable audit unit with a greater variety of work., In
spite of the difficulties, mentioned above, this model
could be made to work much better than it now does, To
assist organisations which Propose to use this model,
draft guidelines have been provided in Appendix B(1),
which will aid the parties involved to identify their
commitments or expected service levels,

(vi) UMBRELLA ARRANGEMENTS

28. This term is used to describe the arrangement
whereby a small Commission, Council or Board is provided
with internal audit service by the organisatjion from
which it outrides, or another organisation, willing to
provide the service. Typically, no charges are made for
the service provided. This model is widely used for
servicing Boards, Commissions and Councils etc., but it
should be noted that only 24 of the 35 Commissions, Boards
and Councils serviced by the ten departments in Appendix A
have had an internal audit in the last two years,

Leaving aside the department which services 12 small
bodies there are 23 small organisations, only 12 of which
have had an internal audit within the last two years,
Eleven of these small organisations have never had an
internal audit, The reasons for this failure largely
reflect the difficulties discussed under the joint~
servicing model above, An additional difficulty is that
the umbrella arrangements are not supported by formal
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ibilities of
tation defining the duties and responsi .
gzz;z:nparty to the agreement with the result that suf?éc;ent
internal audit staff to do the work has mnot been provided.

£ these small bodies have
29, It could well be that many o 11 bodles ha
i cided that they do not need internal audit.
z:mp:¥ gzurse, one option not to conduct an internal audittitn
ali. External audit may be all that is required. This optio
should remain,

1d be made to
. However, the umbrella arrangements cou
ggnctian moré effectively, if the gﬁideliuesc;etctgzng:gaig

ix B(1) are used, . It is worth noting tha
ggpisgit Cgmmittees (if introduced) in dep;rtminti i;dcf the

the adequa
authorities may be a continuing check on squacy of the
j brella arrangements, in whic ey
e ng oator diti the increased use and
have an ongoing interest. In adi ?n, § o e
i 1 audit plamning in organis

importance of strategic interna P o o organsar

lso have a beneficial effect on the ope L
xgéilz tgrough the emphasis on developing, agreeing, implementing
and continuously reviewing, audit plans.

D. Charging for Audit Services

the subject
« The view of the Department of Finance on
3% charging for services rendered is contained in Appendix D.

E. Suggested Staffing Arrangements

: y f staff for a viable
. Suggestions for a minimum number‘o v
iidit 3ﬁ§t must take account of a variety of factors including

. the opportunities for interaction

an: pzzsonal development of staff within the work unit
the incidence of time lost by lower~level auditors
through study leave, examinations, etc.

provision for recreation, and sick leave,
staff turnover and consequent vacancy levels

a structure for the unit which will provide promotional
oppertunities. . L audic unit
. suggested viable size of an interna
iitpozgzd fffm a central office audit unﬁt underitgsngire;iign
i i three pos .
of a chief internal auditor is seen as o S
i discussed. In this reg s
stion applies to all the models
s:g§§ould bepsoted‘Chat it is very rare for otheg mggigsgizé
advisory persomnel such as Methods Officers, to be D

.
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13.

in very small groups, or alone
. The workin
szzgiizcangttybrand recommend five staff asgtgzr;{nggszdfthat
y ough no basis was given for this figure) Hgieve
. r,

three positions h
ave been recommended a i
take account of the following factors ® & mininun in order to

current vacancy levels of 13,6% (May 1979 -see Appendix A)

Tzzzelizergcléssifi?d internal auditors require stud
Jeave to ;3t23n thelr’qualifications (for which 5 hoy /
, .6% of available hours, is provided) e

normal recreation and sick-leave requirements

34. These factors reduce the effect
I ive i
epprosinaiety"tuo (4o mintmon Foron Tnkcracclin),
eamion che th:et;ime allow%ng the basis of a career structure
The thrss Datiinen ee positions are of different classificati h
fhe ohres Po s recommended should be regarded as a mini o
ity, as they allow the basis for a career struthizum

larger number, if j i
justified, woul
for interaction and career éevZ?ogm:::ance Fhe opportunities

35. The workin, i
g party is strongl i
i gly of the view i i
ino;igunzt ;onsider outposting lone auditors, ortzzgizzganlsatlons
ngr aﬁdigor;wgéseghgie orngisations which have fewerr:han

d ) any location should c i
iit:;niilve§ discussed in this paper. It shoZ?zlgigot:e

at in particular situations there may be circum:tan

ces

in which relevant factors may require more than three pos ns
y q positio

A

F, Other Alternative Audit Arrangements

(i) PART-TIME STAFF

36. Two possible approachesare

staff employed on audit d

uties £
stan?ard working week - though sgzviswer Pours than the
continually ®

staff who do work on audit duties for, say, only 3 or 6

months per year, but i
monch y , work on other duties the rest of the
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37. An example of the first approach is the integration
of the internal audit function with another management advisory
service activity. This was referred to in the Coopers and
Lybrand Report, and the Joint Public Seyvice Board, W.D. Scott
Discussion Paper on Management Advisory Services which was
circulated to all Permanent Heads (and Statutory Office holders
with povers of permanent Head) for comment. Both of these
discussed the similarities between internal audit, and
management consultancy work (especially in relation to systems)
and the benefits of closer cooperation between the two areas.
One of the organizations surveyed has adopted this approach,
with a combined. internal audit/management consultancy unit. An
advantage is the provision of an internal audit capability for
organisations in which none might otherwise be justified. The
Discussion Paper on Management Advisory Services noted, however,
that 'such integration may lead to a weakening of some features
of either or both' (page 77). 1t is not expected that this
approach would be widely adopted, and its efficacy will need
to be evaluated in the longer term. A Further difficulty is
the probability of auditors auditing systems which they them-
selves have installed as consultants. It could, in some cases,
have implicationS‘for training requirements.

38. The second approach is used extensively by one
department which selects staff from within the organisation for
secondment for periods of six months as internal auditors. The
positions vacated by these selected staff are filled in the
department's recruitment process. When the term of secondment is
over, the selected staff are repositioned in the areas they

came from, where staff turnover has ensured that vacanclies are
available. The part-time auditor positioms themselves. are
provided for only six months of the year, and then withdrawn for
the other six months. As with the other models, the department
using this model drew attention to the fact that all the eight
part-time auditors are imvariably studying for their qualifications,
and require from 5-8 hours per week in study leave. The
department did not experience any other difficulties with the
model but the working party felt that there was a possibility that
staff engaged on audit functions may compromise their audits by
auditing their own work.

(ii) PRIVATE CONSULTANCY ARRANGEMENTS

39. it is possible for departments to engage private
contractors to produce jnternal audit reports. Guidelines for
departments and authorities, published in May 1978, and entitled
Engagement Of Consultants and Contractors for Services, have

been provided by the Board. These guidelines are currently being
revised, and an updated edition will be released soom. The model
has been used by one small council, and a commission.
Difficulties include =
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. high daily cost

' PabTes et ook ihe orsenisation's, ox

. staff resistance to the private audit

. security problems

. objections from staff associations.

40, Against this must be balanced the possibility of

low
Pro;zcizgﬁal ;?St, as well as the expectation of trained
Photle alsoag itors, f?d spwcialist staff, if required, ’It
2150 comon to ot her aitermapies pepeys VG, L LCulEics are
b ve models, Thi i
a T i :
S & temporary solution to the need for good zbgogs;ifiggt serve

(iii) AN AUDIT BUREAU

or . : s
ganisations, without internal audit staff, mightﬂzzsgggérsmall
an

Audit i

arrangZ§:::g :ppfga?h. In this case, alternative staffin

e pocmen Whgucouigcéude pPermanent audit staff recruites by
, ® used in conjunction wi i

seconded from other public service organisatic::h Fudic state

42, Certai
inly there appear to b
operati < 0 be some difficultj i
anadiagnRgfafhg concept in Canada, and general commen;:islsgethe
ity (p. 262{ . ommission on.Financial Management and Accoznt bil
detailed in thzego;;i::?r ?hli out. These difficulties were io; )
on's Report, Th.
that D e working part
EStabTitﬁzd§SCtoi for the success of an audit bu%egu (zeE:“SiderEd
that tmecs 1wou ? be the dacceptance of client organisati e
necessar‘lna audit, as a service to management, does n :ons
condust éhz :Sg@ttheogrganisation's own internal audito:s to
it, viously, a ch
of an s ’ arter and workin,
7 popmed A i Lo LU AT S
pt.

43, The adva
nta, i 1
approach include ges which might accrue frog the Bureau
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real cross-fertilisation of ideas

improved probability of audit reports reaching
senior management

better utilisation of skilled resources

better chance of recruiting skilled ADP auditors

better staff morale.

44, The working party noted the Audit Bureau would need to be
centralised for these advantages to be realised. The main
objections raised in respect of the Bureau concept are that it is
seen by most Chief Internal Auditors in departments as another
external audit, and that auditers would be unfamiliar with the
client’s operations. fHowever, some of the staff employed by the
Bureau would be on secondment from their department/board
commission etc. These very staff could initially still audit
their own organisations, besides obtaining valuable experience and
expertise in working with staff from other organisations. It was
also noted that reports from the Director of the Audit Bureau

in the Northern Territory indicate that, in his view, the Bureau
has provided an excellent working environment for the internal
auditors employed. He also considers that because the bureau is
centralized, and contains a sizeable staff, of 23 positions, it

has been able to

maintain a comprehensive library on internal audit

provide internal audit staff with a wide range of
departmental audit work

keep abreast of technical, and other developments,
and develop and produce training courses or seminars on
these matters, for all internal auditors in Darwin.

establish a career structure with many and varied
opportunities for advancement

establish a working environment more likely to attract,
and keep, good quality staff.
Whilst a survey of clients of the Audit Bureau in the Northern

Territory has not been conducted to obtain opinion on the
adequacy of the Bureau's arrangements, it is understood that some

. better administration
. better quality staff departments have not been fully satisfied with the new system,
. b . 45. Australian government boards and commissions etc. which do
atter quality audits not have their own internal auditors, but do obtain internal audit
service, are currently serviced by outside staff, so there would not

be any real difference for these organisations in being serviced by a

. greater independence
234
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Bureau,

except that they would Possibly get a better quality
audit,

G. Guidelines on Audit Management for Joint-Servicin

B Ey
Arrangements

46, Guidelines on audit management matters and administrative

arrangements whih might be adopted by organisations wishing to

use the auditing services of another public service organisation

or Audit Bureau are provided in Appendix B(1),

H. General Guidelines
==—=Ia: Luldelines

47, Appendix B(2) sets out general guidelines for
internal audit units,

I. Possible Organisational Arrangements

48, Examples of how an organisation could use
of models discussed in this pa

internal audit services,
and the variety of 'solutions’

t that organisations should

val audit services, like many other
not necessarily requife use of an

In presenting these examples,
offered, the working party fel
consider the view that inter
management services, do
organisation's own staff

50. These options allow the o
to control the internal audit operation
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APPENDIX A

NUMBER AND DISPOSITION OF INTERNAL AUDTTOR POSITIONS TN

SELECTED ORGANIZATIONS
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APPLADTN 3(L) ‘

GUIDELINES FOR JOINT SERVICING
ARRANGEMENTS FOR THE PROVISION OF INTERNAL
AUDIT SERVICE

These guidelines are designed for departments,
commissions, boards and councils etc. which do not have their
own internal audit service, and/or wish to enter into
formal arrangements with another Public Service
Organisation which is willing to provide such a service.

They should be regarded as minimum standard requirements,
though individual organisations may find it useful, and
necessary, to use them as a basis for negotiating for
audit coverage to suit special circumstances.

(a) Audit Management

A. The Audit Representative in the client Department,
Commission, Council or Board, etc.will

(i) be responsible for determining its internal
audit requirements through the preparation
of an internal audit charter and a
strategic audit plan identifying
the methodology and scope of audit required
for each iuditable area.

(i) Prepare appropriate annual audit plans.
NOTE; Some consultation with the servicing
organisation will be necessary in respect
of (i) and (ii).

(iii)Liaise with servicing organisation with
regard to the availability of adequate
audit resources to ensure realistic
audit plans can be determined.

(iv) Obtain management approval of the audit
plan and advise the servicing organisatiomn
accoxdingly.

(v) In consultation with the servicing
organisation, review the forward programme
at say, six monthly intervals, modifying
it as necessary, and obtaining appropriate
approval for any variation.
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(vi) Review all audit reports submitted by the
servicing organisation, obtain
such further information as consiaered
necessary to clarify any matter relating
thereto, and initiate any action within
the client organisation.

(vii) Lialse with the servicing organisation
to consider reasons for any significant
variation between standard time set in the
plans and the actual time incurred by the
review.

(viii) Determine in consultation with the
servicing organisations what audit follow-up
is necessary and incorporate same in future audi:
plans.

B. Sexvicing Organisations

(a) Will be responsible for internal audits in
accordance with approved plans provided by the
client organisation.

(b) Will ensure adequate resources are available
to achieve the client's programme within the
agreed timescale.

{e¢) Will liaise with the client on all aspects
associated with programme formulation and provide
adequate and timely information on progress.

(d) Act as consultant regarding audit methodology and
techniques, but accept the particular approach
nominated by the client in the audit plan.

(e) Consult the client before any material deviation
is made from an audit plan, or before any
particular review is aborted or deferred.

(f) Submit all audit reports in the form provided
in the audit plan either through the client's
audit representative and/or directly to the
appropriate management level in accordance with
agreed arrangements.,

(g) Provide the client's audit representative with a
comparison between the actual time taken and the
'standard’ set in the programme for each audit,
together with comment regarding any material
variation between same.
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(h) Upon request provide the client with any necessary
supporting data in relation to an audit.

(1) Provide timely information relating to desirable
programme changes.

(j) Provide the client at monthly intervals, or at
such other intervals, as may be agreed, details of
progress against the annual plan.

(k) After consultation with the client, arrange for timely
follow-up reviews where appropriate of matters raised in
audit reports,

Administration Arrangements

(1) Promulgation of Arrangements

The servicing organisation or client, or both,
may promulgate the agreed arrangements in any way
they wish,

(ii) Authority
The guidelines agreed between the servicing
organisation and client are to be regarded as
having contractual force.

(iii) Costs

Present policies in relation to charging for
services are given in Appendix D,

(iv) Training Arrangements

Training will be necessary in both the servicing
organisation and the client organisation. It is the
responsibility of the client to ensure adequate training
?s‘provided to ensure the audit staff are adequately
informed regarding the organisation's policies, objectives,
organisational structure and operating procedures.
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The client will need training regarding
matters associated with the preparation

of audit plans, the preparation and
management of the audit programme, and audit
techniques and methodology.

(v) Liaison

Regular meetings should be arranged between
representatives of the servicing organisation
and the client to facilitate management of

the audit. Initially, monthly meetings should
occur, these should be extended to quarterly
intervals at a later stage. Where an

Audit Committee operates within the client
organisation arrangements need to be made for
attendance and/or the provision of necessary
information, as required.

Other information arrangements may need to be
developed as the occasion arises.

The client's audit representative will be
responsible for all matters relating to adequate
liaison within his department. The audit
manager or his nominee will be the liaison
officer for the servicing organisation.

(vi) Security Clearance and Access

In a number of instances it will be necessary
fcr the staff of the servicing organisation to
obtain a security clearance before access can be
arranged to certain areas. It will be

the responsibility of the servicing organisation
to submit, in the appropriate form, security
clearance applications through the client's
audit representative. Such applications are

to be processed without delay by the client.

The client will be responsible for the promulgation
of the audit arrangement throughout the client
organisation and for enmsuring full access

by the audit staff, to all records and information
pertaining to his audit review. It will ensure
that full co-operation be given to the auditors.

241



APPENDIX B(2)

GUIDELINES FOR INTERNAL AUDIT UNITS

These guidelines are to be regarded as an indication only of the
type of charter which an  internal audit unit may wish to
develop and promulgate both 'to describe and promote the
internal audit service.

1. The Internal Audit Unit is responsible for the
implementation and maintenance of the internmal audit function
within the Department, including Regional Offices and other
outposts, as defined and determined by Central Office.

2. The role of the Internal Audit Unit is that of a specialist
advisor to management, providing information on the adequacy or
otherwise of internal controls within the organisation.

3, To enable internal audit to provide maximum service to
management, the unit shall work under the following charter:-

(2) it shall report, on all internal audit matters, to the
Chief Executive Officer, his delegate, and to such other
officers as are considered necessary for the proper
consideration of internal audit findingsw

(b) it shall assist all members of management in the
effective discharge of their responsibilities by:

(i) reviewing and appraising the soundness, adequacy
and application of intermal controls;

(i) assessing the extent of compliance with established
policies, plams, procedures and instructionms;

(iii) examining the adequacy of promulgated procedures
and the efforts made to keep them current;

(iv) ascertaining the extent to which government assets
are safeguarded;

(v) maintaining a high standard of personal relation
with other departmental officers and employees.

(¢) it shall advise on methods considered loose, or capable
of improvement, together with recommendations to remedy
faults and prevent their recurrence;

* The Committee is presently working on a discussion paper on iudit
Committees. These audit committees, if introduced, will in most
cases require that changes are made to these suggested reporting
arrangements.
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(d)

(e)

(£)

-2 -

Officers of the Internal Audit Unit shall have the
right of access at all times to the books, accounts,
vouchers, records, correspondence and othgr documents
of the Department, including Regional Offices and
other outposts, which are necessary for the proper
performance of their duties;

Officers of the Internal Audit Unit may requ%re any
officer, or employee to furnish any information and
explanations deemed necessary for the proper performance
of their duties; and

the unit may conduct special investigati?ns into
any matter or transaction affecting the interests of
the Office.
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APPENDIX C

SOME EXAMPLES OF POSSIBLE COMBINATIONS OF ARRANGEMENTS
FOR PROVIDING VIABLE AUDIT

Example A : Large organisation, headquartered in Canberra,
with a large establishment in Melbourne. Small
establishments in other Australian capital cities;
a number of representative offices overseas. Seven
internal audit staff, including the Chief Internal
Auditor.

Some possible arrangements:

1, Central Office base, with all internal audit staff
based in Canberra, and travelling interstate and
overseas.,

2, Multi-base, with internal audit staff based in both
Canberra and Melbourne (in roughly equal numbers).
Some southern State offices serviced from Melbourne;
others, including overseas posts, serviced from
Canberra,

3. Multi-base in Canberra and Melbourne but with
remaining State offices and overseas posts audited
by joint-service arrangement with another
organisation.

4. Multi-base in Canberra and Melbourne, but with
remaining State offices serviced by an audit bureau,
and overseas posts audited by a joint-service
arrangement operated by a major organisatiom,

Other variations are possible. Of the four detailed above,

No. 2 offers the attraction of moderate travel expenditure,
combined with two audit groups, both viable, with 3 aud & staff
each. No. 1 would offer a better career structure, aund working
environment for the auditors, but would require increased travel
expenditure.

Example B : Small organisation in Sydney. No other offices
in Australia or overseas. WNo internal auditors.

Some possible arrangements:

1. Umbrella arrangement with a larger organisation.
(This will generally be the organisation from
which the small commission, or council, outrides).

2. Use of an audit bureau (if established).
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2,
3. Private consultancy arrangements.

4, Part-time auditors,

Example C : Medium-size organisation, with most staff in Canberra.

Small State offices with one outposted internal
auditor each. No overseas posts, but many country'
offices throughout Australia., Twelve internal auditors.

Some possible arrangements:

1., Central-office base, with all internal audit staff based
in Canberra, and travelling interstate as required.

2. Multi-base, with all internal auditors based in Cavberra,
and another State capital, with geographic responsibility
for internal audit service divided between them,

3, Central-office base, to service both Canberra, and the
State capitals (from which all lone auditors would be
withdrawn). Country outposts serviced by an audit
bureau.

4, Central-office base to service both Canberra, and all
country outposts, State offices audited by either
joint servicing arrangements, or audit bureau, or both.

5, Abolish all internal audit positions, and use an audit
bureau.

Again, other variations are possible. Of the five deFailed above,
No. 2 offers the attraction of moderate travel expenditure,
combined with two audit groups, both viable, with about six §taff
each. No. 1 would offer a better career structure, and working
environment for the auditors, but would require increased travel
expenditure,
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APPENDIX D

CROSS-SERVICING ARRANGEMENTS BETWEEN DEPARTMENTS

The Department of Finance has advised that charges should be
levied: -

(1) where either department conducts an activity whose results
must or should be reported on a commercial or a quasi-
commercial basis - in respect of services connected with
that activity;

(ii) when payment is necessary to meet requirements of a
particular Govermment policy e.g. to facilitate cost
recovery from the private sector of the cost of services
provided; and

(iii) in other cases where the imposition of charges results in
a net benefit in terms of economies in resource use
outweighing the administrative costs involved.

In the generality of cases involving interdepartmental servicing
it is not considered that net economic benefits will accrue from
charging, as opposed to not charging.

CHARGING BY AN INTERNAL AUDIT BUREAU

This would be subject to the criteria set out above., Where
commercial or government policy considerations do not loom
large it is doubtful that particular economic benefits will
accrue from charging.

CHARGING STATUTORY AUTHORITIES

All trading authorities serviced in this fashion should be
charged in accordance with commercial scales for similar audit
work. The question of charging by and between statutory
authorities was referred by Cabinet to the Department of Finance
for reviéw., This revievw is still under way.

Printed by C..J. Twowmsos, nter, Canbe
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13

CONTRACTING OUT OF INTERNAL AUDIT SERVICES

Purpose of Report

This Report to the Public Service Board examines the possibility of
contracting out the internal audit services of departments. In Preparing
this Paper the Committee has taken into account the Government's desire
to withdraw from functions more appropriately handled by private
enterprise and it has also consfdered the representations received
recently from accounting firms seeking to provide departments with
internal audit services.

General Approach

2. The first question. considered by the Committee was whether there is
any objection in principie to the contracting out of a department's
internal audit function and whether such contracting out would be
consistent with the role of intermal auditing and the objectives it is
designed to achieve.

3. On one view, the use of outside personnel to carry out internal
audit work might be considered to be alien to the whole concept of
internal auditing. Unlike external auditing, internal auditing is an
appraisal. activity established within an organisation for the purpose of
providing _the organisation with reviews and evaluations of its
activities.] Over the years, successjve Auditors-General and the Joint
Committee of Public Accounts have stressed that an internally operated
and controlled review mechanism such as internal audit is essential for
sound management; in this connection the Committee has also pointed to
the virtues of an organisation using its own audit staff and rotgting
such staff between the audit and non-audit areas of the organisation.

4. Accordingly, a key objective of the internal audit development
program has. been to encourage departments to develop their internal audit
function as an integral part of their management and accountability
structure and as a wide-ranging review mechanism. Internal audit is no
Tonger viewed as an instrument which is necessarily concerned solely or

1 Internal auditing is referred to in these terms by the Institute of
Internal Auditors and by the Joint Committee of Public Accounts in
its recent report (No. 184) on 'Internal Audit in the Australian
Public Service.'

2 In its Report No. 184, for example, the Joint Committee of Public
Accounts recommended that 'A. program of staff rotation between the
internal audit function and other areas of the organisation should
be implemented and exchange of Internal Audit staff between
departments should be pursued. Officers being groomed for higher
management positions should spend a period at appropriate level in
the internal audit function as part of their overall development.’
(para. 2.15)
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predominantly with financial systems. It is a review mechanism vhich may
embrace the full range of departmental activities from the viewpeint of
efficiency and effectiveness as well as financial regularity.

5. Many departments have recognised the value of developing internal
auditing along these 1lines and have established high Tlevel audit
comittees of First and Second Division officers to direct the use of
internal audit resources, detemmine audit programs and ensure adequate
follow-up of audit findings. It is recognised also that the proper
performance of the internal audit function calls for the development of
close supportive relationships between auditors and senior management
especially in situations where the auditing operations go beyond
financial compliance auditin and involve judgements on matters which may
have sensitive policy or political implications,

6. The Committee therefore beljeves that, if interral audit is to.
carry out activities of this kind, responsibility for it must rest with
the organisation itself; it needs to inwolve personnel within the
organisation and be carried out in close and active collaboration with
departmental management. It would. be quite inconsistent with the concept
and purpose of internal audit as a wide-ranging and significant internal
revies mechanism if an organisation were to pass over that function in

toto to a private firm or indeed to any other organisation in the private
or public sectors.

7. Whilst retaining responsibility for the function within the
organisation there might be a case for contracting out particular
internal audit tasks or services. This would depend to some extent on
the nature of the material to be audited. In some instances it may be
inappropriate (or even illegal) for a private firm lor even another
organisation in. the public sector) to have access to some types of
information -~ for example, Cabinet documents or materia) bearing on such
matters as national security and personal. privacy.?

8. It would also be necessary to avoid contracting out. arrangements
vhich might involve private firms in conflict-of-interest situations or
situations which might give rise to problems of public confidence - this
could arise, for example, in audits of the regulatory or monitoring
agencies where the fiem might have other clients whose affairs are
affected or governed by the operations of those agencies.

9. Nevertheless, the Committee believes that in some circumstances the
use of properly controlled and organised resources from outside an
organisation's own establishment can help it to carry out its internal
audit operations more efficiently. There are bound to be situations
vhere an organisation would be wise to seek supplementary help of one
kind or another - for example, expert help in respect of the auditing of

3 It is not proposed to attempt to specify in this Paper the various
classes of information which might need to be withheld from private
firms. In some instances there are specific legislative and other
restrictions on the disclosure of confidential  Government
information and the guidelines relating to ‘Exempt Documents' set
out in the proposed Freedom of Information Yegislation could also
be relevant. Further guidelines might need to be developed.
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advanced ADP systems or of other highly specialised audit activities.

tside personnel
. ature of the problems involved in the use of out 0
1f2r‘ 'inlzs'n:'l audit operat1o;|s1{/i11. depemei ionf piﬁg o:matltaeerl_ur‘;igg:ﬁ:gg}‘glgg,j
i i equired. Especially in some of tl !
‘;121221431)5 a:d1'qting may have vm:iyi t‘{iimite;l omlf'lcn‘gvzﬁic-h fz;egxannggeéa# rir:g{
be confined to compiiance au ng of a X e e ade oF
inying over-sight by management or first-hand kno
i;gsgrgggiggitg:ys go'licies agnd objectives. In such cases utilisation of
outside personnel should not pose major probiems of control.

i i outside

B theless, the Committee beljeves that wherever
;;rson:{:’rer‘are bei’ng utilised close attention should be given t:neme
relationships with the organisation‘sti&ger#a;ofrgc:zg?: :ggm:agggp;iseé
In some cases it may be useful to establis| n 4

i In all cases - usually per
of internal auditors and outside cgnsultants.  ases asually per
medium of the Chief Internal Auditor - the (ér:ga.n H . :

i ting. operations; unless
control over the auditing program and the audi AR RN
such control is exercised, the arrangements wou gpe indistinguishable
from external audit arrangements. The org]amksad s oo
careful not to allow {tself to become oc ed o the vesiree voing
contractors or avenues of assistance without regar (:1 for Specifoing

ieved. Adequate provision should therefore be made p ,
:?t‘;g“ll?shing a?)d mor;;itoring the arrangements and the cost of these
functions needs to be taken into account.

Recourse to 'External' Resources

) in which it
. mpracticable to specify all the circumstances in wl
;ingght lI>§ ;gsi‘lrapb':le to make some use of ;:lhehsegg;c:gsofonau?hgorste%sotgﬁg
i C! e i
experts from another organisation. l;ht depen et Jerms and
conditions on which such outside help mig ; 1ther the
i ublic sectors. Nevertheless, some examples g
g;}zztgfog‘irgnrensgances where some recourse to external resources could be
helpful from the auditing standpoint.

i i the internal
. ch circumstance which is often cited is where

lsdit 3:?% 'lsy': question is not \ﬁab]e{ tTher‘e 13d?g ?Jonuibt!; t?:t‘ath:er}yaclﬁe:f

viability of some of the smaller intermal a . 2 o real

) 11 for some form of externa p

problem and that this situation may ca e orS of cxtermel Peipe

In some cases - especially where continuing help o

is simply too small to support an

may be found that the organisation o A e upport an

internal audit function; in that event, sdom S e ek oreds i

exclusive reliance on external auditing would nee AN A

i blem - together with some proposed solutions - wi a

¥:1§b;t}n3etydg¥gil in angIDAC Discussion IPaper in November 1979 entitled

‘Yiability of Small Internal Audit Units'.

to external
. Other examples of circumstances where recourse :
l:sourc:,ts‘ could bg helpful from the auditing standpoint inciude:

i iven time
department's own auditors do not possess at a g
zngripeacieﬁpist audit skills which may be required - eg. in the ADP
field or in commercial accounting;

i ff due to
ort-tern shortages of internal audit staff due
§3ch9\l1'ea2ct%n;es ;2 staff absences or delays in staffing of positions;
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. vhere a large unforeseen audit is required which is beyond the
resources of the department's internal audit organisation; glr

where a special audit or investigation requirin

0 a 1 g a publicly
identifiable independence -~ possibly with a clear i

publish the report - is desired. Y ntentfon to

16. The foregoing examples suggest that the case for usi
external resource is Tikely to be strongest in respect of: "9 some

(a) departments or organisations with small audit units;

{b)  situations where a temporary injection of s
skills may be required. pecialist or other audit

Sources of Audit Assistance

16.  Departments which decide to seek help in carryin

: T out t
lgﬁz:z'l(:udg:g#gt’:ﬁll bqa'turm;thish to takepinto accolﬁ)tga'l'l :e'lecg;g
0 n e public and the private se

e oo pi ctors) from which such help

17, Mithin the public sector it may be possible for an organisatiol

secure the help it requires from another department. Tghis t:ypen g?
arrangement is not uncommon especially in the case of outrider
organisations whgcp turn for such help to their parent departments. This
possibility of joint servicing arrangements was discussed in the 1DAC
Discussion Paper of November 1979 and guidelines to assist departments in
establishing appropriate controls over such arrangements were appended to
:girgsl’ggezant.:zc:;mi'lgrtcontra'ls would ba necessary in respect of other

1 ng out arrangement:
T ysontract t)?is oo g s those guidelines are reproduced in

18. The JIC and IDAC and the Board's Imp)
. plementation Unit are avail
to departments' for guidance and advice on their auditing problems‘ag&:
;dr:;ya:gietinnc;t obgrgtpositiﬁ‘n htohprovidf auditing services as such whilst
10ns which the Auditor-Gen 3
rathor thand; Speratlons whic eneral undertakes are external

19.  The Joint Cormittee of Public Accounts has suggested that

Bureau be established to provide auditing services ggr those depaa':-tgggl:
which cannot carry out an audit function adequately from their own
resources,  The Government has not yet responded to this suggestion. One
of the difficulties involved in “the proposal as formulated by that
Committee s that the Bureau's operations would probably be beyond the
control of the departments whose affairs were being audited and it could
the(efore be regarded as simply another external audit body. The JIC
behev';s that, before giving serious thought to the possibility of
establishing a new organisation and auditing service of that kind, it
would be preferable to seek solutions along the )ines canvassed in this
Report - ie. by internal audit organisations making more effective use of

the services which may be avai j
sectors. y ailable to them in the public and private

4 The Public Accounts Committee's proposal is analysed i i
in ry Paper of 27 October 1981. zpszp Y n more detail

20, Mithin the private sector, interest in the possibility of providing
auditing services for departments has been displayed by a number of
leading firms of chartered accountants. Indeed, some of them suggest
that they could carry out the entire interpal audit function on behalf of
departments. In the Committee's view, as explained in this Paper, no
private firm -~ or indeed any other outside organisation - is in a
position to carry out a fully developed internal audit function on behalf
of a department. This relates to the fact that the internal audit
function is an integral part of departmental management and may require a
wide variety of skills and experience.

21. The Committee considers that departments seeking help in respect of
their internal audit activities should not only maintain fim control
over the function itself but shouid also retain full flexibility in
choosing and drawing on those external resources which will best meet
their needs. Much depends on the kind of professional or technical
services required. The nature of these services - and the conditions
under which they are to be provided - may differ significantly from the
external audit services which accounting firms normally provide.

22, In the representations from accounting firms concerning their
ability to carry out dinternal auditing on behalf of departments
particular reference has been made to the various forms of financial
compliance auditing and jt is in this field that accounting firms have
traditionally been strongest. If, on the other hand, a department is
concerned primarily with assessing the efficiency and effectiveness of
certain operations, there is a range of other specialist firms and
agencies which might more appropriately provide the services required.

23, In respect of ADP auditing there is a general shortage of skilled
personnel (both in Australia and overseas) and it would be unrealistic to
expect accounting fims to be able to transform this situation. The
accounting firms may be able, however, to relieve the ADP auditing
problems in some departments or organisations. In the Committee's view,
solutions to these problems will need to be found primarily by way of the
JIC/IDAC programs already embarked upon by the Board to improve the ALP
audit capability of the internal audit workforce and thus increase the
supply of internal auditors with the necessary skills. As part of these
programs the Board's Implementation Unit has recently taken a number of
initiatives designed to tap the resources of the private sector in
respect of ADP auditing and to draw the attention of departments to ways
in which the services of private firms and institutions might be used in
conjunction with internal audit resources. Similarly, departments which
plan to make use of contracting out arrangements with private firms are
encouraged to give other departments the benefit of their experience.

Contractual and Procedural Aspects

24, The Committee assy that arrang ts for the provision of
jnternal audit services by private firms would be subject to the same
principles and procedures as apply to the contracting out of other
similar services by the Commonwealth and that departments would be
expected to pay particular attention to such aspects as:

. The economy, efficiency and effectiveness of any proposed
arrangements.
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. The purchasing procedures used by the Commonwealth following the
invitation of competitive proposals.

. The staffing implications including the extent of staff savings and
any consequential reductions in staff ceilings resulting from the
use of outside resources. Departments would also need to be aware
of possible industrial implications.

25, It has been suggested by some accounting firms that they would be
able to supply audit services on terms which would result in significant
reductions in Government expenditure. The Committee is not in a position
to coment on such claims or to make any general assessment of the extent
to which it will be possible to arrange contracts for auditing services
from the private sector on terms which will satisfy the relevant
criteria. Contractual arrangements may, of course, be examined by the
Auditor-Genera) as part of his normal external audit activity; the work
carried out by an external contractor may also be investigated and
evajuated by the Auditor-General.

Conclusions
26.  The Cormittee's main conclusions may be summarised as follows:

{1) It would be quite inconsistent with the concept and purpose of
internal auditing to attempt to pass over the function in toto to
the private sector- or indeed to any other organisation in the
public sector. Unlike external auditing, internal auditing is an
appraisal mechanism established within an erganisation and’ it may
be required to review any aspect of departmental operations from
the standpoint of reliability, efficiency or effectiveness. It
is an integral part of departmental management and departmental
p?rsonnel need to be closely and actively involved, (Paras. 2 -
6

{ii) Nevertheless, in some circumstances, the wuse of properly
controlied and organised resources from outside an organisation's
own establishment can help to make its internal auditing
operations more efficient and effective. (Para. 9)

(i1i)  In general, the need for some external help is most Jikely to
arise in respect of the smaller internal audit organisations and
in situations where a temporary injection of specialist or other
audit skills may be required. Examples of situations where some
recourse to 'outside' resources might be helpful are given in
paragraphs 12 - 15.

{iv} In a1l such cases appropriate relationships need to be
established with the organisation's internaj processes and
management.  (Some detailed guidelines for departments are
attached to the Report.) In particular the organisation should
retain full control over its auditing program and full
responsibility for the auditing operations while all projects
contracted out should be oversighted by departmental management -
usually by the Chief Internal Auditor. (Para. 1}

(v} In some situations the possibility of making some use of external
resources may need to be ruled out. For example:
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i t
. Where the auditing would involve access to Governmen
information of a highly sensitive kind. (Para. 7)

. Where private firms would 'be involved in
conflict-of-interest situations. (Pard. 8)

\here first-hand and intimate knowledge of an organisation’s
activities and policies may be necessary.

i artments seeking outside help in respect of audit projects
i) Zﬁgu'ld explore aﬂg relevant sources in both the public and th?
private sectors. (Para. 16} They should also retain ful
flexibility in choosing and drawing on those contracting firms. or
organisations which best meet their needs, (Para. 21)

ii he Commonwealth Government sector organisations may enter
i %ztotjoint servicing arrangements with other departments. (ifar:a.
17) Organisations may also seek adv1lce on  their auditing
problems from the JIC/IDAC and the Boarfl s Implementation Unit.
(Para, 18) The Joint Committee of Public Accounts hasl.proposecll
that an Audit Bureau be established to provide ‘internal
auditing services but this proposal involves some difficulties
and is unlikely to lead to the early availability of further

audit services. (para. 19)

i i irms. blic
viii) In the private sector, a number of 1ead1ng.f1r'ms of publ
it accountanqcs have disp‘l'ayed interest in carrying out auditing
services for departments. Other sources of professional and
technical advice in the private sector may also be relevant,
(Paras. 20 - 23)

i ntracting out of internal audit projects would need to be

i) Zﬁgjecgt to theg same principles and procedures as apply to the
contracting out of other similar services. Departments should
pay particular attention to the economy, efficiency and
effectiveness of such arrangements. All contractual arrangements
(including the work carried out by Contr§ctors) may be subject gg

investigation and evaluation by the Auditor-General. (Paras.

5)

F.C. Pryor

Chairman

Joint Implementation Committee
on Internal Audit

18 December 1981



ATTACHMENT

GUIBEL INES FOR JOINT SERVICING ARRANGEMENTS FOR

These guidelines are designed. for departments, commissions, boards and
councils, etc. which do not have their own internal audit service, and/or
wish to enter dinto formal arrangements with another Public Service
Organisation which is willing to provide such a service. They should be
regarded as  mininum  standard requirements,  though individual
organisations may find it useful, and necessary, to use them as a basis
for negotiating for audit coverage to suit special circumstances.

(2)  Audit Management
A. The Audit Representative in the client Department,
Comiission, Council oF Board, etc, will:
(i) be responsible for determining 1its 1internal audit
requirements through the preparation of an {nternal

audit charter and a strategic audit plan identifying the

methodology and scope  of audit required for each
auditable area.

(i1} Prepare appropriate annual audit pians.
NOTE:  Some consultation wWith the servicing organisation
will be necessary in respect of (i) and (§i).

(11i) Liaise with servicing organisation with regard to the
availability of adequate audit resources to enstre
realistic audit plans can be determined.

(iv)  Obtain nanagement approval of the audit plan and advise
the servicing organisation accordingly,

{v) In consultation with the servicing organisation, reyiew
the forward program at say, six monthly intervals,
modifying it as necessary, and obtaining appropriate
approval for any variation.

(vi)  Review all audit reports submitted by the servicing
organisation, obtain such further ~information as
considered necessary to clarify any matter relating

thereto, and initjate any action within the client
organisation.

(1) These guidelines for Joint servicing arrangements between Public
Service Organisations were circulated 1in  November 1979 as an

appendix to the IDAC Discussion Paper on the Viability of Small
Internal Audit Units,
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i ider
with the servicing organisation to consi
tvid) &;glzﬁs for any significant variation between stan{;iagd
time set in the plans and the actual time incurred by
the review.

i i he  servicing
rmine  in  consultation  with i
uitd) gi;nisation what audft follow-up 1is necessary and
incarporate same in future audit plans.

Servicing Organisations

i i dance
i1 responsible for internal audits in accord
fa) t:‘:lt:\ :peproveg plans provided by the client organisation.

ilable to achieve
W11 ensure adequate resources are avail
® ":‘he client's progranm within the agreed timescale.

iated
liaise with the client on ajl aspects associa
el m]t;l\ program formulation and provide adequate and timely
information on progress.

; R 4

consultant regarding audit methodology an

‘o Qgghma:ues. but accept the particular approach nominated
by the client in the audit plan.

i jation is made
the client before any material deviation is
fel %32;":\ audit plan, or before any particular review is
aborted or deferred.

i d in the

7 all audit reports in the form provide h

0 g:g‘;ﬁtt plan ev'ther? through  the client's al}dg
representative and/or directly to the appropria
management level in accordance with agreed arrangements.

ith a

the client's. audit representative wi

(9 z;;;iag?son between the actual time taken and ;he
‘standard’ set in the program for each audit, together
with comment regarding any material variation between
same.

th any necessary
Upon. request provide the client wi
i sﬁpporti?\g data in relation to an audit.

(1) Provide timely information relating to desirable program
changes.

‘ t such
' e the cifent at monthly fintervals, or a
(s) 522::‘d1nterva‘ls, as may be agreed, details of progress
against the annual plan.

(k) After consultation with the client, arrange for timely

follow-up reviews where appropriate of matters raised in
audit reports.

257



Administration Arrangements

(1)

(i1)

{(ii1)

(iv)

(v}

(vi)

Promulgation of Arrangements

The servicing organisation or client, or both, may
promulgate the agreed arrangements in any way they wish.

Authority

The guidelines agreed between the servicing organisation
and client are to be regarded as having contractual
force.

Costs

Present policies in relation to charging for services
are to be followed.

Training Arrangements

Training will be necessary 1in both the servicing
organisation and the client organisation. It is the
responsibility of the client to ensure adequate training
is provided to ensure the audit staff are adequately
informed  regarding the organisation’s  policies,
objectives, organisational structure and operating
procedures. The client will need training regarding
matters associated with the preparation of audit plans,
the preparation and management of the audit program, and
audit techniques and methedology.

Liaison

Regular  meetings should be arranged between
representatives of the servicing organisation. and the
client to facilitate management of the audit.
Initially, monthly meetings should occur, these should
be extended to quarterly 1intervals at a later stage.
Where an Audit Committee operates within the client
organisation arrangements nead to be made for attendance
and/or the provision of necessary information, as
required.

Other information arrangements may need to be developed
as the occasion arises.

The client's audit representative will be responsible
for all matters relating to adequate liaison within his
department. The audit mamager or his nominee will be
the 1iaison officer for the servicing organisation.

Security Clearance and Access

In a number of instances it will be necessary for the
staff of the servicing organisation to obtain a security
clearance before access can be arranged to certain
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areas. It will be the responsibility of the servicing
organisation to submit, in the appropriate .fonz\,
security clearance applications through the client's
audit representative.  Such apphcations are to be
processed without delay by the client.

The client will be responsible for the promslgation of
the audit arrangement throughout the client organisation
and for ensuring full access by the audit staff, to ail
records and information pertaining to his audit review.
It will ensure that full co-operation be given to the
auditors.
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AN INTERNAL AUDIT CONSULTANCY BUREAU

COMMENTS ON PUBLIC ACCOUNTS COMMITTEE PROPOSAL

(I) Nature of the Proposal

In its report No. 184 the PAC recommended that the Public Service
Board reconsider the possibility of establishing an internal audit
consultancy bureau or similar body to promote the internal audit
function and provide certain auditing services to departments. The
Committee suggests that the bureau (or similar body) be attached to
or supported by the Board. Details of the Committee's proposal are
given in Attachment A.

2, This proposal is similar to a recommendation in the 1977 JMR
report that an Australian Internal Audit Bureau be established to
support an interdepartmental audit committee and provide certain
audit services. The Board found that there was little support for
the proposed auditing service or for the proposed Bureau, It agreed
there was a need to promote the efficient performance of the internal
audit function, it endorsed training and other development programs
and two interdepartmental committees (the JIC and IDAC) were
appointed to implement and facilitate the remedial programs.

3. The administrative support required by the Board and by the
Interdepartmental Audit Committees is being provided by an
Implementation Unit which was established in MSED to support the
internal audit and other such Service-wide programs; supporting

staff from the departments are also seconded to this Unit from time

e vesl2

-2 -

to time, Further details of the action taken in respect of the

JMR recommendation are

given in Attachment B.

4, Although the PAC says that it contemplates a small and

highly-specialised consultancy bureau, it proposes a wide range of

functions for it. These functions fall into two distinct

categories, viz:

(a) a central review, research, and training role in
respect of the internal audit activities of
departments including:

. keep under

review the state of internal

audit throughout the Service;

. maintain a

small research capability;

. develop advanced training programs;

(b) the provision

advise on performance measures and standards;

of actual auditing services for depart-

ments which cannot carry out an audit function
adequately from theix owm resources. These services

would compris

. specialise

e:

d auditing services in respect of

such matters as ADP auditing, operational

auditing,

and the design of complex ADP systems;

. non-specialised audit gservices to smaller

organisati

ons which camnot establish viable

internal audit units.

5. The functions in category (a) are already being carried out

t
under existing arrangements but the Committee's

above that departments be prov

a new auditin
the present situation

body would have a dua

g body would represent a substantial departur

proposal in (b)

ided with actual auditing services by

e from

. Under that proposal, the proposed central

1 role in that it would not only help
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departments to carry out their internal audit function but would
also itself become an auditing body and carry out various auditing
functions for them, Before turning to the ramifications of that

particular proposal some comments are offered below on the adequacy

of the present machinery.

(II) Adequacy of the Existing Machinery

6. In current circumstances, there can be little argument
concerning the need for some form of central machinery to promote
the development of the internal audit function in the Service.

7. In the light of experience to date it does seem fair to say
that the present machinery has proved to be well suited to the
purposes for which it was established. In this conmection

significant contributing factors include:

. With the Board as the 'parent' body it has been in a
unique position to provide strong leadership and support
for the programs and to take appropriate action in
respect of departmental establishments,

. IDAC has played an important role in promoting inter-
departmental collaboration, in mobilising support for
the programs, and in developing and disseminating views
and ideas on internal audit problems, (One result of
this latter activity is that the Board has not become

closely or directly involved in internal audit standards
and methodologies.)

. The other important factor has been the research and
administrative support provided by the Board's own staff
and the availability of the Board's Implementation Unit
as a base for officers seconded from the departments,

8. The present arrangements were instituted as part of an
implementation process rather than as a long-term or permanent

arrangement. With continued improvement in the way in which the
264
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internal auditing function is carried out the need for some
centrally-organised training efforts - for example, in respect of
systems-based auditing - can be expected to diminish or disappear.
On the other hand, more efforts may be required for a time in

other directions. This is illustrated at the moment by the action
being taken to intensify our training efforts in respect of ADP
auditing; special efforts to improve internal auditing in other
areas (e.g., in efficiency auditing) may also prove to be desirable,
9. It should be emphasised, however, that the present arrange-
ments are designed essentially to meet a short-term situation - a
situation where, for various reasons, departments need some help and
encouragement in developing their internal audit activities and in
carrying out this function more efficiently. It follows that the
Board canmot be expected to continue to participate indefinitely in
such arrangements or continue to provide substantial resources for
this project. It is true that, apart from its general interest in
this Service-wide function, the Board has a lively interest in some
aspects of auditing (such as efficiency auditing and perhaps ADP
auditing). But internal auditing is simply one of a number of
departmental functions which, from time to time, may merit Board
assistance and encouragement and the establishment of special intex-
departmental machinery to carry out remedial programs.

10. When the time comes for the Board to reduce its imvolvement
in internal audit matters and to taper off the internal audit
programs, departments may feel that some elements of the present

machinery - such as IDAC - should still be preserved. It is to be
265 5
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hoped that the Institute of Internal Auditors and the Government
Internal Audit groups (which we have been encouraging) will also
play a more active and continuing role in respect of internal
audit matters. At this stage, however, it does not seem necessary
to canvass such possibilities in any detail. As we are still in
the midst of implementing the remedial programs the immediate
question is whether the present machinery is adequate for that
purpose, For reasons given above, it seems reasonable to conclude
that the present arrangements are working well and that, for
purposes of meeting our current objectives, the existing machinery

is appropriate,

(III) A New Auditing Service

11. It is clear that the PAC proposal to establish a more formal
and distinctive form of internal auditing organisation - such

as an Audit Bureau - stems largely from its belief that one of the
main functions of such a body should be to provide audit services.
to departments and authorities which carmot carry out an audit
function adequately from their own staff resources.

12. We can certainly agree with the Committee that the lack of
viability of some internal audit organisations is a very real
problem.l Our experience to date has demonstrated that it is waste-
ful and inefficient for some organisations - especially the smaller

and more scattered organisations - to set up their own internal

1 This probl‘em - together with some proposed solutions - was
canvassed in some detail in an IDAC discussion paper of
November 1979 entitled 'Viability of Small Internal Audit Units'.
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audit units and that such organisations therefore need to look

elsewhere for even the more basic audit services. Similarly,

some internal audit units - particularly the smaller audit units -
find it difficult, if not impossible, to provide the more highly~
specialised audit services from their own staff resources. They
too need to look elsewhere for those audit services.

13.. There is no doubt that a continuing audit service for
departments would require some form of permament machinery. Nor
can it be assumed that the present internal audit machinery would
provide a suitable framework. If a Bureau were to be established
close attention would need to be given to such aspects as the
identity of the 'parent' department, the extent to which control
over the Bureau's activities should rest with the client depart-
ments, and the relationship of the Bureau's work with that carried
out by the Auditor-General's Office.

14, The Committee believes that a central auditing service
administered by an Audit Bureau would be an internal rather than
an external audit arrangement. This is opem to question., It is
true that, unlike the usual Audit Office practice, it is mot
proposed that audit reports emanating from the central body be
published or that the central agency would institute audits
without the consent of the department. But it is also true that
such an arrangement would de very different from a normal internal
audit arrangement in that the audits themselves, the timing of the
audits, and the persommel carrying out the audits, would not be

under the control of the departments whose affairs were being
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audited, In short, it would involve recourse to 'external'
personnel and resources; as such the Committee's proposal would
represent a movement away from internal auditing, It could be
regarded as a hybrid arrangement or as a species of external
auditing service over which departments exercised some measure
of control,

15. The extent to which such arrangements involved a loss of
control by departments aver their auditing activities would
depend on the precise terms of the arrangements negotiated with
departments, If, as suggested by the Committee, the Bureau were
a high-level and expert body it would doubtless seek to develop
its own way of doing things and its own priorities., It is un-
likely that it would regard itself as purely and simply a servant
of the departments which sought its services; indeed, one of the
advantages the PAC sees in. its proposal is that a central body
which provides such auditing services would be well-placed to
determine auditing priorities and promote a more ‘rational' use
of scarce auditing resources, Departments would probably have
less control over the particular auditing arrangement advocated
by the Committee than they would enjoy if they hired external
auditors from the private sector. It is unlikely that departments
would find this particular arrangement acceptable,

(IV) Pros and Cons of a Bureau
16. In the IDAC Paper referred to above2 it was suggested that,
as compared with the operations of small audit units, a Bureau

approach might have the following advantages:

better administration

better quality staff

better quality audits

greater independence

real cross-fertilisation of ideas

improved probability of audit reports reaching senior
management

. better utilisation of skilled resources

2 IDAC Discussion Paper on the Viability of Small Internal
Audit Units, Pp, 15 ~ 16,

vee/8
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. better chance of recruiting skilled ADP auditors
. better staff morale.

17, The main problems involved in establishing a hybrid organisa-
tion of this nature which cuts across mormal departmental lines of

3
responsibility may be summarised as follows:

. Such an organisation would not be at the immediate
disposal of Permanent Heads.

. It could come to be regarded as essentially an external
organisation and its recommendations might be discounted
on the ground that it was not fully in sympathy with the
objectives of the department it may be servicing.

. Difficulties could arise in setting work priorities and

in deciding which bodies merited assistance by the

central agency.

It would be very difficult to find an appropriate 'parent’

department or authority for the Bureau. It would scarcely

be appropriate for a cemtral authorty such as the Public

Service Board to be involved in providing audit services

yet strong 'central' support for such an agency would be

most desirable.

18. None of these difficulties could be regarded as insurmount-
able, Most of them veflect the fact that hybrid arrangements of
this kind necessarily involve compromises and conflicts of
interests. Nevertheless, it would clearly be no easy task to
devise arrangements that are likely to be generally acceptable

and to secure administrative and other persommel with the necessary
skills and sensitivities, This view is supported by such knowledge

as we have of the experience of other Administrations which have

3 Most of these points were made in the course of an IDAC

discussion of the subject on 3 April 1981. 9
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instituted such arrangements .4

19. It is clear that this particular form of auditing machinery -
which is neither completely internal nor completely external to.
the participating departments - will not succeed unless there is
strong and widespread support. for it. The potential recipients of
its services - along with the relevant central authorities - mneed
to be satisfied that there is a real need for such a Bureau and
that it provides the best solution for their auditing problems.

At least at this point of time, however, there is no evidence that
the Committee's proposal would attract stromg support either from
the departments or from the Auditor-Gemeral; indeed, the latter's

Office has recently opposed the proposal.s

4 The JMR recommendation in favour of an Audit Bureau was
heavily influenced by a Canadian decision at that time to set
up a Bureau. More recently, the Canadian Royal Commission on
Financial Management and Accountability has recommended that
the Bureau be abolished; that recommendation has not been
implemented but it seems clear that the experiment has not
been an unqualified success, Mixed reports have been received
concerning the Audit Bureau in the Northern Territory
Administration. In Queensland operational auditing is carried
out by a relatively small group of highly-skilled auditors
attached to a Bureau; details are given in IDAC Paper No..

The Queensland experiment is an interesting one but it is not
yet fully developed.

S5 Attachment C contains the text of the Audit Office memorandum
of 6 May 1981 on this matter. The memorandum endorses the
criticisms recorded in the IDAC discussion of 3 April 1981 and
reproduced in paragraph 17 above.

2
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(V) Better Use of Existing Audit Facilities

20. We can agree with the PAC diagnosis that it is wasteful

and inefficient for some organisations to establish their own
jinternal audit unmits and that some of them are not in a position
to provide audit services which are highly-specialised or in

short supply. We can also agree that solutions to such problems
inevitably involve, in one way or another, recourse to audit
personnel and resources external to the organisations concerned,
Tt does mot follow, however, that the best solution to such
problems is to establish a new audit organisation or an entirely
new audit service.

21. Before contemplating the setting up of new machinery the
Government would need to be satisfied that the problems cannot be
met satisfactorily by the use of existing audit facilities in
both the private and public sectors and by effecting, if necessary,
some adaptations to existing audit arrangements and procedures.
1f, for example, serious consideration were to be given to setting
up a new auditing service for some departments, it would be
necessary to establish that an adequate and economic service could
not be provided satisfactorily in other ways such as the hiring of
auditors from the private sector, the provision of auditing
services by other departments, and the auditing activities of the
Auditor-Gemeral., The PAC report does mot mention - much less
pursue - such possibilities.

22, Some attention is already being given to ways in which
better use might be made of existing audit facilities. For
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example, the Government is currently encouraging the use of 2, The main point to emphasise, however, is that first

private consultants and, in the area of ADP auditing, the Board priority should be given to the development of efficient internal

has taken a number of steps recently to make better use of the audit arrangements and to the better use of other existing audit

skills available in the private se.c:t;or:.6 IDAC has been active facilities rather than to pursuing, at this stage, the possibility

also in encouraging departments to form audit teams - which may of establishing a mew auditing service and new auditing machinery.

include private consultants - to tackle ADP audit projects and 1t should be possible for departments with non-viable internal

in providing guidance to departments concerning ways in which audit units to solve at least some of their problems by taking up

they might provide auditing services for other departments and one or more of the options referred to in para. 21.7 There is often no

for their outrider organisations, single or simple answer to the question of what kind of audit or

23, If the idea of an Audit Bureau were to be pursued at some review mechanism would be appropriate. Much depends on particular

time it would also be necessary to give some thought to the kind circumstances and the particular needs of individual organisations.

of auditing service which might be provided. The PAC suggests In some circumstances the situation may call for some form of joint

that the Audit Bureau be staffed by a small pool of highly-skilled audit activity involving both internal and external resouxces but

persoanel, But it would be quite impracticable for a small pool it does not follow that new auditing machinery is necessary for

of auditors to be expert in all auditing fields. Whilst there is this purpose.

some commonality in audit skills, there are also substantial 25, n many cases, departments may find there is mo real alter-

differences in the skills required for different kinds of auditing. native to audits by the Auditor-General. In other words, mamy of

To build up a large and diverse new body of auditors, however, the unresolved problems may eventually fall into the lap of the

would clearly be wasteful and involve duplication of the auditing puditor-General and, under existing arrangements, the responsibility

functions of the Auditor-General's Office and of other existing for deciding what auditing action should be taken in these cases

establishments, In general, the problems faced by internal audit would rest with him. From the standpoint of departments, much

organisations are likely to be most acute in respect of the more would then depend on the way in which the Auditor-Gemeral viewed

advanced audit techniques; it is in such areas that they are most their problems and on the extemt to which his auditing priorities

likely to need some 'external' (or 'semi-external') support.

coincided with their own needs. In this connection some differ-
6 These steps have included the engagement of private consultants

to carry out pilot ADP audits of an advanced nature and the. ‘ ences in viewpoint between the Auditor-General and departments may

compilation of a register of consultants whose services might K N

be used by departments. 7 These options are canvassed in some detail in the IDAG Paper on
272 ceo /12 i the Viability of Small Internal Audit Units.
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emerge. It remains to be seen, however, whether such differences
in viewpoint will involve substantial difficulties. More generally,
it remains to be seen whether such difficulties as may remain in
respect of departments' audit problems will prove to be sufficiently
widespread or serious as to warrant serious thought being given to

the possibility of establishing some new form or forms of centrally-

organised audit machinery,

26, In any event, I believe that under the existing IDAC/
Implementation Unit arrangements we can probably do more than we are
already doing to find solutions to these problems. One forward step
would be to actively encourage departments to inform us if they are
experiencing difficulties in carrying out their internal audit
functions and to emlist our assistance in mobilising the necessary
resources or in helping them to find other solutions to their
problems. We need to continue our efforts via the IDAC machinery to
keep the Service informed of relevant developments, to promote a
much better understanding of audit problems and of possible solutionms,
and to provide a forum for the exchange of views. Perhaps we can
also do more in respect of specialist audit services (such as ADP
auditing) to help in the organisation of audit teams and to assist in
the carrying out of pilot audit projects. Apart from the immediate

benefits of such activities to the particular departments involved,
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such activities should help to keep the Board - and, indeed, all
interested parties - closély informed of current problems and
current developments and help to focus attention, from time to
time, on ways in which the organisation of auditing in the Service

might best be improved.

(V1) Summary of Main Points
27, The main points in this paper are summarised below:

(i) The case for establishing a centrally-organised
audit body such as an Audit Bureau depends, in the first
instance, on the kind of functions which may be envisaged
for it.

(ii) Under the Board's leadership the current arrangements have
taken the form of an interdepartmental committee system
(on which all the main interested parties are represented)
together with an Implementation Unit in MSED (to which
departmental officers are also seconded) to support the
internal audit development programs. This type of
machinery - which has relied heavily on co-operative
effort on the part of all concerned - has proved to be
well suited to the training and other promotional functions
which it carries out.

(iii) There would therefore be little or mo case for establishing
a formal audit bureau if it were to do mo moxe than
carry out these existing functions. Indeed, as the present
remedial program progresses and the training activities
taper off, it should be possible to dispense with at least
some of the present machinery and to look forward to the
time when the Board will no longer need to play a leading
role in this matter and devote resources to encouraging
this particular departmental function,

(iv) The Public Accounts Committee's case for establishing an
Audit Bureau is based on the view that, in addition to
carrying out remedial programs to help departments carry
out their internal audit functiom, the central body should
also carry out a continuing audit function for them. This
view, in turm, is derived from the Committee's diagnosis
that some departments and organisations cannot carry out an
audit function adequately from their own staff resources,
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(V) We can agree with the Committee's diagnosis that it is

(vi)

(vii)

(viii)

wasteful and inefficient for some organisations to
establish their own internal audit units and that some
internal audit units are not in a position to provide
highly-specialised audit services and other audit
services in short supply,

We can also agree that, if a central organisation were
to get into the business of providing audit services
on a continuing or significant scale, some permanent
form of machinery - and one devoted solely to audit
matters - would be required, But in that event it
should not be assumed that anything like the present
arrangements (under which the Board plays a leading
role) would be appropriate. On the machinery side it
would be necessary to review such aspects as:

» the nature of the auditing services to be provided

and whether they should be provided by the one
body;

« the identity of the 'parent' authority or authori-
ties. (For example, it. would Scarcely be
appropriate for a central authority such as the
Public Service Board to be involved in providing a
wide range of audit services,);

+ the degree of control to be exercised by the
client departments.

Contrary to the Committee's view, a new auditing service
of this kind would represent a movement away from
internal auditing in that it would involve recourse to
persomnel and resources 'external' to the departments or
organisations concerned, It could be regarded as a
hybrid arrangement or as a species of external auditing
service over which the client departments exercised some
degree of control..

The difficulties involved in operating hybrid organisa-
tions of this kind which cut across normal departmental
lines of responsibility are well known (see for example
para. 17). Moreover, attempts by other administrations
to set up such Bureaux have not been conspicuously
successful although an interesting innovation is taking
place in Queensland where a small Bureau with a special-
ised function has been established recently, Neverthe-
less, the difficulties in operating a Bureau would be
considerable and it is obvious that this form of audit
machinery will not succeed unless there is strong and
widespread support for it on the part of its potential
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clients and the relevant central autl:xorities. Athleast
at this point of time there is no evu:'lencg of suc .
support and the Auditor-General's Office is actively
opposed to the proposal.

The Parliamentary Committee ap;f;ears t9 gisuxzztzi;izlthe
i blem of non-viable )

only solution to the pro i cernal

i i i ish a new audit organisa
audit units is to establis :
and a new audit service. Any proposil ;ft§21iozzgu;§dit
i in the context o
needs to be considered in h al au
d other options shou

arrangements for the Serv‘ice an r opt 1

also %e considered including the possﬂ?lhty og makuix%_

better use of the auditing services which may be ava

able from existing sources such as:

. other departments
. the private sector
. the Auditor-General.

(These other options are referred to in the concluding

chapter and canvassed in more detail in the IDAC Paper entitled

'The Viability of Small Internal Audit Units'),
The paper concludes by suggesting that:

(a) First priority should be given to the develgprélznt
of efficient internal audit a"frangeme.ants m‘]l't‘es
the better use of other existm:lg audit fa}c]:. iti
rather than to pursuing, at this stagg,.t e vice
possibility of establishing a new auditing se
and new audit machinery.

i of this approach may mean I;hatf some of

® ngp;;gnblems arisigg from the nOh—Vlelllt}f’ ofs
internal audit units will not.be capable o fe::hz
solutions and some will fall into the 1apho he
Auditor-General, It remains to be seen, owe\sl eét
whether such difficulties as may remain in rebz
of departments' audit problems.wlll prove t:ommt
sufficiently widespread or serious as t?bv;i:.:t £
serious thought being given to the possil tl {1 £
establishing some new form or forms of centrally
organised audit machinery.

(¢} Under the existing arrangements we should cc'n;t'::.nue
to do all we can to help departments to mobilise
the necessary resources and find solutions to
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their auditing problems (see

: para, 26), A
along Fhese lines should also help to)focu:tion
attd:e.antlon on ways in which the organisation of
auditing in the Service might best be improved.,

7"/’

27 October 1981

278

.. /18

- 18 -

ATTACHMENT A

INTERNAL AUDIT CONSULTANCY BUREAU

Text of PAC Recommendation

*The Public Service Board should review its previous
decisions and investigate the need to establish an
Internal Audit Consultancy Bureau or similar
organisation attached to the Board itself, or
supported by the Board; independent from the
Auditor-General's Office, but with links with it;
which could:

. provide a pool of internal auditors highly
skilled in the more specialised audit
procedures and techniques, particularly in
respect to operational auditing, ADP audit-
ing and ultimately, effectiveness reviewsy
and who would be available to assist
individual departments and authorities
without the capacity to develop these
resources themselves;

. help spread those specialist skills through
the Public Service by staff rotation
programs with othex departments and
authorities;

. participate in the design and implementation
of controls in complex ADP systems and the
development of gemeral audit application
programs;

. provide advice on the development of perform-
ance measures and standardsy

. assist in the development: of more advanced
training programs;

. provide an internal audit service for those
departments. or authorities too small or too
fragmented to maintain an internal audit
function themselves; and

. maintain a small research capability to keep
abreast of advances in audit techniques and
keep under review the state of internal audit
throughout the Public 287egrvice.“
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ATTACHMENT B

AUSTRALIAN INTERNAL AUDIT BUREAU - JMR PROPOSAL

In the JMR report on internal auditing it was recommended that:

'To overcome the problems of lack of co-ordination
and standards service-wide, the lack of specialised
expertise and the fragmentation of audit resources
in the APS, we propose the formation of an inter-~
departmental audit committee, supported by a
permanent secretariat to be known as the Australian
Internal Audit Bureau, which would be responsible
for the development of a common audit approach,
practice standards and the training of all levels
of staff. . . . Additionally, the bureau could be
extended to provide field internal audit services
to smaller departments and remote locations, onm
request. It could also provide essential specialist
audit services, particularly ADP audit, which are
not adequately provided by departments,'s

The Public Service Board accepted the need for some form
of interdepartmental machinery and the JIC and IDAC were
established to implement and facilitate the remedial programs
decided upon by the Board. After canvassing the views of
Permanent Heads the Board decided that there was little support
for the proposal to establish a special bureau designed
principally to provide an auditing service for some departments.
At the same time the Board undertook that the interdepartmental
committees would be provided with supporting staff and an
Implementation Unit has been established in MSED to support
internal audit and other such programs.

The personnel required for the internal audit programs
have been Board officers and officers seconded for relatively
short periods from departments; there has also been some use
of outside consultants.

% Paragraphs 51 - 52 of Coopers and Lybrand
letter of 29 September 1977 to the Public
Service Board.
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COMMENTS OF AUDITOR-GENERAL'S OFFICE ON PROPOSED AUDIT BUREAU

EXTRACT FROM AUDITOR-GENERAL'S OFFICE MEMORANDUM OF 6 MAY 1981 TO
DEPART

" tter relates to the recommendation at paragraph 8.14
czzzeziggz zﬁe establishment of an Internal Audit Consultan;y n
Bureau. This recommendation comes close to tbe recommeng?t gn i ;
the Coopers & Lybrand Report of 1977 that an internal a; Xé urea
be set up., In the main, reservations express?d at the E ¢
meeting of 3 April 1981 and recordeq in the minutes of ; ﬁl'c
meeting are valid. The‘recommendat1on'would plgce the bu i
Service Board or any similar orgamnisation to which the u;eaut
was attached in the position of being, to some ex?entdat eiz s
an external auditor. The Board itself, it‘ls believed, wou care
prefer not to be involved in such an exercise. 'There also ﬁppin
to be some internal conflict in the recomme?datlon between 'aiisgd
a pool of internal auditors highly skilled in Fhe more s?e§1:nal
audit procedures and technigues ang ghgosizzlzzozhzflzztzz ;re

i rvice for small or fragmente h
3;§;§ei; to require the service of the former.' Eltbert;het§zi:au
should be for the purpose of audit or, as explicit in fe lthi;
for consultancy advice. The lattex would have support_ rog Ehis ns
Office whereas the former would not, for the afor§ment102e e .
As a consultancy service a bureau attacbed ?o an mdepenlgnbe y
(other than the Board or another. co-ordlnatlng bpdy) cou. qbe
a useful organisation in’Fhe context of the aims expresse
section 8 of the Report.



