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DUTIES OF THE COMMITTEE

Section 8.(1) of the Public Accounts Committee Act 1951 reads as
follows s :

Subject to sub-section (2), the duties of the Committee

are:

{a) to egcamine the accounts of the receipts ' and
e).:peno:}ture of the Commonwealth including the
£inancial statements transmitted to the
Auditor-General under sub-section (4) of section 50
of the Audit Act 1901;

(aa) to examine the financial affairs of authorities of
‘_:he Commonwealth to which this Act applies and of
intergovernmental bodies to which this Act applies;

{ab) tg exax'nine all reports of the Aunditor-General
(1n§:lud1ng reports of the results of efficiency
audits) copies of which have been laid before the
Houses of the Parliament;

(b} to report to both Houses of the Parliament, with

such comment as it thinks fit, any items or matters

ip those accounts, statements and reports, or any
circumstances connected with them, to which the
Committee is of the opinion that the attention of
the Parliament should be directed;

{¢) to report to both Houses of the Parliament any
alteration which the Committee thinks desirable in
the f.orm of the public accounts or in the method of
I;eeplng them, or in the mode of receipt, control,
issue or payment of public moneys; and

{d) to ipquize into any gquestion in connexion with the
public accounts which is referred to it by either
House of the Parliameht, and to report to that
House upon that question,

and include such other duties aé ‘are assigned to the

Committee by Joint Standing Orders approved I
Houses of the Parliament. PP Y both

(iv)

PREFACE

This report is the first to be tabled by the Committee
under the terms of its standing reference (passed in the House of
Representatives on 8 May 1985 and the Senate on 10 May 1985) to
investigate and report on proposed acquisitions of Automatic Data
Processing (ADP) facilities by Commonwealth departments or
authorities staffed under the Public Service Ackt 1922.

on 17 January 1986, Senator Walsh, the Minister
Assisting the Prime Minister for Public Service Matters, advised
the Committee that the Government had given in principle approval
to the proposed acquisition of computing and communications
facilities by the Australian Audit Office, conditional on the
proposal being reviewed by the Public Accounts Committee.
subsequent submissions by the Australiar Audit Office, Department
of Local Government and Administrative Services, and the evidence
given by representatives of the Department of Finance and the
Public Service Board have raised some concerns about the
Australian Audit Office's proposal and other proposals for the
acquisition of computing facilities.

Thege concerns relate primarily to:

the apparent difficulties of some departments in
identifying and presenting a comprehensive and
comprehensible statement of all costs associated
with the proposal:

. the apparent reluctance of some departments to
define and quantify the benefits which will result
from the acquisition of ADP facilities; and

the absence of saticfactory provisions in these
proposals for the performance monitoring systems
and output indicators necessary to demonstrate
subsequently that these benefits are achieved.

The conclusions of this report reinforce the need for
greater scrutiny of ADP acquisition proposals by both senior
management of ‘the acquiring department and by co-ordinating
departments involved in the approval and acquisition process. The
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Cormittee's £indings also emphasise the responsibilities of heads

of organisations and of the Department of Finance to ensure that

the performance and benefits of these ADP facilities are
monitored and periodically reviewed.

For and on behalf of the Committee.

Senator G Georges
Chairman

M J Talberg

Secretary

Joint Committee of Public Accounts
Parliament House

Canberra- -
28 May 1986
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Costs

Benefits

LIST OF CONCLUSIONS AND RECOMMENDATIONS

The Committee concludes that:

the Australian Audit Office has made a serious

attempt to identify the total cost of this i

: : project
in accordance with the guidelines i

Public Service Board; g lesued by the

much of the confusion éurrounding the Australian

hAudit Office's successive attempts to present and

justify the cost estimates for this project could

have been avoided if the costing tables were

gg:grsnpgn;ed_gy c_lt(-;lar and comprehensive explanatory
escribing e nature of each it

absorbed costs; iten and of the

the cost estimates accompanyin i

e 8 g the Office's

;g;gj‘;re]i}. subrg:!;ssion tg this Committee have been and
continue to be the subject :

ok el 3 of some further

there is some doubt whether the level of additi

e ub ional
Es,t;gf.ictsugport fwfh:.ci{l"n is to be provided for this
project is sufficient to secure its
implementation; and successtul

the level of absorption of the staff resources
proposed for this project must be considered a
measure  of the Auditor-General's and his
organisation's commitment to cost containment in
the successful implementation of this project.

The Committee concludes that:

the proposed ADP acquisition b; the Aus i
Audit pffice is justified in term’g of the i;;:i;:g
effectiveness of the Australian Audit Office in
promoting ~  administrative efficiency and
accountability in the Commonwealth public¢ sector;

the Australian Audit Office has not mad

e an
adequat.:e effort to define and quantify the benefits
resulting from the proposed ADP acquisition and the
information systems it will support;

(x)

the process of  attempting a comprehensive
definition and quantification of * benefits will

provide a basis for the -establishment of output

indicators: and performance measures for the

. proposed  systems, These should be integral

components of the proposed ADP system itself; and

it is doubtful whether co-ordinating departments
and agencies, including the Department of Finance '
and the pPublic Service Board, have seriously
challenged or attempted to verify the benefits
asserted for the Australian Audit Office's proposed
ADP acquisition.

The Committee recommends that:

1

the benefits asserted for ADP acquisition proposals.
be subject to rigorous scrutiny and. verification by
the Department of Finance when funding approval is
requested. {Paragraph. 2.27)

Post Implementatibn Review

The Committee concludes that:

the conduct of post implementation reviews of major
ADP based projects and of the individual system
applications.  which they  incorporate, is a
fundamental element of proper -planning and project
management practices;

it is clearly the responsibility of heads of
departments. and agencies to. ensure that. such
implementation reviews are undertaken; and

no co-ordinating agency currently accepts that it
has a responsibility, as a matter of course, to
review the performance and benefits of ADP projects
after their implementation.

The Committee recommends that:

2

all ADP acquisition proposals include detailed
provision for the collection of the performance
data necessary for undertaking post implementation
reviews and monitoring productivity improvements.
and other project benefits; (Paragraph 2.33)

at the time funding approval is requested for ADP
acquisitions, the Department of Finance ensure that
adequate attention has been given in the proposal
to the subsequent monitoring of project performance
and. benefits; .(Paragraph 2.33) and

(xi})



the Department of Finance insist that any
subsequent requests for additional project funds,
upgrades to existing installations and re-equipment
acquisition are supported by the results of a post
implementation review and a comprehensive statement
of the benefits achieved to that time..
(Paragraph 2.33)

IBM Compatability

The Committee concludes that:

the technical benefits to the Australian Audit
Office in specifying that its mainframe must be IBM
compatible are not persuasive;

there are non-technical advantages in acquiring an
IBM compatible mainframe facility which would be of
strategic benefit to the development of the
Office's ADP capability. The main benefit appears
to be the experience that its staff will acquire in
the IBM compatible environment common' to
approximately two thirds of its major auditees; and

that the benefits which the Australian Audit Office
asserts will result from the selection of an IBM
compatible mainframe, should be able to be
represented and given appropriate weightings in an
open tender specification.

The Committee recommends that:

5

the ‘'Guidelines for ADP Acquisition' and the
methodologies nominated therein be reviewed with a
view to ensuring that as far as possible the
non-technical advantages associated with particular
tender proposals are recognised and can be given
appropriate weightings. (Paragraph 2.49)

Software Compatability

The Committee concludes that:

the Australian Audit Office has taken reasonable
steps to establish that the integration strategy
and software compatibility it proposes for its ADP
network are achievable using existing technology.

Evaluation Methodology

The Committee concludes that:

the evaluation methodologies and Request for Tender
contained in the 'Guidelines for. ADP Acquisition'
undoubtedly have some deficiencies and are capable
of being improved and refined; and

the current Guidelines have been endorsed by

government and until such time as they are amended
they should be followed.

(xiii

The Committee recommends that:

6

the Department of Local Government zfmd
Administrative Services expedite its current review
of the 'Guidelines for ADP Acquisition' with a
commitment to issue a revised set of Guidelines by
the end of 1986; {(Paragraph 2.63) and

all departments and other organisations with an
interest submit their comments and recommendations
on the contents and operation of the Guidelines to
the Pepartment of Local Government and.
Administrative Services and to this Committee.
(paragraph 2.63)

(xiii)



CHAPTER 1

INTRODUCTION
« Background
. The Australian Audit Office
. Overview of the Proposal
Background

1.1 This proposal from the Australian Audit Office (ARQ) is
the second proposal to be examined by the Committee under the
terms of its standing reference (passed in the House of
Representatives. on 8 May 1985 and the Senate on 10 May 1985) to
investigate and report on proposed acquisitions of automatic data
processing (ADP) facilities by Commonwealth departments and
authorities staffed under the Public Service Act_1922,

1.2 The terms of the standing reference provide that major
proposals. be referred by the Minister responsible for the
proponent department or "authority to the Committee for its
examination and report. On 17 Januvary 1986 Senator Walsh, the
Minister Assisting the Prime Minister for Public Service Matters,
wrote to the Chairman of the Committee indicating that the
Government had given in principle approval to the proposed
acquisition of computing and communications facilities by the
Australian Audit Office, conditional on the proposal being
reviewed by the Public Accounts Committee.

1.3 The submission made to the Committee by the Australian
Audit Offjce on 26 February 19861 followed the form of the
guidelines issued by the Committee in May 19852, In summary, the
Committee's guidelines require a submission to describe the
nature of, and justification for the acquisition including its.
cost effectiveness, associated technical and other risks,
industrial relations issues,. provision for Australian industry
participation and the proposed method of acquisition,

1.4 After an initial review of AAO's submission the
Committee sought further information from AA0 on several
matters3. A supplementar: submission was submitted to the
Committee on 10 April 19863, The Committee took evidence from the
Auditor-General and officers of the Department of Local
Government and Administrative Services (DOLGAS), the Department
of Finance and the Public Service Board at a public hearing on
17 April 19865. DOLGAS provided a written statement on certain
matters the Committee had raised in advance of the hearing6.

1. Appendix 2.

2. Appendix 1.

3. Appendix 3.

4. Appendix 6.

5. PAC Minutes of Evidence, Public Hearing on Proposed Computer
Acquisition by the Australian &udit Office, 17 April 1986.

6. Appendix 5,



Subsequent to the public hearind AAO provided a written response
on 24 April? to several questions. put by the Committee at the
hearing. The Department. of Finance has not as yet replied to some
questions taken on notice at the public hearing,

The Australian Audit Office

1.5 The role of the Auditor-General, and by extension his
Office, is to improve the economy, efficiency and agcountability
of the Commonwealth Public Sector by comprehensive auditing of
Commonwealth departments and agencies and by reporting on, these
audits to the Parliament.

1.6 The AAO undertakes two principal types of audits:

. audits of financial regularity and compliance (used
to produce the report required@ on the annual
financial statements of the Minister for Finance,
and the Auditor-General's annual financial
statements on statutory authorities. and government
owned ox controlled companies); and

. performance audits which include efficiency audits
and project audits.

1.7 The 1984-85 annual Report of the Australian Audit
Office indicated that of the total audit effort in 1984-85,
11 percent was devoted to audits of the firancial statements
prepared by the Mirister for Finance, 56 percent to audits of the

finapcial statements of authorities and companies, 5 percent to

gfficic_ency avdits and 28 percent to other project -audits
including audits of computer systemsS8,

1.8 The AMO comprises a central. office and seven field
branches. Central Office is located in Canberra and consists of
four divisions. Three of these have operational responsibilities
covering specific departments and agencies and one has
administrative and technical support responsibilities, There is a
field branch in the ACT and in each State, The three laryest
field branches are the ACT, NSW and Victoria,

1.9 Central Office essentially has. a planning and
co-ordination role although some special project audits ana
research are also undertaken. The field branches conduct, with
assistance: from Central Office, audits assigned 'to them which are
of relevance to their geographical areas., All reports are
finalised in Central Office.

7. Appendix 7. ’
8. Anmnual Report of the Australian Audit Office, 1984~85, 2AGPS,
Canberra, p. 23.

— e e e o, J—

1.10 As at 30 June 1985, BAAO' had a total of 448 audit
professionals of which 80 were located at Central Office. The
largest state offices are ACT, NSW and Victoria which had 128, 70
and 92 staff respectively, The majority of administrative stakt
are located at Central Office (B4 of a total of 127).

Overview of the Proposal

1.21 ARO submits that it requires a computer network to meet
the needs generated by the increasing volume and scope of audit
work and the growth in the number and complexity of computer
systems used by its auditees (ie other Commonwealth departments
and authorities). The system is designed to improve the general
management of the AAO's activities and, in particular the
selection and conduct of audits, The main emphasis of the
proposed systems is directed therefore towards better management
information and information to assist audit planning, control and
operations..

1.12 The Auditor-General noted in his 1984-~85 Annual Report
that:

.. the AARQ has been able to undertake only minimal
auditing of the computer aspects of many major
automated processing systems in a range of larye
departments. and statutory avthorities and finds it
impossible to perform the regular review of these
systems necessary to ensure that changes to
systems have not affected their reliability. The
Office too often has to rely on the minimal
assurance gained from extensive review of manual
procedures and limited use of computer assisted
techniques. The AAO continues to accumulate major
backlogs. in audit examination of automated
accounting packages nowadays being introduced by
many auditees and is even further behind in the
examination of auditee’s systems for delivery of
services and provision of management information.9

1,13 ABO envisages that the specific tods regquired to meet
these needs will be best provided by a system involving three
levels of data processing:

. a central computing facility and associatea
software.. The AAO suggests that the central
computer be an IBM compatible computer, equivalent
to an IBM 4381

. a network to provide processing capacity, office
automation and printing facilities for each State
and’ to provide .access to the central applications.,
It is proposed that the network will comprise local
area networks which can operate independently of
‘the central computer; and

9. ibid., p. 4.



N a micro computer facility to provide tools such as
spreadsheets and word processing for audit staft.

1.14 The AAO at present has only modest computer resources
of its own and in consequence has not been able to undertake
satisfactory audits of major computer systems under its purview.
ARO has approximately 50 IBM personal computers which are used in
the planning and conduct of audits.

1.15 The AMO is in the process. of developing various
Computer Assisted Audit Technigues (CAATs) to enable the field
auditor to carry out specific tests on computer files of
interest. However AAO does not have its own computing facilities
capable of running standard CAATs. It currently uses CSIRONET to
provide central computing facilities to AAO on a commercial
bureau basis. Audit field staff can use terminals in the field to
access CAATs on the CSIRONET facility but AAO asserts this
arrangement does not provide the wuser with the priority or
security of information their work requires. At present AAQ is
paying $200,000 p.a. for CSIRONET's. services. It is estimated
that as more CAATs are developed and made available the annual
cost will rise to $800,000.

1.16 ARO. proposes a phased acquisition and system
development program commencing with the purchase of a central
computing facility and a pilot network. It intends that
applications. currently running on CSIRONET will be transferred to
the new facility where further application development work will
be undertaken. Once the initial acquisition has been made
(expected towards the end of 1987} additional workstations will
be progressively acquired over the following three years.

1.17 AAO also states that this strategy is consistent with
the Government's desire to exercise budgetary restraint and to
limit acquisitions to those which are clearly inescapable and
incapable of deferral. AAO0 also maintains that its strategy of
progressively phasing in the network should minimise the risks
involved with a major increase in the wuse of computing
technology.

1.18 AAO's original submission estimated the total cost of
the acquisition proposal over the period 1986-87 to 1989-90 to he
approximately $23 million including §$6 million of capital
equipment. AAC submitted that it would absorb most user staff
costs and a substantial component of computer service staff costs
from existing resources. As a consequence it estimated that the
additional expenditure over this period will be reduced to
approximately $13 million.

1.19 The AMO submits that the .benefits of the proposed
acquisition are substantial but are extremely difficult to
quantify in monetary terms. The expected benefits are in the
nature of improved management information and decisions, better
priority determination for audits and, most importantly, an

improvement in the quality of audits. The ARO in its 1985 ADP
Strategic Plan, which covers the period June 1984 to June 1990,
does’ attempt some quantification of benefits where it states,
that wpen fully implemented the systems will increase the
productive capacity of the ARO by the equivalent of the addition
of some 61 professional staff. The overall cost of employiny such
staff would approximate $3.3 million per year,l0

1.20 The AAO claims that the benefits to the public sector
generally in terms of the greater administrative efficiency which
would result from AAO's increased productive capacity are real
but immeasurable.

l.gl AMO proposes to acquire an IBM or IBM compatible
mainframe computer in order to best support the software
environment needed for the development and operation of the
progosed application systems. AAO' argues that an IBM compatible
environment is required because a significant proportion ot
auditees use IBM compatible equipment. The Reguest for Tender
(RFT)‘ should specify an IBM compatible mainframe as a mandatory
requirement for tenders.

1.22‘ AA'O‘ acknowledges that its selection of software is
crucial to its overall information system proposal., AAO has not
completed the preparation of its RFT. However it has been made
clear at _mdus!:ry briefings provided by AAQ that considerable
emphasis is _beJ.‘ng placed on software compatibility across the
network machines and the mainframe. Such & feature would be
highly desirable from a system design and user's point of view.
With p;ocedurgs common at each level in the system, users will
flnc} it easier to gain access to, and use the system's
facilities, )

l.2:§ A consultant, Mr David Angeloro, has been engaged to
assist AAC in, the preparation of a structure for its RFT and to
propose a suitable evaluation methodology. The consultant has
also reviewed ARO*s 1985 ADP Strategic Plan.

it Office ADP Strategic Pian, Geptember 1985,




CHAPTER 2

MAJOR ISSUES

Costs

Benefits

Post Implementation Review
IBM Compatability

Software Compatability
Evaluation Methodology

The Auditor-General

Costsg

2.1 AAO's submission of 26 Pebruary 1986 indicated that the
total cost of the project over the period 1985-86 to 1989~90
would be approximately $23 million, of which some $10 million
would be absorbed from current resource levels, It estimated
therefore that after absorption, the total additional expenditure
on the project would be $12.8 million, This additional
expenditure comprised capital costs of $5.9 million, staffing
costs of §4.4 million, development and ongoing costs of
$1.9 million and accommodation costs of $0.6 million.

2.2 In its review of this proposal the Committee was
concerned to establish the basis for the substantial cost
absorption proposed by AAO. The Commitfee's experience with other
ADP projects has too frequently been that the magnitude of the
cost savings initially claimed for computer systems has been
substantially reduced during the implementation of these systems
because of ‘unanticipated' development and user support costs.
The Committee was thus concerned to establish clearly what
assumptions underlay the estimates that a substantial part of the
total costs of this project could be absorbed from existing
resources. The estimated total absorbed costs of $10.0 million
over the period 1985-86 to 1989-90 comprised:

. ADP staff $3.0 million;

. user staff $4.9 million;

. computer time for CAATs $1.1 million; and

. existing ADP expenditure approximately $1.0
million.

2.3 The AAO's supplementary submission of 10 Aprilll dia
not respond adequately to the Committee's questions on project
costing. The submission explained that theé original costings had
attempted to identify the total costs of the project over the
period and then to specify which components would be absorbed
using existing resources. A revised costing schedule was provided
which gave a revised estimate of total additional expenditure on
the project of $15.3 million. However it did not clarify the
origin or nature of the absorbed costs.

1l. Appendix 6.

2.4 The Committee raised the absorbed cost matter again at
the public hearing op 17 April and also asked for a
reconciliation of the two previous. estimates of total costs. A
brief explanation of the differences between the two estimates
was provided by AAQ in a letter of 24 Aprill2 following the
hearing and these were further elaborated in correspondence of 14
May 198613,

2.5 ARO explained that $2.5 million additional costs had
been identified as & result of the Committee's questions and a
review of the initial «cost estimates by a consultant,
Mr David Angeloro. In consequence the estimate of total
additional expenditure on.  the project increased from
$12,8 million to $15.3 million. This increase was due to
additional Thardware and software reguirements which were
identified. In addition, an additional 3 staff were also included
to form a user support group. The Committee alsc notes that ARQ
admits. that there was a conceptual error in its original
estimates of absorbed costs for non-staff items which arose from
subtracting the item ‘Computer. Time' for CAATs from total
costs.

2.6 The Committee remains in some doubt, given the
substantial underestimation of necessary staff development
resources in other ADP projects which the Committee has examined,
whether the level of staff support which A0 proposes to absorb
from existing resources is achievable. For example, in the
staffing area it is proposed that approximately $3 million of a
total of $7 million of ADP staff costs and all of the $5 million
of user staff costs will be absorbedl5. These absorbed staff
costs, which include an 85 percent overhead component, represent
approximately 5 percent of the Australian Audit Office's annual
salsries vote. In the ADP area they will represent over 40
percent of its total projected annual ADP staff costs.

2.7 The Committee concludes that:

. the Australian Audit Office has made a serious
attempt to identify the total cost of this project
in accordance with the guidelines issued by the
Public Service Board;

. much of the confusion surrounding the Australian
Audit Office's successive attempts to present and
justify the cost estimates for this project could
have been avoided if the costing tables were
accompanied by clear and comprehensive explanatory
notes describing the nature of each item and of the
absorbed costs;

. the cost estimates accompanying the Office's
original submission to this Committee have been and
may well continue to be the subject of some further
refinement;

12. Zppendix 7.

13. Appendix 8.

14. Appendix 7, p.247.

15. »Appendix 2, Attachment A, p 75-76.
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. there is some doubt whether the level of additional
staff support which is to be provided for this
project is sufficient to secure its successful
implementation; and .

. the level of absorption of the staff resources
proposed for this project must be considered  a
measure of the Auditor~General's and his
organisation's commitment to cost containment in
the successful implementation of this project..

Benefits

2.8 The AAMO submission of 26 February describes the
changing environmnent in which the Australian Audit Office has
been workingl6, The AAO's workload has grown as departments and
authorities have grown and new organisations have been created,
In addition, the scope 6f AAO's responsibilities has increased to
include not only auditing for £inancial regularity, but also
investigating the administrative effic:._en.cy. and cost
effectiveness of government programs and activities. There {las
also been substantial growth in the automatic data processing
activity of organisations generally..

2.9 The acquisition of information processing capabilities
by the BrO is a yesponse to these pressures. It w111‘ enable AAO
to increase the " quantity and quality of its qudxg:s and to
increase the overall effectiveness of the office in 1dent1ﬁy1ng
administrative inefficiencies and waste. It will also provide ?
tool which is necessary’ for the auditing of other departments
and agencies' ADP systems.

2,10 ARO also submits that the proposed ADP_systqms will
give it the independence necessary to det_:ermxne its own
processing prierities and to guarantee appropriate secu.nty for
the information used during audits. At present AAO- relies on a
computer bureau, CSIRONET and access to auditees' computer
facilities for its ADP needs.

2.11 In ‘summary AAO asserts that the benefits of its
proposed ADP acquisition are:

. more audits could be undertaken;

. audits could be. better chosen with improved
planning, assessment of risk and priority
determination;

. better quality audits could be carried out with
improved information and support systems; and

. more comprehensive and complex audits of
information processing systems could be undertaken.

16. Appendix 2, p. 35.

2.12 However AMO asserts in its submission of 26 February
that the main benefits which will result from the proposal cannot
be quantified with confidencel?,

2,13 The Committee appreciates and supports the basic
motivation of AA0's proposed computer acquisition. If the Aa0 is
to be: able to conduct rigorous analyses of the performance of
other Gepartments and agencies, then it must have modern
management and auditing tools at its disposal. The Committee is
concerned that the Australian Audit Office currently appears to
be poorly equipped, at least in terms of the information
technology and related expertise at its disposal, to undertake
audits in some of the large and technologically sophisticated.
departments and agencies of the Commonwealth.,

2.14 The Committee is conscious of the special role of the
hvditor-Genetal in identifying administrative inefficiency and
waste and ensuring accountable practices in  Commonwealth
departments and agencies, It is partly because of this special
role that the Committee iz anxjous to see evidence of a thorough
sssessment and where practicable, quantification of the benefits
which will result from this ADP acquisition.

2.15 The Committee notes that senior officers of Aa0
undertook a najor review of information systems and audit support
needs in 1985, This study conciuded that improved audit selection
resulting from o better information base on auditees, better
information on audits in progress and improved audit quality,
would result in substantial gains in productivity in AAO. The
conclusion subsequently reported in the Australian Audit Office's
1985 ADP Strategic Plan was that:

In summary, the proposed systems are expected to
lead to substantial gains of an order that could
only be achieved by a 20% increase in planning
staff, e 15% increase in field audit staff and a
20% increase in the number of DP specialist staff.
If increases in productivity of this order were to
be realised they would equate to an overall
increase of 61 AOSL. A fair estimate of the cost
of such a staff increase if currently approved
would approximate $3.3 million per year. On this
basis the payback period for the additional
expenditure on computer systems is less than 4
years,18

2.16 However AAO has since stated in its submissions to the
Committee that this conclusion has limited significance and was
not used as the basis for the ARO Cabinet proposal.

17 Rpbendix 3, p. 38%iL T
18. Australian Audit Office ADP Strategic Plan, September 1985,
p. 43.



2.17 The Committee recognises ' that quantification in
monetary terms of some of the indirect benefits resulting from
the proposal is not possible to achieve with precision. For
example, improvements in the effectiveness of the avdit function
will result in monetary henefits to the public sector generally
through greater administrative efficiency and the reduction of
waste, These indirect benefits, though real, may be impracticable
to guantify with any significant degree of confidence.

2.18 However the Committee does believe that many direct
benefits from the proposed ADP system can ond should be
quantified. For example while the AAO may not have sufficient
confidence in quantified kenefits such as the productivity yains
equivalent to 61 AOSL, it must be able to state a lesser amount
with increased confidence. If the BAAO is convinced that more
audits can be undertaken, then it should be possible to state how
mapy audits of porticulsr size and complexity are currently
performed and how many additional audits are possible, even if
the estimate is necessarily conservative. Similarly, if audits
are to improve in quality it should be possible to indicate the
ways in which they will be better and to subsequently monitor and
verify that the benefits are indeed realised.

2.19 If the benefits asserted for ADP proposals are to be
realised, it is essential that realistic performance targets be
established, that staff work towards these targets, and that
management monitor progress against these targets.

2.20 The Committee also notes that while the ARO has
resisted quantification of the project's benefits, which it
asserts would be difficult to substantiate, it has assured the
Comnmittee that it can and will monitor the level of Lenefits
during the project's implementation.

2.21 The Committee believes that although precise
quantification of all benefits is sometimes not practicable in
projects of this type, the process of attempting to define
benefits and to quantify those benefits is invaluable. At the
very least it can provide the basis for defininy a set of
performance indicators and the information required for their
calculation, which will permit management to monitor the
project's performance and benefits. The development of such a set
of performance indicators should be an integral component of the
project development task.

2.22 The Committee concludes that:

. the proposed ADP acquisition by the Australian
Audit Office is justified in terms of the improved
effectiveness of the Australian Audit Office in
promoting administrative efficiency and
accountability in the Commonwealth public sector;

10

« the Australian Audit Office has not made an
adequate effort to define and guantify the benefits
resulting from the proposed ADP acquisition and the
information systems it will support; and

. the process of attempting a comprehensive
definition and quantification of benefpits will
provide a basis for the establishment of output
indicators and performance measures for the
proposed  systems. These should be integral
components of the proposed ADP system itself.

2.23 The Department of Finance and the Public Service Board
supported the AAC proposal in their co-ordination commentsthen
it was submltt_:ed for ‘in principle' Cabinet approval., ‘The
Department of Finance concluded that there was a demonstrated and
urgent need f.oq audit to acquire an adequate computer-based
systems capability. The Public Service Board supported the
proposal on grounds of cost effectiveness. However at the public
hearing the Board indicated that it was in fact:

...rathe.r‘ imprudent to nominate these grounds as
the basis f’oz our support, becauvse it nmight be
taken to imply that we had carried out a
comprehensive cost effectiveness analysis,.,l9

2.24 Neither co~ordinating agenc was able to i
convrncipg evidence of taking gacgion to challenggrov;gg
substantxatg the benefits asserted. The Department of Finance
represeptative stated that the Dpepartment accepted the
Audltor—Gener.al‘s arguments that at the present time systems
é‘gﬁiexé\;ntéedk in departmigtsffhave geperally outstripped its own
abi: o keep pace wi effective aud

Soparey Lo hadphsgz it of systems and that the

++sSubstantial discussions with the
Au dltgr—General 's people about the costs and
benefits he h};ad‘ identified and generally satisfied
ourselves that he had done ! i

rigorously..,20 hat  fairly

2.25 The Committee concludes that:

. it is doubtful whether co~ordinating departments
and agencies, .includmg the Department of Finance
and the Public Service Board, have seriously
chall:ngeg‘ oz;:h attempted to verify the benefits
asserted for e Australian Audit Office’

ADP acquisition, ® proposed

15, PAC Minutes of Evidence, p. 344"
20. PAC Minutes of Evidence, p. 340,
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2,26 The Committee notes that the ARO proposal has as yet
only requested and recelved ‘3n jrinciple' Cabinet approval.
However the Committee is Qoubtful, given the pressures of the
budget cycle, that the benefits asserted for this or other like
proposals would in the normal course of events be seriously
reviewed when subsequently submnitted for funding approvai.

2.27 The Committee recommends. that:

1 the benefits asserted for ADP acquisition proposals
be subject to rigorous scrutiny and verification by
the Department of PFinance when funding approval is
requested,

Post Implementation Review

2,28 The Committee has noted the difficulties experienced by
AAO0 and the co-ordinating agencies concerned in assessing the
benefits expected to result from AAO's proposal. Therefore, the
Committee wishes to establish that effective performance
monitoring systems will be put in place and a review of the
project performance will be undertaken after implementation.

2.29 At the Committee's public hearing on 17 April 1986 the
Cepartment of Local Governmént and Administrative Services
(DOLGAS) informed the Committee that it 4&id not have a role in
post implementation review except in relation to contractual
matters. The Department of Finance representative explained that
his department does not have a role in post implementation
review, Moreover, its efforts were mainly concentrated on the
assessment of cost and benefits at the pre~implementation stage
of projects. The Department of Pinance stated that its function
at the approval stage is to satisfy itself that the proposal is
properly justified and all its implications have been considered.
The Department of Finance indicated it would only examine the
performance of a project after implementation when and if
requests were made for further expenditure, The Public Service
Board stated that it did not perxceive it had a role in the
examination or conduct of post implementation reviews.

2,30 The Committee would expect that one of the matters
which the Department of Finance should consider when assuring
itself that ADP acquisition proposals had been properly planned
and justified is that the proposal includes effective monitoring
systems and output indicators which will provide a basis for the
assessment of project performance and benefits.

2.31 The Committee notes that the Financial Management
Improvement Program being oversighted by the Department of
Finance and the Public Service Board places greater emphasis on
the definition and monitoring of program and project outputs. At
the public hearing the Committee requested written advice from
the Department of Finance on its future role in monitoring the
performance of ADP projects and its involvement in post
implementation reviews, It has yet to receive this. advice.

12

2.32 The Committee concludes that:

. the conduct of post implementation reviews of major
ADP based projects. and of the individual system
applications. which they incorporate, is a
fundamental element of proper planning and project
management practices;

o it is clearly the responsibility of heads of
departments and agencies to ensure that such
implementation reviews are undertaken; and

. ho co-ordinating agency currently accepts that it
has'a responsibility, as a matter of course, to
review the performance and benefits of ADP projects
after their implementation.

2.33 The Committee recommends that:

2 all ADP acquisition proposals include detailed
provisions for the collection of the performance
data necessary for undertaking post implementation
reviews and monitoring productivity improvements
and other project benefits;

3 at theﬂ time funding approval is requested for ADP
acquisitions, the Department of Finance ensure that
adequate attention has been given in the proposal
to the subsequent monitoring of project performance
and benefits; and

4 the Department of Finance insist that any
subsequent requests for additional project funds,
upgradés to existing installations and re-equipment
acquisxtion.are supported by the results of a post
implementation review and a comprehensive statement
of the benefits achieved to that time.

IBM Compatibility

2.34 AAO proposes to acquire a mainframe computer facility
to support central information systems which will require
sophisticated development software and/or which will need to be
accessed from all areas of the Audit Office., It argues that this
central processing facility should be IBM compatible.

2.35_ .., ka0 therefore proposes that the total system
acquisition be made by a public tender, but with the restriction
that the mainframe ~facility be IBM compatible. fThe other
comonents of the tender which include work stations, personal
corputers, word processors’ and a range of supporting software,.
would not be restricted in this way. ’

13



2,36 ARO's basic case for an IBM compatible mainframe is
that it is necessary for AAO's strategic diréction and overall
requirements2l, nAG ektinmates that 46 percent of auditees have
IBN compatible equipment, This figure is even higher ‘(71 perz_:er}t)
for its major auditees where AAG performe nost of itg auditing
work?2, AAC submits that with an IBM compatible mainframe it
would: ‘

. have proportionately fewer problems in transferring
data from auditee sites to the central site;

. have fewer problems. in trangferring data £rom
non-IBM compatible sites to its IBM compatible
mainframe since most equipment these days has to be
able to do this;

be able to select auditee file analysis software
and other technical audit software to run on its
own central site as well as on a range of IBM
compatible computer installations operated by its
auditees; and

be able to give its staff experience in an IBM
compatible environment which, given the dominance
of IBM compatible systems among its. major auditees,
would be most valuable in ARO's overall development
of its ADP audit capability.

2,37 In addition AAQ's copsultant, Mr Angeloro, argued‘.that
the recruitment and retention of suitably qualified ADP auditors
would be easier if AAO's systems operated in an 1BM compatible
environment?3,

2,38 The Committee has some sympathy with these arguments.
However these advantages must be balanced against the advaptages
of an open tender in securing the most cost effective solution to
AAO"s requirements, The responsibility for weighing these factors
is ultimately vested with the Purchasing and Disposals Division
of the Department of Local Government and Admlmstta_twe
Services. However there are several points which the Committee
wishes to make about the advantages which AAD cites in support of
its case for IBM compatibility.

2.39 Although 46 per cent of aduditees may h.av“e. IBH
compatible equipment there are still pany incompatibilities
within this group. For examplé, there are various operating
systems used (DOS/VSE, MVS, MVS/XA); dats base management systems
(IMS, IDMS, M204, ADABAS); or security software (RACF, ACF2, TOP
SECRET). This diversity militates against a completely hamomogs
relationship between AAO and its IBM compatible clients even if

21. Appendix 6, p. 108,
22. Appendix 6, p. 166,
23. PAC Minutes of Evidence, 17 April 1986, p. 358
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ARO were to have an IBM compatible mainframe. Furthermore 2AC
etill has to tome to terms with the remaining 54 percent which do
not have this compatible equipment.

2.40 The Committee does not consider ARO‘'s argument
regarding the ease of transferring data from auditee sites to its
central site to be convincing., There are facilities available to
transport data between IBM compatible equipment and most other
major computer manufacturers’ equipment, The Committee
understands that once the software interfaces are established
this exchange would be no more difficult for other machines than
for IBM compatible machines.

2.41 BAAO's arguments concerning the compatibility: of audit
software used by auditees and that used by AAO itself does carry
some: weight. This, however, does not in itself present an
overpowering case for IBM compatability. On this basis there dees
not appear to be any convincing ‘technical' reasons for AAC to
secure an IBM compatible mainframe. Evidence from the ROLGAS
witness at the public hearing supports this view, DOLGAS
submitted that:

««+0n purely’ technical grounds there is no
justification in this cese for IBM compatibility.
The sorts of features, facilities and functions of
seftwere which can be laovided by other vendors
ore similar to those which can be provided in an
IBM environment, in our view...

2,42 DOLGAS further submitted that IBM compatibility for the
AAO mainframe should be made 2 Gesirable rather than a mandatory
requirement of the Request for Tender.

2.43 BARO responded that if IBM compatibility was only a
desirable requirement, the complexity of both the RFT and tender
evaluation would increase significantly. In a letter to the
Committee of 24 April, AA0 also submitted that such a course,
while ostensibly providing for an open tender:

--.could leave ‘the AAO open to the criticism of
being less than frank in its specification, it
might be =said to be biased toward an IBM
ceppatible gclutjon. The 223G helieves Lhat it
should clearly express its strategic requirement
for ar IBN canpetible nmeinfreve ong ¢ develop
svalvation criteria appropriate to/ that
requirement., .25

2,44 ARO argues that it is the strategic advantage of AFC in
termag of the Gffice's longer tern performance which is deci:ive
ir the case for an IBYM compatible mainframe. AAQ sbggests that it
would be of considerable assistance to its ADP, and other audit
staff to have .an IBM compatible mainframe because that

74. TAC Hirutes of Evidepce, 17 April 1986, p. 361.
25. Appendix 7, Section 5, p. 251.
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environment is the one in which they most freguently operate when
auditing major clients, The acquisitiop of an IBE compatible
mainframe is therefore declared to be a strategic reguirement of
ARO.

2.45 ARO acknowledges that the staff who would be directly
expesed to the mainfrane environment would be small but sugyests
that there would be benefits to all avdit staff from association
with an IBM compatible environment. By this it is meant that over
time ADP auditors and field staff more generally, would become
fapjliar with aspects of the IBM compatible equipment and
operating environment which could be applied more generally in
their avditing functions, In addition it is envisaged that from
time tc time PAROC's own ADP support technicians could give
specialist advice to auvditors who may be faced with a particular
problem with one of their clients with IBM compatible equipment.

2.46 The Committee - also notes Mr Angeloro's anecdotal
evidence at the public hearing concerning the possible effect of
the choice of mainframe on staffing in AAO, Mr Angeloro submitted
that the acquisition of an IBM compatible nainfrome would be of
substantial assistance to AAO in attracting suitablir qualified
ADP professicnals and auditors to the organisation26,  Neither
Mr 2ngeloro nor AAQ were able to provide evidence supporting this
claim. However, the Committee notes that the high turnover of
gualified avdit and ADP staff was identified by the
Auditor-General as a current problem for AAC which could be
reduced by the introduction of improved inforpation systems based
on modern computing technology.

2.47 The Committee also understands that making IBM
cempelability a mandatory reguirement for the mainframe would
reduce the complexity of the RFT and tender evaluation process,
and hence the time and costs in establishing a contract.

2.48 The Committee recognises that the ultimate judgement as
tc whether thege arguments for an IBM compatible mainframe carry
sufficient weight to justify their specification as a mandatory
requirement of the tender must be made by the Department of Local
Gevernment and Administrative Services after consultation with
AARO.

2.49 The Committee concludes thaty
. the technical benefits to the BAustralian Audit

Office in specifying that its mainframe must be IBM

compatible are not persuasive;

. there are non-technical advantages in acquiring an
IBM compatible mainframe facility which would be of
strategic benefit to the development of the
Office's ADP capability, The main benefit appears
to be the experience that its staff will acquire in
the IBM compatible environment common to
approximately two thirds of its major auditees; and

26. PAC Winvtes of Evidence, 17 April 1986, p. 3

B that the benefits which the Australian Audit Office
asserts would result from the selection of an IBM
compatible mainframe, should be able to be
represented and given appropriate weightings in an
open tender specification,

The Committee recommends. that:

5 the ‘Guidelines for ADP Acquisition’ and the
methodologies nominated therein be reviewed with a
view to ’ensuring‘ that as far as possible the
non-technical advantages associated with particular
tender proposals are recognised and can be given
appropriate weightings.,

Software Compatibility

?‘.50 BAO has been developing its RFT concurrent with thig
mqui.t_y‘ The.RFT has not yet been completed. However, based on
the 1nforxpat:.on provided to the Committee, it appears that AAD
will require user software running on network computers and the
central mainframe to be compatible, This would sllow users easier
access to the systen's faeidlities becavse procedures would be
common at each level of the system. Common procedures across the
network ané the mainframe weuld also reduce support and training
costs, However, achieving software compatability can be
technically quite demanding.

2,51 The Committee was therefore concerned to establish that
AAC h'as: ‘taken adequate steps to establish that software
compatibility is achievable across the proposed network and that
the proposed integration strategy is feasible uvsing techneclogy
which is currently available.

?.52 In its supplementary submission of 10 April 1986 aso
indicated that on the basis of extensive discussions with » large
number of vendors and using the product offerings of two vendors,
it bad demonstrated to its own satisfaction that the integration
strategy and software compatibility proposed were achievablel?.,

%.53 At the public hearing the ARO's consultant,
Mr Engelorc, supported AAG's confidence in the viability of the
integration strategy.

2.54 The Committee concludes that:
. the Australian Audit Office has taken reasonable
steps to establish that the integration strategy

and software compatibility it proposes for its ADP
network are achievable using existing technology.

37. Appendix 6, p. 114.
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Evaluation Methodology

2.55 ARO's consultant, Mr David angeloro undertook the
formulation of ar RFT fremework and 2 suitable evaluation
methodology. The evaluation methodology which the consultant
initially propesed differed froem the standard methedologies
endoxrsed by DOLGAS and contained in the 'Guidelines for ADP
Acquisition®.

2.56 DOLGAS, as the Commonwealth's purchasing authority, has
the respensibility te ensure that procedures, including those for
tencder evaluation set down in the Guidelines are followed,
DOLGAS's submission of ¢ April 1986 to the Committee states that:

...we are concerned thet a number of principles

underlying the Commorwealth's methodology in such
areas as treatment of mandatory reguirements,

scoring of desirable attributes and the avoidance:
of subjectivity wherever possible, are being

ignored,..28

2.57 The Committee raised this matter at the public hearing.
tr Angelorc admitted that the evaluation methodology which he had
initially proposed 6id not conform with those recommended in the
Guidelires. Nr 2ngeloro s&tated that bhe had recommended this
evaluation methodology and structure for the RFP because of
rroblems he perceived with those listed in the Guidelines in
relaticn to AAOQ's proposed acquisition, He emphasised, however,
that his draft psper had beer circulated for comment &ané that
there was rc intention to usurp the role of DOLGAS or circumvent
the Guidelines. The AAG informed the Committee at the hearing
that it was evaluating Kr Angeloro's paper and had not as yet
endersed hig proposal..

Z2.58 Subsequent advice from AAO to the Committee of
24 April 1986 summarised the major advantage of Mr Angeloro's
proposed evaluation methedology. ARO stated that it would allow
the pany varied elements in the proposal to ke weighted
differently and thus allow the evaluation methodology to be more
specifically tailored to take accatnl ¢f the  differing
(haracteristics of the various elements of AAO's proposed ADP
networ .

2.59 APO. expressed its concern that the DOLGAS endorsed
evaluation mwethololegies could give excessive weight to
minimising cost ané lead to a tender solution which would
adversely effect the strategic development of AAC's requirements.

8. TTTmmmTTTITTE T T e

endi¥ 5, p. 103.
29. BAppendix 7, Section 4, p. 248,
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2,60 ARO also indicated its concern that, as a novice user,
it wished to ensure that the successful vendor provided adequate
support so- as - to minimise the risk of technical £ailures. The
propased evaluation methodology it asserts, will cster for this
requirenent in the cost model and in the weightings assigned for
identified potential risks related to psrticular solutions.

2,61 Both ARO and TDOLGAS have advised that further
dimevgsion and review of the proposed methodology has resulted in
both agencies being confident that a methodology conforming to
the Guidelines and meeting AA0's requirements will be agreed.

2.62 . The Committee concludes thati

. the evaluation methodologies and Request for Tender
contained in the 'Guidelines for ADP Acquisition'
undoubtedly have.some deficiencies and are capable
of being improved and refined; and

. the ocurrent Guidelines have been endorsed by
government and until such time as they are amended
they should be followed.

2.63 The Committee recommends that:

6 The Department of Local Government and
Administrative Services expedite its current review
of the 'Guidelines for ADP Acquisition' with a
commitment to issue a revised set of Guidelines by
the end of 1986; and

7 all departments and other organisations with an
interest submit their comments and I dations
on the contents and operation of the Guidelines to
the Department of Local Government and.
Administrative Services and to this Committee.

2.64 The Committee will be referring comments it has already
received on the Guidelines to DOLGAS and will be taking a c¢lose
interest in the progress of that review and its cutcome..

The Auditor-General

2.65 The Committee considers that the standing of the
'Guidelirnes for ADP Acquisition' is a crucial metter in
determining that the acquisition of ADP facilities proceeds in a
falr and responsible manrer and with & cost effective ovtcome for
the Commonwealth. .

2,66 At the Committee's public hearing on 17 April 1986, the
representative of the ©Department of Locel Government and
Administrative Services confirmed that the 'Guidelines for ADP
Acguisitions' have - bad ministeria) endersement znd were the
result of a Cabinet decision which has never been revoked, In
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copsequence TLOLGAS's: view is that the Guidelines should be
followed by those government departments and authorities staffed
ugder 3léhe Eublic Sexrvice Act, including the 2Australia Audit
Office3l, -

2.67 When asked by the Committee whether the aAudit Office is
bound to comply with the Guidelines in a similar nenper to other
government departments, the Auditor-General stated:

I think it would be putting me in an extremely
adifficult situation if I were asked by this Committee
tc accept that the Auditor-General has to be bound by
government policy as it relates to the BJustralian
Fublic Service in every situation because, by
convention, there is & relationship between the
Auditor-General and the Prime Minister where I have
Girect access to__consider any general issue which
cavses me concern,3l

2.68 The Auditor-General further stated:

What I can say is that wmy policy has been; in all
matters where the power of the Executive government is
involved in relation to the Audit Office, to seek to
apply to the Audit Office the cuidelines and procedures
which apply to departments of states generallg but I
do have to make the reservation I made earlier, b

2.69 The Auditor-General's earlier reservation appears to
Lave concerned & hypotheticel situation where a purported
regrirement that be comply with a matter of government policy
prevented the: Audit Office from taking action which the
Auditor-General considered necessary for the effective pursuit of
his Charter33,

2.70 The Committee does not suggest that the Audit Office
has, in this ADP acquisition proposal or any other, socught to
circomvent the 'Guidelines for ADP Acquisition' by virtue of the
special standing of ‘the Ruditor-General's office. However the
Committee remains in some doubt, notwithstanding the
huditor-General's. statements on this matter at the public
hearing, as to whether or not he considers the Audit Office
chouvld be 'tound' by these guidelires ir the same nabnher as are
cther government departments and agencies.

30, PAC Minuvtes of Evidence, p. 368.
3). PAC Miputes of Evidence, p. 369-370
32. PAC Minutes of Evidence, p. 371.
33, PAC Minutes of Evidence, p. 369.
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2.71 This question undoubtedly does impinge upon much more
fundamental guestions about the Auditor-General'’s pawers ord the
nature of his relationship to the Executive arm of government.
The Conmittee notes that the Auditor-General has raised some of
these issues jn his Errval Feport to Parliesment34., The Committee
irtends to. seek further clarification from the Auditor-General on
these matters ip jts exapipation of his annual report.

el Rerat o 1he musbredien B
Chapter 1.

t Cffice, 1984-85,
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APPENDIX 1

Involvement of the Public Accoynts Comp;tt;e
in the Acquisitipn of ADP Facilities
= Guidelines for Submissionpy May 1985 .
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COMMONWEALTH OF AUSTRALIA
JOINT PARLIAMENTARY COMMITTEE OF PUBLIC ACCOUNTS
PARLIAMENTY “OUST

CANBERRA aC7T
TEL 7271885

Dear

INVOLVEMENT' OF THE JOINT COMMITTEE OF PUBLIC ACCOUNTS IN THE
ACQUISITION OF ADP FACILITIES

1. The Joint Committee of’ Public Accounts has been given a
standing reference by Parliament to investigate and report on
proposed major acquisitions of*3DP facilities by the
Commonwealth.

2. This instruction sets out the information reguirements of,
and procedures to be ‘followed by, the Public Accounts Committee
in discharging its duty to investigate and report on proposed
acquisitions of APP facilitits by the Commonwealth.

3. The following motion was moved by the Leader of the House in
the House of Representatives on 8 May 1985:

{1) That, in accordance with paragraph 8 (1) (&)
of the Public Accounts Committee Act 1951,
this House refers to the Joint Committee of
Public Accounts for investigation and report
as necessary from time to time, the proposed
acquisition of automatic data processing
facilities by any Commonwealth department or
authority of the Commonwealth staffed under
the Public Service act 1822; notificatien of
intention of which is to be conveyed to the
committee by the Minister responsible for the
department or authority intending to acquire
the facilities.

That this resclution will continue in force
unless and until amended or rescinded by the
Senate or the House of Representatives in &hi
or a subsequent Parliament.

(2

{3) That a message be sent to the Senate
acquainting it of the resolution and
réquesting its concurrence.
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This motion was subseguently passed by both Houses of Parliament.
A copy of the relevant extracts from Hansard is attached.

4. The motion reflects the Government's concern that major
ADP acquisition proposals are often of such complexity and raise
such important related issues that they cannot be dealt with
adequately under the severe pressures imposed by the Budget
timetable. It is intended that the Committee's scrutiny of ADP
acquisition proposals will occur outside the annual budget
process and will precede any Cabinet approval for the
commencement of the tendering and acquisition process.

5. Responsible Ministecs are tharefore invited to submit
. on3ik ; dyited Lo subn

o inat £
} i i . el v
A Pr . f_funds.
6. ADP acquisition proposals (as defined in Finance

Circular 1984/7) will normally be referred to the Committee for
examination and report where the purchase cost over three years
of hardware, related software and specific site preparation;
and/or the cost of leasing or renting the same over four years
exceads $5 million. Referrals to the Committee will be at the
discretion of Cabinet.

7. The Committee will look to the proponent
department/authority and other agencies currently involved in the
ADP planning and acquisition process to demonstrate inter alia
that the proposal makes good economic sense and will stand up to
public scrutiny, thatwit is in accord with corperate and ab®
strategic objectives and represents the most effective means of
achieving these, that industrial relations and employment issues
have been fully ccnsidered and that the proposal provides maximum
benefit for Australia's industrial development.

8. Proponent departments/authorities should provide the
Committee with three categories of documents: viz an Executive
Summary, Proposal Overview Document ané Supporting Documentation.

9. SXECUTIVE SUMMARY - a succinc: statement of
approximately 5 pages length which summarises in non~technical
language the crucial information presented in the Proposal
Qverview Document.

10. PROPOSAL OVERVIEW DOCUMENT - this should provide
description, explanation and argument of a more detailed nature.
The document should specifically address issues under the
following hcadings, and may include additional information as
deemed necessary by the department/authority or as requested by
the Commitiee. It is not the Committee's intention that
information already contained in other documentation should be
unnecessarily duplicated here., Hewever, where the information
requested under these headings is contained in supporting
documentation and repocts (eg the Strategic Plan), this should be
clearly identified and cross-taferenced.

24

ei)

(i)

(iii)

(iv)

(v

(vi)

{vii)

(viii)

(ix)

-3 -

- 4 £1 a -
a description of the propesed acquisition, and
a clear statement of the justification for the
proposal in terms of its benefits and costs,
including the specific needs which the proposal
is intended to satisfy.

ADP objectives - an gverview of approved ADP
objectives together with their relationship to
authorised departmental/anthority objectives
and work programmes,
- a statement of the
corporate objectives and plans of the
organisation with emphasis on management
information systems which are planned or in
operation.

i - a description of
the present ADP facilities and the major
systems operating on them. It should cover
future plans, a risk analysis, contingency
planning and the involvement of internal audit
in the planning process. Comments from the
Public Service Board on the ADP Sktrategic Plan
should be included. Any significant differences
between the ADP Strategic Plan and the
acguisition now proposed should be highlighted.

Pogt' Implementation Reviey - the outcome of the
review carried out on the present ADP systenms.
Relevant comments mace by the Auditor-General
and/or internal zudir should also be included.

System proposals - details of the proposed
systems that will run on the computing
environment being acguired and how these relate
to existing systems. This information should
include a conceptual description of each system
proposed.

siderad - a description of the
alternative development strategies and
acquisition options considered together with an
explanation as to why other options have been
eliminated.

44 - a cost analysis of each
option with a detailed benefit/cost analysis of
the. most promising of chese. (It is accepted
that in some instances it may prove difficult
to attribute definitive dollar amounts to
qualitative or intangible benefits.)

1 iderztions - summary of technical
issues including risks and constraints
associated with each of the most promising
options and how these have influenced the
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(x)

(xi)

(xii)

(xiii)

{xiv)

(xv)

-4 -

selection of. the preferred option. The question
of the compatability of new and existing
equipment. in terms of both intercommunication
and systems transfef should be addressed,

- a statement on the extent
to which Government policy considerations
restrict or influenceé the determination. of
avallable options. Specific justification
Should be given for a recommended option where
it appeats to be in conflict with such
policies.

Action Plan ~ a $tatement on the planning
procasses.and systems methodologiass to be used.
This should detail the expected timetable for
implementation together with staff reguired,
including conkracted staff or consultants,
classifications and costs., Tt should alse
explain in detail the financial processes in
relation: to the annual budget.

L i i ~ details should be provided
of consultation arrangéments with users and
their staff associations .on the proposal, and
of industrial relations issues which have, or
are expected, to arise. The results of a job
impact study showing, iaster alia, the effect
the system is expected zo have on staff levels
and classifications and on occupational health
and safety shoulé alsc e included. The study
should have been develczed in consultation with
the appropriate staif associations.,

Australiap JIadustzry Pazsicipation ~ an outline
of the hardware; software and services that
could be supplied by Australian industry with
particular reference to offsets and government
purchasing preference. IZ nc such participation
is thought possible, reasons should be given.

a Suigibd - by public
tender or Certificate of Exemption. If the
latter is used the reasens should be stated and
if they are commercially sensitive the
Committee should be informed, A statement
should algo be made: about the proposed method
of acquisition, e.g. by lease, rent or outright
purchase and justificaticn given for the
preferred option.

Lonsulzation - a copy of any relevant comments
submitted by the Public Service Boarzd,
Department of Finance, CSIRC, Department of
Employment and Industrial Relations, Department
©f Local Government and administrative Serviges
and the Ausctralian Audit Office, private
consul:ants and svaff associztiens,

a
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{xvi} 2di - an assessment
of the consequences and risks incurred in the
event that the proposal does not proceed.

a

(xvii) ~ an assessment of the
extent to which the proposal involves the use
of advanced technological facilities not yet in
common use within the private sector and/or the
public sector.

1. SUPPORTING DOCUMENTATION - departments/authorities

should alse include in their submission te the Committee copies
of pertinent supporting documentation including:

the most recent version of their ADP Strategic
Plan

. the current Corporate Plan
. a Job Impact Study Report

. any independent consultant's reports on the
proposal

12, It will be the Committee's policy to avoid delaying the
tender and acqguisition processes unduly. It is in the
department's/authority’s interests to ensure that it provides the
Committee with the information outlined above as soon as possible
so that the Committee's investigations are progressed in an
orderly and timely manner.

13, It is expected that the head of the department or
authority concerned will attend the Committee hearings to expiai
the need for the: acguisition and their personal commitment to ics
success.

14, The Committee will make its recommendations in repeorts
to Parliament from time to time. Should the Committee’s repor: be
completed and the Parliament not be sitting, alternative
arrangements will be made to release the report. Changes to tie
Committee's requirements will be advised as appropriate..

15. Should you require clarification of any of these

requests or wish to offer constructive comment on them, I would
be pleased to discuss the matter with vou.

7,97
] Ta‘lberg <X

Secratary
21 May 1985
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APPENDIX 2

Letter from Senator Walsh of 17 January 1986
referring the Australian Audit Office ADP Acquisition
Proposal to the Public Accounts Committee.

Australian Audit Office Submission
of 26 February 1986
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PRIME MINISTER

CANBERRA

JAN. 17 1986

Senator G. Georyges

Chairman

Joint Parliamentary Committee
of Public Accounts

Parliament House

CAUBERRA ASD 2600

Dear Senator Georges .
Revently the Government gave in-principle approval to a
proposed acyuisition of computing and comaunicacions
Facilities by the Australian Audit Office. Singe
capital expenditure in excess of $5 willion is involved,
a mondition of the Government's approval is taat the
proposal ke refuerred to your Comaittec for review.

I an writing now to let you know that I have asXed the
Auditor-General to transmit to the Committee a formal

submission on this matter. I understand from

Mr Monaghan that he expects to be able to furnisn the

submission to you carly in February.

I should appreciate it if, once the submssion has been
lodged, the Committee could undertake its review and
provide commpeats to the Government and the Auditor-~
General, as soon as possible.

Yours sincerely

, /)d;[A évjalir’\

PETER \II\'.LSH
Minister hssisting tne Prime Minister
for Pubric Service Matters
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3 Q,R,0 Box 707
z;’:’sﬁgg;‘:‘:ml. ‘(rl:'r;::;:‘.':.:.;\;.‘!‘ﬂﬂ\
485/326 i - A
26 FEB 1986

Senator G. Georges .
Chairman w v
Joint Parliamentary Committee

of Public Accounts
Parliament House
CANBERRA ACT 2600

Dear Senator Georges

1 refer to the letter to you of 17 January 1986 from Senator
Peter Walsh, Minister assisting the Prime Minister for
Public Service Matters, advising you that the Government had
given‘in—principle approval to a proposed acquisition of
computing and communications facilities by the Australian
Audit Office {AAO),

Senator Walsh advised you that 'Since capital expenditure in
excess of $5 million is involved, a condition of the
Government's approval is that the proposal be referred to
your Committee for review.'

Accordingly, attached for the Committee's. consideration is
the AAO submission in relation to its proposal to acquire
computing and communications facilities, a copy of the
AAQ's aApp Strategic Plan is alse attached.

The AAQ is in the process of developing a Request for Tender
and is continuing detailed planning for the development and
implementation of the information systems and other
facilities Proposed. The draft Request for Tender should be
available in early April and a copy will be provided to the
Committee. Other detailed information resulting from
continued planning will be Provided as it is: prepared.

My officers are available ko assist the Committee should it
have any specific questions in relation to the pProposal., Mr
Max Shanahan, assistant Auditor-General, ang Mr Bruce
Rossell, Director, Computer Services, could be contacted. in
the first instance. 1 understand that those officers have
previously held discussions with pr Capp of the Secretariat
in relation to the AAO' proposal,
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bmission indicates, the impetus for the proposgd
2:vgggngn?s is essentially user-driven, and there continues
to be heavy user involvement ih the planning and ¢ take a
implementation of the proposals, I add that I myselt 2
close persohal interest in the AAO's information sysfgm éive
which I consiger to be of crucial iwpor?apce to my effec
performance of my statutory responsibilities,

i : i berations in
I am ha; to agsist the Committee in its deli 1
any pragg{cable way; ihciuding by athehdan?e at Committee
hearings., 1 look forward to the Committee's favourable
consideration of the ptoposal;

Yours sihcerely

. V. Modaghan
Auditor-Genetal



AUSTRALIAN AUDIT OFFICE

SUBMISSION TO JCPA

FEBRUARY 1986

32

10

i1

12

13

14

15

1€

17

TABLE OF CONTENTS

Executive Summary

Nature of and Justification for the Proposal

ADP Objectives

Corporate Plan

ADP Strategic Plan {Summary)

Post Implementation Reviews

System Proposal

Alternative Development Strategies

Policy Constraints

Action Plan

Industrial Issues

Australian Participation

Proposed Method of Acquisition

Consultation

Consequence of Not Proceeding

Use of Advanced Technology

Control and Securitys

Objectives and Management Strategy

33



ATTACHMENTS

A Proposed Cost Schedule

B Overview of Information Requirements and Future
Directions

[+ Management Control Procedures

D Coordination Comments

34 -

EXECUTIVE SUMMARY

1.
1.1

Background

Continually, during recent years, the Australian Audit
Office (AAO} auditees have been moving to moxe
sophisticated and more complex data processing (DP) and
management information systems in order to improve their
own productivity and expand their capacities to meet the
increasing demands placed upon them. At the same time the
AAO’s workload has risen as the activities of government
departments and authorities have grown and new authorities
have had to be audited; and as the focus of audit activity
has changed to a comprehensive audit approach encompassing
efficiency and cost effectiveness as well as financial
regularity.

The AAO has been able to undertake only minimal auditing
of the computer aspects of major automated processing
systems in many large departments and statutory
authorities; and has been unable to review these systems
regularly to ensure that changes to systems have not
affected thelr reliability. Yet these systems are the
foundation of agencies’ major operational activities
including accounting processes, inventory control and
purchasing, payroll preparation, taxation assessments and
recording and welfare benefit payments, Rellance on
review of manual procedures and limited use of computer
agsisted audit techniques introduces a level of risk in
the formation of audit opinions by the Auditoxr-~General or
his delegates.

The AAO continues to accumulate backlogs in audit
examination of automated accounting packages nowadays
being introduced by many auditees, and is even further
behind in the examination of auditees’ computerised
systems for delivery of services and provision of
management information,

The issue of productivity is now an issue of critical
importance to the AA0. Over the last 10 years:

{a? Budget outlays have increased from $16.2 billion to
$63 billion {in real terms a doubling)

(b) Budget Revenues have increased from $15.8 billion to
$57 billion

[£-3] the number of statutory authorities, business

undertakings and the like subject to audit has
increased from 120 to 180
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{d) there has béen the transformation in the scope of
the auwdit focusing attention on efficiency and cost
effectiveness issues as well as financial
regularity, and

{e} there has been a continued growth in the number and
complexity of computer systems used by auditees.
For example total annual expenditure on ADP rose

sharply from $198 million in 1979-80 to $460 milllon

in 1983-84.

In addition to these factors thexe has been a growth in
Commonwealth functions. together with a substantial
increase in the complexity of operations subject to audit,

The AAO requires improved computer procedures and systems
to assist the planning, management and conduct of audits
including:

(a) microcomputer based spreadsheets and advanced
compiiter assisted audit tools

(b) a revised Management Audit Information System (MAIS)
offering more flexible information recording and
retrieval facilities

{c) systeins for retrieving ready reference information
such as legal opinions and AARO precedents, and

(d) an auditor profile system to assist in the
allocation of staff to audit tasks.

The AAO also requires computer-assisted office support
systems including systems to support personnel, registry
and library functions, and standard word processing and
document transfer facilities,

In an attempt to meet the increasing demands of technology
changes the AAO has used microcomputexrs and the CSIRONET
computer bureab to establish the role of computers in
improving the productivity and effectiveness of auditors.
The ARO now requires a central mainframe computing
facility as well as a network of some 250 workstations
together with communication facilities to be able to
further develop and extend use of the systems.

The AAO proposes a phased approach to the accuisition and
development of systems. The first phase will be the
acquisition of the central computing factlity and a pilot
network. Once this initial facility is stabilised current
applications and application development will be
transferred from CSIRONET. Other networks will then be
progressively implemented. Additional workstations
(particularly portable microcomputers} will be
progressively acquired over the following three year
period. The central computing facility is required to
meet the AAO’s need for a secure computer site under its
own control and because at the second stage the
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expenditure on CSIRONET will have grown from theé current
level of $200,000 to $800,000 per annum. The need for
Australian content will be taken into. consideration when
determining the hardware and software to be aéquired.

Although the growth in the cost of computer précessing
associated with audits would make the immediate
acquisition of a central computing facility cost
justifiable, the phased approach will minimise the risk
invelved with a major increase in use of technology, while

. providing the AAO with the computing facilities required.

The phased approach also recognises the scarcity of
resources, the need for budgetary restraint and the
Government’s requirement that acquisitions be clearly
inescapable and incapable of deferral.

The estimated total addftional expenditure will be $12.8
million over the period until 1989-90. The estimated
total capital cost of $5.9 million (June 1985 prices)
spread over the period till 1989-90 (Attachment A refers),
includes network $3.1 million, mainframe $1.5 million,
development software $0.8 million, and environment $0.5
million. Development and ongoing costs (including bureau
charges for additional computing time) add §1.9 million,
while extra staffing requires $4.4 million. The proposal
1nvolves an AOSL increase of 12 in 1886-87 and 11 in
1987~88. Accommodation costs are estimated at $0.6
millien for a computer site and additional staffing.
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2,1

4

NATURE OF AND JUSTIFICATION FOR THE BPROPOSAL

The AAO proposes to acquire .a combination of three levels
of DP facility:

{a) a central Computing Facility and associated
application development software which will be used
for the central information systems that require
sophisticated development software and/or nesd to be
accessed from all areas of the office, The plan
envisages that the central computing facility will
bé an IBM compatible computer facility equivalent to
an IBM 4381 to be installed in 1987-88., An upgrade
to. cope with predicted growth in user demand has
been planned for 1989~90. Until the initial
acquisition the AA0 will continue to use CSIRONET to
develop systems at an estimated annual cost of
$800,000

{b) a. network which will be used to provide some local
processing in each State but will, in the main,
provide a front end to the central applications,
provide office automation and local shared storage
and printing facilities. It is proposed that all
networks will be established as local networks which
can, if necessary, operate independently of the
central computing facility. Such local networks can
be implemented as local area. networks (LANS) with
file servers and print servers or as networks
associated with multi user mini (or super micro)
computers, and

{c) a microcomputing facility, either portable,
stand-alone or connected to the network, to provide
microcomputer tools (spreadsheets, word processing
etc) for use by Audit staff. As shown in the ADP
Strategic Plan page 32 these will be implemented
progressively over a 4 year period.

Costs

In summary it is estimated that the total cost of the
project. over the next five years will be in the order of
$20,000,000. However the AAOC will absorb most usexr costs
including expenditure on computer time and computer
services staff. It is estimated that the additional cost
to the AA0 in the five year period will thereby be reduced
to an amount in the order of §13 million.

Benefits
The aim of the introduction of the systems will be to
improve the efficiency of the AAO and. thus to assist it to

meet the demands of an increasing workload with minimal
additiohal staff, Particular benefits will include:
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. better selection of audits through use of Audit
Planning and Control system

. qualitative improvement in the audit product through
the use of computer facilitiés to plan and support
audits and information retrieval systems, and

. a significantly enhanced capacity to undertake
comprehensive audits of large and complex
information processing systems.

The issue of productivity is now an issue of critical
importance to the ARO. In recent years there has been a
shortfall between audits programmed and audits
undertaken. Because of the Auditor-General’s statutory
responsibilities prioxity must be given to the audit of
fipanclal statements. Limited remaining resources are
engaged on efficlency and other projects but as these are
not mandatory audits, they are pexformed only to the
extent that resources permit, not to the extent that is
considered to be appropriate in relation to AAO
objectives.

A major emphasis of the proposed systems i1s to promote
better management information and to assist audit
planning, control and operations. Expected benefits are
in the form of improved audit management through
penetrative planning and assessment of risk, better
priority determination, and, an improvement in the overall
audit product inciuding the ability to employ advanced
techniques in the audit of complex systems. Benefits are
extremely difficult to quantify in monetary terms, but
relate to the ability of the AAO to perform more and
better audits with minimal need for staff increases.

Office Future Capability

The proposed developments must be considered in the light
of the continuing growth of use of computers in the
Australian public sector. The AAO audits some of the
major users of computers in Australia, and the impact of
DP' on the audit task continues to escalate. The computer
will become more and more an essential ingredient in
carrying out effective auditing of systems developed by
auditees, Auditor staff must become familiar with data
processing so that they can effectively audit those
auditees using computers. Experience has shown that
auditors will not gain the required knowledge of computers
solely from attendance at training courses. They must
also maké use of modern computing tools if they are to
fulfil adequately the tasks expected of them.

This proposal therefore aims at providing all Audit staff
with access to modern computing facilities § years from
commencement of the project. This 1is considered to be an
essential aspect of the AAO’s overall strategy for
maintaining’ its audit capability at a time of continually
increasing computerisation of the systems and functions to
be audited.
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ADP OBJECTIVES

Through its public reports the ARO assists Parliament to
improve accountability for the efficient and effective use
of resources in the public sector.

To meet the Auditor-General’s statutory responsibilities,
each year the AAQ. plans and. carries out audits in
departments, statutory authorities and other Government
agencies. Planning is aimed at providing a comprehensive
cyclical coverage encompassing the evaluation of legal
compliance, financial regularity and efficiency.

In fulfiYling the Auditor-General’s responsibilities it is
considered essenptial that the ARO have in place, computer
based management information systems that will support the
planning of audits, the allocation and control of
resources to audit tasks and the measurement of
performance against its objectives. It 1s also essential
that the AAO support the activities of its staff with
information systems and computexr based support tools that
will enable more efficient and effective use of available
staff.

One of the principal DP objectives of the ARO is to seek
improvement in the productivity of audit staff through use
of computer technology.

The AAC is concerned to ensure that it maintains an
adequate capability to undertake DP audits because of
increasing use of computers by auditees and the growing
complexity of the systems involved. In this regard the
AAO has three major objectives, These are:

(a) to increase the capacity of f£ield audit staff
to undertake DP audits and thus to decrease
the reliance on DP specialists in DP auditing

{b) to maintain an appropriate level of DP skills
within the AAO to undertake audits of all
degrees of complexity, and

(c) to identify and address emerging DP issues
that might impact on the audit task and
identify and develop appropriate methods and
techniques.

The principal objective of the AAO in its acquisition of
such facilities will be the establishment in a
cost-effective manner of the hardware/software/
communication facilities needed to support the development
and implementation of the systems known to be required By
the AAO0. Emphasis will also be placed on the following:
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(a}

{b)

AbLlity to take advantage of -changing

. Eechnology

Thete are many potential applications of
technology that could have a signiffcant
impact on auditors in the future. These
include improved software foxr decision support
and the merging of voice with text. While the
ARQ does not wish to be in the forefront of
technology used by auditees, audit staff must
be aware of the technology used by auditees.
It is the AAO’s aim to implement a strategy
for a computing environment that will enable
technology advances to be introduced i1f
considered of benefit to the AAO.

Flexibility

The ARO requires a computing environment that
will allow it the maximum flexibility in its
use of the computer to assist the audit task.
To achleve that environment it is considered
that an IBM compatible central computing
environment is highly desirable,

Control, Security and Availability

One of the issues of concern to the AAO is the
security of data and computer facilities. The
AAO deals with information gathered from a
wide range of government installations of
varying degrees of security classification.
Security of access must be maintained at the
highest level.
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CORPORATE PLAN .

The AAO Corporate Plan was developed in 1984/85 and
published as a draft in a Staff Circular of 22 November
1985, Action i= now being taken within Central Office
Divisions and Regions to implement the Plan. A copy of
the related Staff Circular follows.
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AUSTRALIAN AUDIT OFFICE.
Canberra, ACT 2601

J
D@G Staff Circular

No. 1585/44 of 22.11.85 gy por 1847267

AAO CORPORATE PLAN - CIRCULAR NO,4

Further to Corporate Plan Circular No.3 {1985/30) work has been
completed on drafting the strategies and policy approaches to be
adopted in attaining the ARO's Corporate Goals and Objectives.
This is the third level of documentation necessary to form the
AAO's initial Corporate Plan,

2, Following discussions with senior management and members
of the Corporate Plan Steering Committee the Auditor-General has
endorsed the attached "Strategies and Approaches to Achieve the
Corporate Goals and Objectives".

3. The attached document will pow be circulated to Staff
Associations., Subject to consideration of any further comment
from AAO staff and the views of the Staff Associations it is
intended that the Plan be formally adopted. As previously
advised, the Plan will be a flexible instrument and, in any case,
subject to annual review,

4. In the interim, I would be grateful if bivision Heads and
Regional Managers proceed to implement the strategies and
approaches outlined in the attachment,

?
, 7D, Bill

Deputy Auditor-General
Attach

‘DISTRIBUTION : ALL STAFF
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AUSTRALIAN AUDIT OFFICE. CORPORATE PLAN

STRATEGIES AND APPHOACNES TO ACH]BVE
THE CORHORATE GOALS ARD OBJECTIVES

COKRPORATE GOALS
The first Goal is:

improve the economy and efficiency of public adminisctra-
tion in the Commonwealth sector and its accountability to
the Parliament and the community through :

{a) undertaking comprehensive auditing.of the Executive
and‘commonwea;th agencies; and

(b) reporting to Ministers and the Parliament and
assisting Parliamentary Committees,

This Goal reflects the statutory responsibilities of the
ruditor-General, It seeks to make explicit the fundamental
reason for the institution of the A0 and the contribution it
snould make to the proper, éfficient and effective operation of
government.,

The first element of this Goal refgrs to the comprehensive audit
approach which encompasses planning, programming and conduct of a
cycle of audits that examine

legal compliance
. financial regularity, and
. economy and efficiency,

The Auditor~General's reporting responsibilities for most
covernment agencies are specified in legislation and usually
involve a requirement of dual reporting to Ministers and to
Parliament, The legislation hovever,gives the huditor-General
considerable discretvion in derermining the nature and extent of
n1s reports,

Zre Séconc elemen: of the Corporate CGoal should be resd as

threl 3¢ ULat .38 L oeneral rule,zll material audit findings are
reported fully 1o auditees, Ministers and the Parliament and in a
Timely manne: .

re second Goal is:

Develop and sustain the AAC as a centre of auditing
excellence
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fal  the ARG {o be a leader in Public Sector audii
standards and practice;

(b}  the RAO Lu be exemplaty as regards the ef ficiency,
economy and effectiveness of its operations and in
accounting for the performance of its functions;

(¢} staff Lo be motivated and professionally competent;
senior staff to attain wide experience and recognised
stature in the Commonwealth administrative milieu,

This Goal seeks to ensure that the total} activities of the Office
are and are seen to be beyond reproach.

Both in Aust:zalia and overseas there has, in recent years, been a
growing community demand for government agencies to be more
accountable for their actions. Concurrently also there have been
rapid technological developments that allow agencies to expand
their activities significantly. These trends have attracted
attention from audit institutions both nationally and
interpationally. As well these institutions have been concerned
tv extend the traditional form of compliance and redularity
augiting into "value for money" or efficiency auditing.

As a member of the International Association of Supreme Audit
Institutions (INTOSAI) Australia is a member of the INTOSAI
committee charged with déveloping public sector auditing
standards that might have interpational application, and is the
Group Co-ordinator on General Standards, Clearly, the ARO must
also be a leader in developing public sector auditing standards
and practices within Australia. Hence the first element in this
Goal.

The Tokyo Decl‘arationl points to the need for Supreme Audit
Institutions to be conscious of their own accountsbility., 1In
harmony with the Declaration, the second element of the second
Goal refers to the AAO as being "exemplary" in its operations and
in accounting for its performance, That is, the A20 should
strive to achieve standards of performance and accountability
that are "fit to be imitated". although such standards may not
be easy to attain (and maintain} the AAO cannot aim any lower if
it is to aspire to a moral - as distinct from legal - authority
to tazke to task other public agencies,

fanal element in this Goal takes inte acvosnt a praciical
v of administrative life, That is, 3f oificers coming through
rrofessional anditing stream seek to hive hefore thesm the

<L of advancement right to the top of the Rav, ¥ OMUSt

i, Tokyo Declaration of Guidelines on Public Accountability:
un Association of Suprowe Audit Inntjtutionsz (ASOSAL),
Takyo, 198Y,
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atyuire that breadilh of experience in the genvral workings of the
Administration, and in its poliey and program sctivities, which
will give them recognition and respect at top levels of the
yuvelrnment bureaucracy.

CORPORATE OBJECTIVES

{1} Co-urdination of all budgetary and planning arrangements
within the framework of the corporate goals and
objectives:

fa) with immediate effect, future planning under existing
arrangements to take the goals and objectives
explicitly into account

In an ad hoc fashion, the planning work performed during recent
months has been oriented toward attainment of the goals and
objectives, as then set out in draft form.

In order to implement a systematically co-ordinated approach,
each Divisional Head and Regional Manager will submit to the
Deputy Auditor-General by l January 1986 a proposed plan of
action linking the activities of the relevant Division/
Regional Office with the Corporate Goals and Objectives and
related planning mechanisms. Such a plan will also specify the
input which would be required from other Divisions/Regional
Offices to ensure the Divisional or Regional Office plan to be
implemented successfully.

The content of the draft plans will be considered at a Senior
Management Conference prior to consideration by the Auditor-
General. ’

(b} planning arrangements be reviewed and oriented
specifically to achievement of the goals and
objectives

Planning arrangements Seveloped under Objective (l)(a) above will
be reviewed annually at a Senior Management Conference which will
advise the Auditor-General regarding amendments to those
arrangements and to the Corporate Plan itself. The review will
pay regard also to the activities of standing planning machinery,
such &s the Prioritieg Review Committee (PRC).

zepects of wne planning arrangewents can be monitored
[LOaressively thiough the yesr by standing machinery, For
example, the PRC vill, at its guarterly nmeetinde, monitor the
achiev aciivitles,

1 an vverall sense of bivisional &
che Information Technology Committee will, &t 1ts
regular meetings, review progress on objectives relative to jts
activaties,

v

(¢) appropriale linkages between relevant management
infarmatrion and support systems be developed as suon
ds practicable
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Processaing Strategic Plan, governmenl approval is curiently being
gouqhl 1o ite phared implementalion.

Vhen the Government's response jis knuwn, the phasing in of the
approved management and support systems widl be inplemented by
bivision D under the guidance of the Information Technology
Committee, Where practicable in the meantime, ad hoc
arrangements are being made to improve linkages, for instance
between human resources budgeting and PRC support systems.

(2) Effective communication and consultation within the ARO;

(a) background to decisions on policies, priorities and
programs and information on other developments be
disseminated systematically through the AAO

Division D will undertake a review of existing arrengements for
promulgating information in the AAO with a view to identifying
the most useful and efficient mechanisms and by the end of
January 1986 will make recommendations for improvements.

In addition to the series of Administrative Circulars, audit
Memoranda and Staff Circulars, the review should note such recent
initiatives as -

. a series of Open Letters from the Auditor-General

. monthly meetings between the Auditor-General and each
bivision (including Acting Director level), and

. more frequent visits by the 2uditor-Genera) and senior
Central Office staff to Regional Offices,

The review is also to take into account any proposals for
effective communication that may emerge from the consultative
machinery to be established in accordance with the Industrial
Democracy Plan. : '

(b) commencing in 1985-86, Regional Managers will visit
Central Office at least annually for the Senior
Management Conference and for consultations with
Central Office Divisions

bject to the Auditor-General's approval of the full &
ens for consiaer&* ion at the 1985-856 Senior Mapnaaemen

u enda,
T

onference laddrtional to discussion of the Corporate planninag
n

2
t

1EhQsTents rérfiied to at Opjeciive 1) will be tormolated by
e parcicipance,

e

1¢) regiomal staff be invuelved in planning and briefings
fer major andit programs
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Heglonal spaff are encouraged to submit proposals Lo Central
Office on any aspect of the audit program at any stage of the
planning/implementation process. ,

Centtal Offive Dirvctors are to seek the views of reqional staff
when compiling their proposed programs and inform thuse staff of
the reasons for variations to or rejection of their proposals.
Thic consultation is to take place on two levels -~

. at the time of preparation of the annual forward work

program when broad objectives and descriptions of proposed

tasks are wanted, together with supporting information
justifying the allocation of resources to the task and
assurance that it accords with the general audit approach
to the auditee, and

. at the time of preparation of audit guidelines/field audit,
plan for the completion of the task, when more detailed
information is required to support decisions on the
conduct of the audit such as particular operations to be
audited, selection of samples and manner of check,
allocation of particular staff etc,

In appropriate cases the practice will continue of arranging
workshop discussions for officers participating in audit programs
for specific major auditees.

{3) Administration of AAO:

(a} adequate management information and support services
be established and maintained

The provision of these services is intended to provide the Office
with up-to-date technological support so that the total audit
coverage, both required and achieved, can be determined,
monitored and co-ordinated.. X

The systems proposed in the AAQO's Information Processing
Strategic Plan are intended to put modern information technology
at the service of auditors, amongst other things providing
retrieval facilities for information on auditees, past audit
activaty, precedents, legal advisings etc, and facilitating
planning, priority serting and management of audit programs.

in the meantime information systems development 1S procecding
within the constraints set by available resources,

1w} respective roles of Central and Regional Offices we
fully explained ané communication between them
improved

The roles of Central and Regional Offices are complementary and

intellelated wvath both striving,to achieve the same corporate
Qoals .,
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bivision Heads will mect regularly with Central Office and
keqional Office staff Lo identify significanmt communjcat ion
and/or reporting problems and Lo initiate appropriate remedial
action.  An initjal serjes of meetings which ook place during
the eatly months of 1985-86 is Lo be the subject of report to the
Auditor-General.

warking arrangements and internal structures in the Central and
Regiona) Offices should be such as to maintain the most
effective:

. planning of auwdit coverage
. the co-ordination and management of audits, and

. a;ignmeqt of auditee responsibilities with a view to
minimising communication lines and contact points
between Central and Regional Offices.

Division D will establish a framework for regular review of the
allocation of the total audit responsibilities within Central and
Regional Offices as circumstances change, Within the resource
constraints within which the AAO operates, the aim is to provide
a rational apportionment of resources with appropriate
classification levels having regard to auditee functions.

(c) organisational structures to reflect work
responsibilities

An effective structure reguires the promulgation of clear
statements of the authority, roles, responsibilities and tasks
appropriate to each level in the organisational structure as well
as detailing the attributes and skills required., Division D will
continue to develop job descriptions which will inform staff of
the rationale underlying the organisation structure and the
interrelating duties of all positions.

(d) resource allocation mechanisms be Girected to
achievement of corporate objectives

The achievement of corporate objectives requires that structures
and classifications provide adequate management, policy and
genera) support services to facilitate the function of the AAO,

& t1ag ené, Nivision D wi

g ove mechanysms 1o enable managemen: to maintain
appropriate balancs between 1esources &

devured to pdanning
i othér corporate activities and those available for the
management and conduct of audit programs

. concomitant with the review arrangemenis 1eferred to at
Objective 3{b) above, undertake an examination of the
management support structure, and

. roview the applicatron of position classification
standards in the AAD,

49



(4)  Personnel Management :

fa) personnel) management programs be establ

accordanve with Paurt 11a of the Public S¢ Aot

rugramg undet Part I11A comprise:
. Fqual Employment Opporiunity (EEQ) Program, and
. Industrial Democracy {(ID) Plan,-

1n accordance with the legislation, the AAO has formally lodged
an EEQ Program and an ID Plan with the PSB., Division D will
ensure that the strategies in the Program and Plan are pursued
and will initiate reviews in accordance with the Act.

Developments pursuant to the EEO Program and the 1D Plan will
constitute inputs into the implementation of the Corporate Plan,
and are to be taken into account in the planning arrangements
referred to at Objective {1). The consultative machinery to be
established pursuant to the Industrial Democracy Plan is to be
kept informed of progress in implementing the Corporate Plan.

(b) staff selection processes be designed to promote the
efficiency of the Office

This objective implies strict application of merit principles in
selection of persons for appointment or promotion to positions in
the 220, and for specification of selection criteria appropriate
to the Office's needs, 1t also requires the development of a
recruitment program with procedures designed to attract and
acquire sufficient highly qualified staff to meet the assessed
human resource requirements of the Office, and ensure that
approved levels of staffing are effectively maintained.

Processes for refining selection criteria and maintaining proper
selection procedures are part of the continuing function of
Division D under the guidance of the Deputy Auditor-General. All
Divisions and Regional Offices share in the responsibility for
correct application of criteria and adherence to procedures.

In developing the recruitment program, Division D is to consider
the merits of:

2 conuinual program of altion to recruit stafy

zoverzirements frampq t¢ nsesnlight the pesitive zspects of
& wsledt in the Office, and

optaons fur mxnxuusxng delays between interviewsy and
appointment s

{c) staff development proaramsg gqive emphn~i\ o
interchange both inside and outside the Fublac
ServiIce and within the AAL
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A Wil g maintaimpg pofessional training to facilitate the
devedopment of personel shills and abidlityes, bivigion b will
arvelop formal attangements to facilitate the 1atot change of RAO
“lf . I the longer term such antel changes would be of mutua)d
beepef U Lo Ve ARG alid 1O participating ot gaEnIsaton,

td) adequate arrangements be established for staff
counselling and career planning

To assist officers in attaining their potent:ial, Pivision D will,
over & 3 year period, progressively develop appropriate
ssessment and counselling processes, including processes for
1dentifying possible career pathe, 1L is hoped tihat by the end
of tnis period procedures would be in place for regular formal
s15f{ acsessment, witn ongoing on-the-job performance
counselling,

(g) opportunities be created for staff to broaden
experience and as senior ctaff to esvablish a
standing ip the administrative communicy

vivision Heads and Regional Menagers should
pzriicipate in ewecutive development, manag rovement wnd
similar courses aimed at improving wasagerial comperence., Staff
gnould also be encouraged to participate in ezecutive roles in
appropriate frofessional organisations, and seek approval to
accept invitations to address seminars, conferences and the like,
and similar sctivities,

age zraff to

{5} Program

agement

(a) determination of program ohjectives,
resource regwirements be biged on real
estimation processes

o
o
AN

The audit work program is set by the huditor-General on the
advice of the PRC. Under the guidance of Central CFfice Division
and Branch Heads, Dicectors in consyltation with P::ncxpal
kuditors are responsible for proposing tasks, recomwcnu;ng their
scope and providing assessments of resource requirements. AS
indicated at objective 2(¢), Regional staff are encouraged to
suggest areas of audit coverage,

Mivasion b will establish a framevork to ensur: thne COn“O])datXOD
of the above data and iis presentation to the PRC,
- 0ViIae tne PRC on request with estimaves of siaff re r
:‘;:Iaaijiey‘ox all and for esch field sranch tn the light of
PRC decisiong, ion D is responsible for digseminzc.ng
thation to vnsure their implementation.

Under the guidance of th» PRC, operational tuvaisiony, a high
Prrovity task, will estanlish procedures to adentify the total
audit tagk which would be necessary toe provids adequate assurance
to the Parliamcnt oveér a comprehensive audit cyele, and record in
Tiairon with bDivision D the ronge of work which, althouah
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nucentiary in Lhat contexi, has not heen ac 4
Cens ) t ceommodat ed, in
practice, in audit programs, )

(h) pro?edures provide for supervision, monitoring, .and
feview of performance l

Responsibility for administering the appraved w 5
wgth operational Division Headsgin co—ggerationosgtgrgggzgn;§SLb
Managers, Each operational Division Head will arrange for the
1ssue to Regional Offices of the detailed Program approved by the
PRC,. nominating tasks in priority order, Directors and Principal
Auditors will co-operate closely to ensure that PRC requiféments
are clearly understood. 1In the light of the workload situation
birectors may arrange with Principal Auditors for: ’ '

. the review function be undertaken by Central Office
. guidelines to be prepared by Regional staff; ang
. appropriate representation at opening/exit (and any other)

interviews,

Regional Managers are responsible for ensuring that:

. Principal Auditors provide Directors with ti
A s imely advice of
progress with audits undertaken to approved standards
. Scarce resources are not wasted, and
. §§Ezi§ signals are given to Directors when overruns are

on completion of major efficiency/project it i t
of major auditees, Division Headg ghoald a?ggég:’ngg ;EdiispeCL
reviews of the performance of the avdits, and dissemination of
review results as appropriate, ‘
Machinery is to be developed progressivel or s isi
arrangements for performance ?ev?ew, inclzdfn; mg:;ggg;:féng
1mprove_thg evaluation of performance. Division D is to mount a
h}gh priority study to review the appropriateness of existing
time recording and productivity measurement procedures,

{c) officers be accountable for meeting program
objectives to schedule ané witkin resource provision

In parmony with Goal 2(b) and the related planned appointment of
& {u1)-t1pe 1nternal auditor, Division Heads are to account
quarterly to the PRC for their management of the resources
allogatgd. bDivision Heads may vary the Divisional program
provided;

(i) there is no net increase or vpgrading of priority rating
in overall hours or hours in Reqional Offices, and
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tii} they repor( to the next $PRC meeting.

pivision Heads are required to obtain prior PRC approval (out of
sesesron it pecessary) to significant proposed program changes
falling outside the parameters.

Division b {PRC Secretariat) is to provide the PRC with
informat jon concerning overruns, and Regional Managers' exercise
of delegations to increase hours for particular audits.

. (6) Audit Methodology and Practice

{a) emphasis on audit of economy and efficiency aspects
be increased without eroding standards for regularity
and compliance auditing

Audit planning and performance will, as far as possible, be
directed to promoting improved government administration from
both the financial accountability and efficiency standpoints.

Effective utilisation of human and other resources, including use
of up-to-date auditing techniques and information technology with
consequent continuing improvement in audit productivity, would be
expected to enable adequate audit coverage designed to epable the
office to meet its mandatory attest responsibilities, while
devoting increased attention to dGiscretionary areas. This will
enable the Office to respond to the perceived expectations of the
Parliament, auditees and the community that more audit coverage
will be given to aspects of economy, efficiency and improvement
in government administratiom. As an initial target Division
Reads are programming in total for the completion of 20 to 30
formal efficiency audits each year, There will continue to be a
substantial effort in the form of project audits directed to
efficiency aspects but not formally designated as efficiency
audits.

(b} up-to-date techniques and technology be applied and
continually reviewed

pivision D will continue to exercise its function of developing
audit technigues and technology in such areas as statistical
sampling and analytical methods and in expanding the use of PP
resources, and to take account of developments in technology and
its use by auditees, This Objective is closely related to
Gbjective 3ta), and its attadinment will be enhanced by provision
of modern informataon processing facilities,

sements for-internal audi: and gurlaty assurance
t under ieview

el &

l:'»é

office pelicy 1f to ensure that internal policies and accounting
controls.are observed and maintained at a proper standard, and
that effective management ié in place. 1n this context, the
internal audit function has beén expanded to keep top management
infurmed of Jelevant matiers,
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In accordance with profestional avditing standards fur
supervising the guality of awdit work performed in tho Offaice,
the Office has an internal system of review., Division b will
continue to monitor this activity and recommend measures to
improve its efficacy.

(d) arrangements be developed for assessing trends in
productivity

It is necessary that output in work categories be measured
&gainst such standards as are available, and that productivity
changes be assessed in the light of a possible need. for
improvement and in the context of the Office's ability to cover
its workload with the resources employed. Existing arrangements
will pe reviewed by the study mentioned at Objective 5(b),

(7} AAO's External Relations

(a) the Office should seek to foster gobd relations with
Parliamentary Committees and the central agencies of
the Executive Government

Whilst dealings with Parliamentary Committees are almost solely
the province of Central Office, those with central agencies apply
universally.

. Division Heads should encourage staff to co-operate with
ParYiamentary Committees to the maximum extent consistent
with any statutory constraints; this requires regular
liaison with Committee staff and a demonstrated
willingness to meet Committee requirements

. Division Heads should encourage staff to strive to develop
effective contacts with ‘'opposite numbers' in central
co~ordinating agencies to obtain an improved awareness of
policy development and program implementation, and

Regional Managers will encourage staff to establish
adeguate liaison with representatives of central agencies
in their geographic area,

(b) in relations with bodies audited by the A20 there
should be adequate explanation of Audit requirements
and sctivities, and involvement of senior officers
where appropriate, to minamise misunderstandings ang
avoiaanle conflicts

Divigion Heads should liaise with the senior officers in thase
depattments and other organisations for which they have audit
responsibilities, So that broad understandings of the roles and
responsibilities of each are mutually understood. Division Heads
should ensure their senior staff also maintain adequate liaison
with audirtees.
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fc)  Lhe AAD should co-operate with academic institutions,
profossional bodies and the media:

(i} including contributions to proceedings of
professiona) meetings, and

(ii) publication of reference material

All officers are encouraged to Keep abreast of developments
concerning audit practices and standards and are invited to
propose or comment on néw or revised audit practices or
standards.

The AAO will ericourage participation in the activities of
academic and professional bodies. The AAO will, where invited
and where practicable, provide appropriate officers to addre§s or
participate in meetings of interested professional organisations,

bivision D will put to study the scope for wider dissemination of
public sector auditing issues;

{d) the AAO should co-pperate with State and overseas
national audit offices, individually and in
conference, with the general purpose of improving the
quality of government auditing through the exchange
of information and the provision of advice and
assistance

At the national level, the AAO will continue its active
participation in the Australian Area Auditors-General Conference,

On the international scene the Office plans tO.CQnFinue its
involvement with, and contributioh to, the activities of global
and regional audit bodies such as:

. International Organisation of Supreme Audit Institutions
(INTOSAI)
. Asian, Organisation of Supreme Audit Institutions (ASOSAI)

. the Conference of Commonwealth Auditors-General, and
. the South Pacific Audit Forum,

ndditionally, training will be provided to audit officgrs from
State and overseas audit institutions, as requested and as
resources permit, with the aim of developing overall/general
audit competence. This will be reinforced by publication of kA0
training material.
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ADP STRATEGIC PLAN (SUMMARY)
A copy of the AAO ADP Strategic Plan is attached.

Current Reliance of departmental operations on DP

The AAO’s use of DP on its audit activities is at present
fairly restricted. The AAO has in place a management
information system (MAIS) run on CSIRONET CYBER, This
system records information on planned audit tasks and
actual coverage.

The AAO has approximately 50 IBM PCs. Audit staff make
use of various generalised support software packages on
these microcomputers., The main packages in use are
MULTIPLAN, MULTIMATE, and PFS, which are available for use
by all staff. The package REVELATION is also is used by
DP specialist staff in Computer Sexrvices Section to
develop a number of small planning -and administrative
systems.

The AAO makes use of computer facilities in the conduct of
audits. Various CAATs (Computer Assisted Audit
Techniques) are in operation at auditee computer sites and
are used in audit tasks. The ARO also has in place a
project to implement a prototype generalised Auditee File
Analysis Facility aimed at extending CAAT facilities to
field audit staff. This facility 1s run off CSIRONET
FACOM.

Proposed Developments

As a result of the review of the AAO computing
requirements it is proposed that the ARO develop an
integrated Australia-wide office information system over a
3 year period to be fully implemented over a 5 year
period. This system is specified in more detail in the
Broad System Specification {Attachment A of the ADP
Strategic Plan} and includes the following components:

Audit Planning and Control (APAC) Systems. A range
of systems based around an integrated database to
assist the planning of audits (including task
selection) and the implementation of work plans.
This includes the following sub-systems:

Audit Portfolio System

Audit Planning System

Audit Monitoring System, and

Forward Scheduling System.
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. Auditor Profile Systems. An information system to
access the APAC database and data files assoclated
with various AAO support systems to provide a
profile of staff and to assist in a selective
allocation of staff to audit tasks

. Audit Support Systems. A range of computer systems
and software facilities to support the audit
evaluation including microcomputer based facilities
such as spreadsheets, working paper facilities and
the use of central mainframe computing facilities to
allow the testing of auditee computer based systems

Office Information system. A system to support
policy development, planning and audit activities
providing integrated text retrieval on issues such
as Legal Opinions, Office Precedents, previous audit
plans and reports

- Office Support systems including Personnel,
Registry, Library systems, and

. Office automation systens, primarily standard word
processing and electronic document transfer
facilities.

Development Strategy

The AAD is proposing to adopt a phased approach to the
development of systems.

The first phase will be prior to and in parallel with the
acquisition of equipment and facilities. It will involve
the development of interim and pilot systems. Such
systems will be developed using IBM PCs and/or CSIRONET
FACOM. The systems will be limited in scope but their
development will provide some interim solutions and
through their use will assist to define the AAO’s final
requirements.

The second phase will commence once a decision is made in
relation to the hardware/software to be selected. It will
involve the development of the high priority systems:
Audit Planning and Control, Office Information and Audit
Support facilities.

The third phase will involve the acquisition/development
or implementation of the office support-systems.

All systems development will be in accordance with the
normal systems development 1ife cycle (SDLC) of
Feasibility Study, Specification, System Design,
Development, Acceptance, Operation and Review. User
involvement in. the specification and design of systems
will be sought with the establishment of a joint team for
each project. User involvement will be facilitated as
much as possible by use of the prototyping technigques
during development.
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In genexal, the AAO will be seeking software solutlons
that provide flexibility to allow future changes to
systems. While the various systems will be developed in
the main by DP professionals, software facilities to allow
non DP staff to develop their own applications are
considered essential.

CAPACITY PLANNING

One of most significant problems faced by the AAO in
developing the ADP Strategic Plan has been in the area of
capacity planning. The varjious systems proposed to be
introduced will not directly substitute current systems.
They are likely to result in a major variation to work
patterns.

Steps are being taken to refine further the estimate of
demand onr the system and the capacity required, However
the difficulty in estimating demand represents a major
uncertainty in the proposal. Because of this uncertainty
the ARO will be seeking facilities in its RET to measure
demand on the system and performance achieved. This will
enable early recognition of potential problems and enable
steps to be taken to seek any necessary expansion/upgrade
of elements of the network or the central facility.

USER EVALUATION AND TRAINING

The AAC does not anticipate any majoxr problems in user
acceptance of systems. The majority of audit staff have a
degree of DP literacy. Over the last 7 years the AAO has.
recognised that all auditors have need for DP knowledge.
Introductory DP' and DP audit training is provided to all
staff. An increasing majority of audit staff newly
recruited have completed some academic studies in DP.
Selection criteria specify the need for DP knowledge.

Most staff have been given training in the use of .
microcomputers Most have accepted the of microcomputers
in the audit task. The major obstacle to wider acceptance
and use has been the lack of readily available facilities,

It is recognised that the introduction of such systems
will have a considerable impact on users and that change
must be introduced gradually.

It is also proposed that a standard menu system will be
developed (if it is not provided as part of the selected
network/microcomputer software). This will provide a
standard interface to microcomputer software facilities
and will provide the interface to .allow access to the
mainframe systéms. The general strategy will be to make
microcomputer support tools immediately available to audit
staff and to progressively provide access to additional
facilities on the central computer facilities as they are
developed.
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It is therefore proposed that computing facilities will be
introduced to user staff in three steps:

This will be the initial
training given to audit
staff once a workstation
(computer terminal) is
implemented. It will
include training in the user
front end facility and basic
personal support tools
available to them.

(a) Base Level
Training

This will be undertaken once
each workstation is
connected to the network.
Users will be shown how to
access application systems
on the network and central
facility.

{b) Access Level
Training

(c) Application
Training

For each application usexrs
¥ill be introduced to the
new application as part of
the application
implementation program.

Internal Audit Involvement

The Auditor-General has recently introduced an independent
internal audit capability within the AAO. 1In relation to
the proposed facility that internal audit function will
undertakes

) reviews of controls proposed for DP Systems

(11) post implementation reviews of systems in
operation, and

(i1i) review of system development methodology.

Comments on the ADP Strategic Plan received from an
outside organisation,

The following comment has been received from the Public
Service Board

‘The following comments refer to the 1985 ADP Strategic
Plan for the AAO: :

The Board supports the proposed investment of
approximately $1lm over the period 1385/86 to
1989790 in computing and communication equipment and
software as foreshadowed in the Strategic Plan. The
expenditure appears justified on cost effectiveness
grounds as well as enhancing the ability of the AAO
to more effectively discharge its statutory
responsibilities;
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The Board notes the key role that will be imposed on

and required of senior management in the
implementation process if the acquisition proceeds.
The introduction of computing facilities on the
scale proposed will result in changes in some
important areas to the way in which work has
traditionally been done. From this perspective it
1s a shoxrtcoming of the Plan that it does not
address matters relating to consultation with staff
associations or staff training needs. ’

2, In the Board’s view these factors can significantly
affect the pace of successful implementation.’

The estimate of $11m referred to in the Board’s commént
corresponds to the revised estimate of additional cost of
the oxder cf $13m, noted in paragraph 2.2 above.

gariations to Strategy since publication of ADP Strategic
lan

Since the publication of the ADP Strategic Plan the AAO
has continued to refine its overall strategy and to
examine issues involved in development and implementation
of the proposed systems. The most significant changes
are:

(a) the development of procedures for managing the
development of Information Systems within the
g?o Ltgese procedures are shown at Attachment
', an

(b) the fact that the 230 no longer seeks to
establish a network prior to acquiring a
central computing facility. The AAO will seek
to establish an initial pilot network in
association with the central facility. This
will avoid the necessity' to 1ink the network
to CSIRONET and will enable the network to
mainframe link to be tested prior to
implementation.
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POST IMPLEMENTATION REVIEW

A review of the ARO’s management information needs was
undertaken in May/June 1984 in the light of the continuing
growth and iricreasing complexity of Government

- requirements and administration. The overview of

information requirements and future directions arising
from this study is at Attachment B. The study identified
major deficiencies in ARQO informatlon systems particularly
in that systems supporting audit planning and management
activities. Subsequently'a Senior Executive task force
was established to undertake a more detailed analysis of
management needs and to develop an ADP Strategic Plan for
the AAO. The task force considered the potential of the
computer to support management in the planning and conduct
of the audit task.

The Task Force included strong user representation and
consulted widely with auditors and administrators. 1Its
report was essentially user-driven. The first two volumes
of the task force report, a Functional Analysis and a
Broad System Specification, which proposed a wide range of
systems and facilities for the AAO, were presented to and
accepted as a broad statement of direction by the
Auditor-General and senior management during
January/February 1885.
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SYSTEM PROPOSAL

The statement of Broad System Requirements was produced by
the Senior Executive Task Force and accepted as a broad
statement of direction by the Auditor-General and senior
management during January/February 1885. It is embodied
in the ADP Strategic Plan which was developed by the Task
Porce and endorsed by the Auditor-General in September
1985.

The statement of Broad System Requirements indicates the
proposed systems including a conceptual description of
each. This statement, and the Functional Analysils
statement, indicates how the proposed systems relate to
existing systems.
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ALTERNATIVE DEVELOPMENT/ACQUISITION OPTIONS/
COST EFFECTIVENESS

Options

' In developing the DP strategy particular consideration was

given to the following two issues:

(a) the need for an IEM compatible environment,
and .
{5 the use of a bureau service (CSIRONET) to

provide AARO computing needs in the interim
and/oxr in the long term.

IBM Compatible Environment

The AA0 has decided to seek an IBM compatible central
computing facility.

An IBM compatible environment i1s sought in view of the
fact that an increasingly large proportion of auditees
(over 60%) use such equipment. With an IBM compatible
environment the AAO would:

. be able to select auditee file analysis software and
other technical audit software to run on the
proposed ARO central site as well as at a range of
IBM compatible (and other) auditees’ computer
installations

. have proportionately fewer problems in tragpsferring
data from auditee sites to the central site, and

. be able to give AAO staff experience in an IBM
.environment which will be most valuable in the AAO‘s
overall development of its DP audit capability.

While many of the in-house systems could be developed on
other than IBM compatible equipment, it is considered that
the selection of an IBM compatible central computing
facility would provide the AAOC with the most flexible
environment in which to handle changing audit
requirements.

Bureau Service

The 3A0 considered the use of a bureau operation both as
an interim solution and as a long term solution to the
AAO’s needs. It has .decided to maintain use of CSIRONET
bureau as an interim solution until it can acquire its own
computing facilities.
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When considering this issue five differént alternatives
were considered. These were:

1. acquire the mainframe in 1986/87. The network
workstation acquisition to be .spread .over 86/87 to
87/88 ; R

N - . ' N +
2. as for option 1 but lease the mainframe in lieu of
purchase i

3. 4initially use CSIRONET but acquire a mainframe in
1987/88. The bulk of the word processing network
workstations and standalone PCs to be acquired in
1986/87

4. as for option 3, but instead of using CSIRONET
obtain a lower capacity mainframe in 1985/86 with an
upgrade in 1988/89. This was costed on both
purchase (option 4a) and lease {option 4b), and

5. wuse CSIRONET for developnment and implementation of
systems and .acquire an upgraded mainframe in
19887889,

It was decided to choose option 3. Options 1,2 were
rejected because appropriate accommodation would not be
available and it would not be feastble to acquire
equipment in that timeframe. -Option 4 was rejected
because it was considéred that the acquisition of an
interim machine would place additional strain on AAC
resources which would detract from the planning and
control of the overall project. Option 5 was rejected
because the use of a bureau is not a satisfactory solution
to meeting AAOC needs.

CSIRONET was the option preferred for meeting AAQ
computing needs in the interim because of the current AZO
commitment to that service. However, the AAO continues to
have operattonal problems with this service and, while it
is proposed to live with these problems in the short term,
the AAO does not consider the use of CSIRONET an
appropriate long term solution. Although the use of a
commercial bureau rather than CSIRONET could provide a
more satisfactory service, other enquiries have suggested
that this would be a more expensive option.

The use of any bureau service Is not satisfactory in that
security and control rests with the bureau management and

not with the AAO., The AAO would therefore be forced to

glace some’ restriction on the data to be stored in the
ureau.
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Cost Benefit

As discussed in section 2.5 of this submission, the

has not attemptad to Justify the proposal on tﬂe gas?goof
cost savings but rather on the benefits foreshadowed, An
attempt was made in the ADP Strategic Plan Section 3, to
quantify the benefits‘arising from the proposal in térms
of the additional staff that would need to be employed to
:ggi;y;iggg ::meigfoductivigy improvement. This exercise

nificance and w
e aam Cabgnet eomesar as not used as the basis for
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9. POLICY CONSTRAINTS

9.1 There arxe no known policy constraints relating to this
proposal.

9.2 The phased implementation approach, as outlined in 1.8
above, recognises the scarcity of resources, the need for
budgetary restraint and the Government’s clearly inescapable and
incapable of deferral criteria.
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ACTION PLAN

Following funding approval by Budget Cabinet, or forward
commitment of funds if not approved for 1986/87, the RFT
relating to this proposal will be issued,

There are two management committees which have been set up
to monitor the overall project. The Information
Technology Policy Committee (ITEC) is chaired by the
uditor-General and includes the Deputy Auditor-General
and all First Assistant Auditor~Generals. The ITBC is the
top level pelicy and planning committee. The second
committee is the Information Technology Co-ordination
Committee (ITCC) which 1is responsible to the ITPC for the
management of the project in accordance with the policies
and directions set by the ITPC. The ITCC is chaired by
the First Assistant Auditor-General, Corporate Management
Division, and includes the Assistant Auditorx-General, DP
Branch, representatives from the three Audit Divisions
together with representatives from the Regional Offices.

The. systems development procedures are outlined in tweo
documents titled "Development of Computer Based Systems -
Management Control Procedures” and "Guidelines For The
Development of Computer Systems". Copies of these
documents are at Attachment D. The general systems
development methodologies are based on the traditional
system development life cycle (SDLC) approach with
modifications to cater for prototype development of
systems.

As outlined in sections 5.2.2 to 5.2.9 of the ADP
Strategic Plan, initially the major systems will be
developed as pilot systems with progressive refinement
based on user feedback. This should assist to ensure that
the systems meet users requirements.

The current timetable for the acquisition and development
of . systems and of staffing proposed for the project is
shown in the ADP Strategic Plan Section. 8.

A more detailed examination is in progress and will be
made available to the Committee when completed.

67



11.
11.1

11.2

11.3

11.4

21

INDUSTRIAL ISSUES

In accordance with Industrial Democracy guidelines, the
AAC has now established a Nafional Consultative

Committee. Copies of the ADP Stratégic Plan have been
provided to unions and to workplace delegates. Initial
discussions have taken place with Canberra based workplace
delegates to brief them on the Strategic Plan and to
determine the ongoing consultativée arrangements, 1In that
meeting it was agreed that there would be continuing
consultation under the umbrella of the National
Consultative Committee.

Staff were consulted widely during the development of the
ADP Strategic Plan and, commencing in Februwary/March,
presentations will be made to staff throughout Australia
on the Plan and 1ts implications.

At this stage no job- impacét study has been developed
Knowledge of DP matters is already a requirement for all
audit staff. sStaff in audit areas appear to consider that
the proposal is essential for the performance of theix
duties. It is not anticipated that there will be any
staff loss.

While it is anticipated that there will be increased word
processing undertaken. by audit staff, it is not
anticipated that there will be any reduction in ‘the need
for typist/ word processing operators.

Since the proposed systems are essentially information
systems, the acceptance of systems by users will be
essential to their success. Such acceptance will be
facilitated. by user involvement throughout the development
process. It is however recognized that acceptance will
require that the ARO: adequately address the ergonsmic,
environmental and industrial issues associated with the
introduction of the plan. The ADP Strategic Plan already
identifies a number of issues to be addressed. These arei

. need for ergonomic furniture/workstations
. training to be on the jéb, and

training to develop keyboard skills to be provided
to all staff,

Steps will be taken to liaise with staff and union
representatives to identify any other issues of concern
and to agree the steps to be taken to satisfy their
concerns.
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AUSTRALIAN' INDUSTRY PARTICIPATION

Discussions have been held with the Australian Information
Industry Association (AIIA) and the Australian Computer
Equipment Manufacturers Association (ACEMA), Both
assoclations have welcomed the opportunity for discussions
before the RFT is issued.

Formal briefings for Association members in Canberra,
Sydney and Melbourné are being provided in
February/March. These briefings will allow potential
vendors to indicaté the sultabillity of their products or
services to the overall requirements of the AAO.

The main potential areas for Australian suppliers are in
the network and software. The ARO is encouraging
Australian manufacturers to respond to the RFT in
conjunction with other vendors in the form of a
consolidated response.
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PROPOSED METHOD OF ACQUISITION

Section 11 of the ADP Strategic Plan details the
procurement strategy. Procurement will be by public -
tender with the only restriction being the specification
of an IBM or IBM compatible mainframe.

The case for the IBM compatible mainframe 1% outlined in
section 5.2.5 of the ADP Strategic Plan. A request for a
Certificate of Exempt1on for the restrictiop to an IBM
compatible mainframe 1's belng prepared and will be
forwarded to DOLGAS in the near future.

The proposed acquisition schedule is as follows:

June 86 Issve of RET (open for 2 months})

June/August 86 PFinalisation of evaluation model

August 86 Tenders close

October 86 Short list recommendation to DOLGAS

February 87 Recommendation to DOLGAS

April 87 Contracts issued

May/June 87 Initial delivery of mainframe and pilot

network

August 87 Acceptance tests completed - payment for

mainframe and pilot network

September/May 88 progressive delivery and installation of
€.0., ACT, NSW and VIC networks

July/December 88 progressive delivery and installation of
QLD, SA, WA and TAS networks.
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CONSULTATION

The coordination comments £rom the Public Service Board,
Department of Pinance and DOLGAS on the Cabinet Submission
are at. Attachment B.

In addition, we are engaging a consultant to assist with
the development of the RFT. This consultancy is expected
to commence in. March 1986 and will include .an. assessment
of the AAO‘s overall ADP strategy.
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CONSEQUENCE OF NOT PROCEEDING

The trend to complex computer based systems in auditees,
and the resultant increasing worklcad for the ARO, 1s
1ikely to continue. The progressive implementation of the
comprehensive audit approach, with increased attention to
development of appropriate audit standards over the whole
of the comprehensive audit activity, will involve a
continuing workload increass for some years ahead.

some significant steps have already been taken, in
initiating audits of auditees’ planning and development of
data processing and management information systems, in
raising the capacity of audit staff to audit such systems,
in using automated technigues in audits and in developing
the AAC’s own management information system.

Those steps have been important in helping the ARO to
weather the transitional phase toward operating in the new
information processing environment, not least in
introducing audit staff to the powerful new tools that can
make their work much more productive. But these steps
fall short of what 1s necessary, in that environment, for
the AA0 to be able to provide adequate reporting to the
Parliament in accordance with its charter under the Audit
Act and other enactments.

To illustrate that proposition it may be enough to mention
that, with its present. resources, the AA0 has been able to
undertake only minimal auditing of the computer aspects of
many major automated processing systems in a range of
large departments and statutory authorities. The AAO
finds it impossible to perform the regular review of these
systems necessary to ensure that changes to systems have
not impacted their reliability. The AA0 too often has ben
forced to rely on the minimal assurance gained from
extensive review of manual procedures and limited use of
computer assisted audit techniques. A major concern is
that this situation introduces a high level of risk in the
promotion of audit opinions by the Auditor-General or his
delegates.

More generally, the AAO continues to accumulate majox
backlogs in audit examination of automated accounting
packages being introduced by auditees ~ and is lagging
behind in the examination of auditees’ systems for
delivery of services and provision of management
information.

An immediate expansion in the development of the AAO’s own
data processing and management information systems is
required, if the AMO is to be able to fulfil its statutory
responsibilities.
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ADVANCED TECHNOLOGY

There are no implications regarding the use of advanced
technology in this proposal. The AAC will not accept any

. solution that is not clearly demonstrable in an existing

site or inveolves the use of unproven technology. The
overall nature of the project is technically achievable
with existing well proven technology.

However, the AA0 is concerned that the solution
capable of utilising new technology as it becomegféziid be
accepted within existing sites. There are several new
technologies such as image processing and integrating
voice and data that could be of potential benefit to the
?2oim 32: f%egibitity to incorporate such new technology

. ant for the X g
facil?ties. long term viability of the computing

One area of importance to the AAQ and an area that is
undergoing rapid development is in the use of lap portable
computers., The AAQO believes that these devices are of
significant benefit to the field auditors. However, there
appears to be: much activity in this area of the mariec
with several new products, including the IBM lap portable
expected to be available in the next 6-12 months. The AAé
will monitor these developments before purchasing any
significant number of lap portables.
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17.11 Ensure accuracy of processing

8. ATTACHMENT A
17.12 Of particular concern in this area is user computing. The 'i
ADP Strategic Plan envisages that pudiglztafgiwiél make . i AUSTRALIAN. AUDIT OPFICE
;:B oti:omg\égggliicg:tt:: ;gsﬁ};:zrtzubn 1::cc:rat:s' : STATEMENT OF COST FOR ACOUISITION)OF COMPUTING EQUIPHENT
ere : 0
because og inadequate control over testing or verification : . {s000's
% :;sugngf 32: :221:2élixr’:e:2553.371:!:%:?2;383:1:::7:9:g ’ CARITAL EXPENDITURE 1985/86 1986/87 1987/88 1988/89 1989/90 TOTAL
ensure . ; ]
procedures and are adequately supported. ( . 1. Mainframe Hardware s 1,000 w00 Lo
17.13 Ensure information is archived and recoverable 1 ? 2. Development Software 50 cs0 150 100 5o
. ith the introduction of the system the main source of o s _ o os
1734 ?nformation in many situations will be computer based. £ 3. Network H'ware - Branch Nodes 300 315 1 1 385
While hardcopy of original documentation will be ! i, Networx H'ware - Work Stations res 250 - 2es Less
maintained the loss of 1nformation' retaging to audigs ) .
would represent a loss of audit effor uring an audit. . 09 s
Loss aftgr the audit could make it difficult to support an ¥ 5. Network Software 220 1 11 100 544
audit conclusion. Procedures must exist to ensure that 0 6. Mainframe Site Pregaration 350 100 is0

information is adequately archived and not lost as a ,

(power & a/c, etc.)
result of system fallure. .

7. Network Site preparation 60 60
b {power Conditioning)

TOTAL CAPITAL COSTS o 1,795 2,354 1,155 €00 5,904

OTHER EXPENDITURE
pevelopment Costs (excluding staff)

s 8. Consultants 20 200 300 50 50 620

¥

9. Computer Time 30 800 600 50 1,480
; 10. Ergonomic Furniture 50 100 150
] 11. External Courses 25 50 50 25 150
4
- Total Development ccstg 50 1,075 1,050 150 75 2,400

Ongoling Costs

& 12. Hainframe Maintenance a0 50 50 130
13. Software Lease/Malntenance 20 110 170 170 470
14. Network Malntenance S0 15 100 100 325
15. Communication 25 100 150 200 475
16. Consumables 50 50 50 50 200
Total Ongoing Costs 0 145 365 520 570 1,600
TOTAL OTHER EXPENDITURE 50 1,220 1,415 €70 645, 4,000
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TOTAL OTHER EXPENDITURE

Less ABSORBED COSTS
Computer Time for CAATS

Existing DP expenditure

TOTAL OTHER EXPENDITURE'
{Less Absorbed Costs)

TOTAL CAPITAL & OTHER COSTS
{Less Absorbed Costs)

STAFFING

17. DP Staff

18. User Staff

19. Audit Review

20. Associated Admin. Costs

Less ABSORBED COSTS
DP staff (Item 17}

User staff {Item 18}
Audit Review (Item 19)

TOTRL STAFF COSTS
(Less Absorbed costs)

ACCOMMODATION COSTS
Rental {500 sq. m.)
Fit-out - clerical
Fit~out - computer

TOTAL ADDITIONAL EXPENDITURE.

{Less Absorbed costs}

ADDITIONAL AOSL REQUIRED.

. 9. ATTACHHENT R
1985/86 1986/87 1987/88 1988789 1885/90 TOTAL
S0 1,220 1,415 670 645 4,000
B

. -100 ~200 -400 ~400. ~ =1,100.
-80 -150 -380 -380 -990

50 1,040 1,065 -110 -135 1,910
50 2,835 3,419 1,045 465 7,814
6§00 1,320 1,700 1,700 1,700 1,020
360 780 1,800 1,000 960 4,900
20 60 60 30 180

60 115 115 115 405

-600 -600 -600 ~600 ~600.  ~3,000.
-360 -780  -1,800 -1,000 -360°  ~d4,900
-3¢0 -60 -60. -30 ~180

¢ 780 1,215 1,215 1,215 4,425

75 100 100 100 375

150 150

5 75

S0 3,915 4,734 2,360 1,780 12,839
1585/86 1986/87 1987/68 1988/89 1989/90 TOTAL
NIL +12 +11 +23
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MANAGEMENT INFORMATION STUDY

PAPER. NG 13

OVERVIEW OF INFORMATION REQUIREMENTS
AND FUTURE DIRECTIONS
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OVERVIEW OF INFORMATION REQUIREMENTS AND FUTURE DIRECTIONS

1, previous papers of this Study have identified:

(1) The need to develop MAIS as originally intended but
using software that will ensble timeliness,
heirachical and flexible reporting and
accessibility of information. (Paper No 9).

(ii) The necessity to apply information storage and
retrievel techniques to msaintain and access
strategic and operational information on auditees.
(Paper No 10).

(iii) The need to replace the library cataloguing system
by September 1985 with a system that provides
facilities for detsiled cataloguing, loans and
acquisition control, (Paper No 4).

(iv) The need to upgrade the Registry KWIX system with
an automated indexing and marking system by
September 1985. (Paper No 5).

(v) The requirement for an crganisation and staffing
control system with provision for staff profile
information. (Papers 1 and 11).

(vi) The need to stendardise und develop management
systems for asset recording and control, budget
estimates and expenditure monitoring and other
management information systems.

2. Apart from the very recent acquisition of personal
computers to assist in the audit task, the Office does not have
its own computing facilities but relies upon a bureau arrangement
with CSIRO. This Study has highlighted the need for the Office to
take early action to find altérnate processing arrangements for
the Library and Registry systems or scquire new systems which meet
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the full needs of the Office, The latter is the preferred

course. Additionally, Paper No 9 contains arguments why MAIS must
be re~developed on new software to meet its original objectives
and satisfy the requirements of present and potential users.

3. Because of the need to find new systems for the Library and
Registry and to re-develop MAIS, the Office could justify a case
to acquire its owrn computing facilitles to process those systems.
However, the view of this Study is that the most convincing case
revolves around the longer term benefits to the office of an
effective portfolio information retrieval system together with
MAIS, Library, Registry and other office management systems. The
emphasis should be placed on portfolio information because of the
potential size and benefits of such a system.

4, The Study is convinced that the most important area where
the ongoing effectiveness of the 0ffice will become absolutely
dependent is its ability to collect, retain and use strategic and
operational information on its auditses. This information is
necessary to ensure that resources applied to the audit task and
information gathered as a result of audit activities remains
avajlable and useful for future audits, both in terms of planning
and undertaking audit assignments. in othéxr words, Portfolio
information is seen as an essential resource which must be managed
if the Office is to improve its own efficiency and effectiveness.

5. A number of new inftiatives hiave been applied in the last
few years in the methodology of audit operations but the Office
has not yet. fully récognised or committed itself to the importance
of maintaining auditee information in a ¢oavenient and accessible
form. If the Office’ does not'maintain in a 'sophisticated vay
information on its audit‘clieﬁts,'fhétaddiﬁ ‘function will
increasingly become one of gathering information instead of
analysing.and reviewing information™and auditees activities.

ot o . B B *
6. Unfortunately, immediate benefits will not accrue from a
portfolia system as it Will.take & number of years to gather
appropriate information on .all thosé matters which should comprise
& comprehensive portfolio information base. Hovever, unless there
is a progressive development and expansion of information, a
considerable amount of staff resodrces will be wasted and applied
less effoctively. . 79
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7. The position has already been reached where the amount of
information that the Office possesses is not.capable of being
effectively identified or used because it is not preserved and
maintained in a logical way for recall or access to assist
planning and operational requirements,

8. The development path for required office systems should be

in the order of transferring the Library and Registry functions to
a new system by September 1985 with the coencurrent re-development
of MAIS to provide the facilities outlined in Paper No 9. The
redevelopment of MAIS will rely upon a@ppropriate software to
provide data entry at source, on-line enquiry and user defined
repert producticn. As such it should be based on a menu driven,
user friendly software package with distributed terminal access at
all locations throughout the Office.

9. In conjunction with the above development, the Office
should be progressing to define its requiremens for a Portfolio
information storage and retrieval system. This implies that any
equipment and software obtained for the Library, Registry and MAIS
systems must be capable of expansion or upgrading to handle a
Portfolio system. Portfolio information is treated by the study
as information required at management, planning and operational
levels,

16. The Office should immediately commecnce to prepare an ADP
stralegic plan which encompasses the early acquisition of
equipment to cater for the basic office systems identified. 1In
preparing this plan, the Office would be well advised to engage
the services of an expert in information storage and retrieval
technology or the office automation area to advise on an
appropriate development strategy and the technological
alternatives that may be available: to meet the Office's needs.
The Study understands that the next .ADP Strategic Plan shHoulo be
completed by February 1985 in order that budget provision can be
made at least for Library and Registry systems which must be
replaced in the 1985/86 financial yesr.
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11. Coupled with any overall strategy for office management and
information systems, account should also be taken of the way in
which textual material is produced by the Office. Given that the
majority of work follows from audit planning to fieldwork and
eventual Report production with a lengthy review process, there is
scope for applying more efficlent means of producing text mategial.

12, Currently, the Office produces text material on a variety
of standard typewriters, memory typewriters, word processing
equipment and a trend is developing to also use WP capabilities of

. recently acquired personal computers. There dues not appear to be

any strategy towards which the office is working in terms of
rationalising and standardising its keyboard services. More
importantly, without a strategy which recognises the benefits of
storing and accessing (or sharing) textual material,the advantages
of word processing/office automation equipment will not be
realised in the longer term.

13, As an example, an audit generates a management letter,
departmental response, drafting in a Branch Office of a Report
paragraph and numerous redrafts of the paragraph in the Branch and
Central Office. The amount of re-keyiny leading to the final~
Report is considerable and is done on a variety of machines prior
to being word processed for the final Report. With the
introduction of personal computers with word processing software,
the position is becoming further complicated. The personal
computers do not have letter quality printers and work produced
cannot be transferred in magnetic medium to the central word
processing equipment. The Study is aware of report material and
other work being input and edited through personal computers and
then passed to the WP Pocl for complete re-keying after Divisional
clearance. This is obviously a waste of scarce keyboard resources.

14, The Study recommends that the Office develop a strategy for
word processing., The strategy should be based on:

(i) Progressive replacement of all typewriters with
screen-based word processing facilities.
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(11) Standardisation of equipment with the caepability to
transfer textual date from one device to .another
either sutomaticslly or by transfer in maghetic
wedium,

(ii1) In Central Dffice, a shared resource system capable
of being upgraded to office automation facilities
(communication, document filing and indexing,
keyword searching, etc).

(iv) i1n Branch Offices, stand alone or shared resource
units.

15, Oepending upon the technical options available that may
address the basic requirements identified in the Study papers, it
could also be appropriate to include word processing nceds or the
longer term strategy in any total Office solution. The basic
function for all systems is that they are information retrival
systems ond not data processing systems., Word processing
facilities falls within this general category.

1lg, The policy of distributing stand alone personal computers
may also need to be re-examined in the light of any decision which
might be taken to proceed with the acquisition of larger computing
facilities for the Office. In this regard any mainframe equipment
which provides for distributed access to operational systems
operated Ly the cquipment could alse provide Lhe facilities
normally available on personal computers. Alternatively, personal
computers could act as an interface to the main equipment
operating either as terminals or as off-line processing devices,

17. Although not within the terms of reference of this study,
facilities for audit operational systems (e.g. CAATs) may need to
also be considered in any decision to acquire larger computihg
facilities. ‘

B2

Attachment C

Management Control Procedures

Attached are the proposed procedures for management control of

DP developments within the AAO, They have been agreed- to in
principle by the Information Technology Policy Committee
subject to some clarification of some issues.

The proposed procedures have been circulated to AAO Regional
The procedures will be amended following

for comment.
Managers RIS

receipt of all comments and issued to all staff a

Administrative Circular.

83



MSHAL2/D6
DRAFT
DEVELOPING OF COMPUTER BASED SYSTEMS -
MANAGEMENT CONTROL PROCEDURES
INTRODUCTION
1, i ]
It is the objective of the Office to make use of computers

to improve the efficiency and effectiveness of its operations,
The Office ADP strategy is aimed at implementing various computer
based tools and application systems to effect that improvement
Audit Office staff are already Seeing elements of that strateg;

with the availability of microcomputers for their use

2. The effectiveness of computer based applications in
meeting the objectives of an organisation and the needs of
individuals depends on the effectiveness of the control over the
development process.. This is true whether the application is
developed by staff with DP Branch under the auspices of the Dp
Strategic Plan or by an individual using a generalised software
tool made available on microcomputers or mainframes. The purpose
of this Administrative Circular is to outline the control that

should i i
1d be applied to various system development activities

CONTROL OVER CORPORATE DEVELOPMENT ACTIVITY

3. i
With the acceptance of the Office's pp Strategic Plan
the i ignifi
re will be a significant increase in the systenm development

activity undertaken within the AAO. such an increase will
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require revised management control procedures to ensure that DP
developments and work load associated with such developments are
in accordance with Office priority, that the involvement and
needs from various areas of the Office are adequately

co~ordinated, and that project progress is monitored and

controlled.

4. It is proposed that corporate development be controlled by

a two tiered committee structure as follows.

INFORMATION TECHNOLOGY POLICY COMMITTEE (ITPC)

This committee will determine the Office policy, and
maintain senior management oversight of activities, in
respect of the use of Information Technology in the ARO.
This committee will consist of the Auditor-General, Deputy
Auditor-General, First Assistant Auditors-General -
pivisions A-C and Corporate Management Division, Every 3
months, it will review planned work, resources allocated
and progress in implementing plans. The ITPC will guide

periodic review of the information technology strategic

plan.

INFORMATION. TECHNOLOGY CO-ORDINATION. COMMITTEE (ITCC)

This committee would be chaired by First Assistant
Auditor-General, Corporate Management Division (or RAG DP

Branch) and meet as reguired. This will be at least

monthly once significant DP development and implementation
occur. It will consist of representatives from Divisions
"A, B and € plus Regional offices as appropriate and key

organié%tional groups within the Corporate Management
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Division - Management Services, PD, Blanping Group., The
committee will co-ordinate development involvement from
various Divisions and Branches and resolve any .significant

priority or resource conflicts.

S, Planned corporate system development will be in accordance

with an approved Information System and Technology (IST) plan.
This plan, developed by the Corporate Management Division, will
be based on the DP Strategic Plan and agreed to by the ITCC prior
to submission to the ITPC, The progress to the plan and variation
to the plan will be reviewed 3 monthly by the ITPC, ‘Submissions

to both committees will be sought prior to a scheduled meeting,

6. The IST plan will be' a rolling programme showing the
various application systems to be developed and implemepted in

the following 12 month period, It will show specificallys:

(i) Planned resource requirements (both DP and User)

(ii) Planned Implementation schedule and user training

requirements

{iii) Requirements for facilities (equipment, software,
commercial accommodation and furniture} to support the

development and implementation. programme,

7. The IST plan will address all aspects of information
system development and. information technology acquisition
{including acquisition of PABX, Typing and photocopy facilities).
Submissions to vary the plan will normally be considered as part
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of the 3 monthly review. cChanges at other times would be unusual
but cani be made by the ITCC with later confirmation by the ITPC
with prior approval by the Auditor-General or Deputy
Auditor-~General .or FAAG Corporate Management {depending on

resource implications) on the basis of a prepared submission.

8. System development will be under the direct control of a
Project Leader nominated for the specific project, That project
leader will be either a user or DP as considered appropriate and
will normally be supported by a Project Steering Committee
consisting of appropriate user and DP representatives, The
project leader will report on a day to day basis to AAG DP Branch

and on a monthly basis to the ITCC,

9. All corporate system development (except some categories
of user developed systems, see further paragraph 14) will be in
accordance with the guidelines outlined in Attachment A, That
approach will-allow some variation in the techniques used to
determine user requirement (use of prototyping for example}
therefore the actual checkpoints and schedule of events will be
determined prior to the commencement of the project and agreed to

by the ITcC.

USER DEVELOPED AND MAINTAINED APPLICATION

10. The IT strategy recognises that as well as corporate
systems there will be a need for users to have facilities to
develop their own applications. To this end, it is proposed that
standard end user software facilities will be provided that will

allow users to actess. corporate information on the mainframe or
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to develop simple systems on mainframe or microcomputer, .t this
time, the standard end user software is available only on the

microcomputers and is as follows:

. Multiplan

. Multimate

. PFS file/report

It is intended to review these packages as part of the IT
Strategic Plan with other software being made available to access
corporate data bases.- The packages available will be notified in

Audilink,

11, The standard end user software will be selected on the
basis that. the average end user will be able to use the software
with minimal support. Users will be trained in the use of that
software with courses being made available on a regular basis or
with the provision of self teach packages., A User Support Group
has been established within computer services to provide advice
and assistance to users in their development of systems, Contact
is currently available through the Hotline (062-484800) and any
changes to this will be advised in AUDILINK, The work undertaken
by that group will normally be on a first come first served basis
although, if necessary, conflicts in priority can be referred to

the ITCC.

12, The standard.end user software is generally .appropriate

for less complex tasks., Other more advanced software is
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available within the Office for the more complex tasks. The

software includes:

. Revelation

. Microplanner for project planning

Such software would normally be used by staff with better than
average DP skills using a system development methodology. It
will therefore not be made generally available., The User Support
Group should be consulted if there is any doubt as to the
approp:iéteness‘of the available tools. Depending on the
complexity of the application and the priority or benefits to be
gained the group may recommend alternatives to developing the
application with the standard end user software, Possible

courses of action are:

. arrange for the users involved to be trained in more
appropriate software; provide increased support for user

development;

. recommend that the development of the system be included

in the IST plan for development as a corporate system;

. if priority/benefit warrants recommend development by

external consultants.

13, Audit staff developing applications whether they be minor
spreadsheets or more complex systems using PFS or one of the
advanced tools, must take steps to ensure that the application is

subject to appropriate verification and testing, that there is
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APPENDIX 3

Public Accounts Committee letter of
2 April 1986 to Australian Audit Office
requesting further information
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'* COMMONWEALTH OF AUSTRALIA
JOINT PARLIAMENTARY COMMITTEE OF PUBLIC ACCOUNTS
S BTALA &
PARLIAMENT HOUSE
CANBERRA, ACT.
TEL. 72 74353
TELEX.AAG 1689
FAX 727689

The Auditor-General
Silverton Centre
CANBERRA ACT 2600

attention: Mr Max Shannahan

COMPUTER ACQUISITION PROPOSAL BY AAO

My purpose in writing is to seek further information on aspects
of Audit's computer acquisition. proposal and to confirm
arrangements for a public hearing on 17 April.

Further Information

The secretariat has examined the Australian Audit Office's
submission of 26 February 1986 and selected background documents
sent to us on 6 March 1986, The submission anpd supporting .
documents have also been referred to a consultant. I attach his
report on your proposal, for your information and respense. Qur
requests for further inhformation are cross referenced where
applicable to the consultant's report. It would be'hzghly
desirable to have your responses to the consultant's comments and
answers to the other matters raised below by not later than 10
April 1986 to allow the Committee to review your response before
the hearing.

The main issues/questions that the Committee wishes to resolve on
the basis of the consultant's report and secretariat's review of
your submission, are:

1. IBM compatable mainframe. (pl.3 Attach A p8=10)

{a) Is it necessary to restrict the £ield in this way? On one
pand this group itself is not homogeneous, and on the other hand
other major computer manufacturers can provide software
interfaces which permit the transfer of data from IBM to other
machines.
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(b) As referred to in your submission (Section 13.2) has 2A0
lodged further information in support of a C of E with DOLGAS?
Please supply copies of relevant documentation.

DOLGAS's views on this issue have also been sought.
2. Industrial Issges (p3)

The submission states that no job impact study has been
undertaken but that it is not expected that there will be any
staff losses. The same section indicates that staff in audit
areas ’appear to consider that the proposal is essential for the
performance of their duties'..... and 'the proposal aims at
providing all Audit staff with access to modern computing
facilities 5 years from commencement of the project'.

(@} Given the pervasive impact of computing on AAO's operatiomns,
how can Audit justify not having conducted any job impact study
which would explore the changes likely to occur in work patterns,
organisation and the work environment?

(b) What action has been taken to initiate a job impact study in
consultation with users; have terms of reference been agreed and
when will results be available?

(c) Could you please provide details of the project management
and user consultation groups in place and their responsibilities
and activities to date?

(d) What staffing provision has been made for user training and
support and what are the basic elements of your user training
program?

3. Costing (p2, Attachment A pi.3and 3)

(a) How does 240 repond to the consultant's comments at pages 2
and 3 of Attachment A regarding costing, particularly (d)?

(b} With regard to absorbed cost estimates, please inform the
Committee of the basis for both non-staff and staff absorbed cost
calculations.

(¢) Please also provide details of the classifications and
expected duties of the additional staff required.

4. Technical Aspects(p2-5 and Attachment A p2-9, plo)

In view of the concerns referred to at page 2 of the consultant's
report, could you provide the Committee with further information
on (a) equipment sizing

(b) system achitecture

(¢} network topology

(d} clarification of the capacities of Austpac
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Please provide information on:

(a) Software compatability across mainframes. and microcomputers
in the network: Pleage demonstrate that the strategy is feasible
using particular offérinds and products at hand.

(b) Integration: How does AAQ propose to ensure that offerings
selected are compatible and that new technology will £it in with
the standards established.

(¢) Capacity planning: Information provided on this item is quite
general. How and when do you propose to refine your estimates of
cequirements - in the light of comments at p.5 of consultant's
report wheré he urges consideration of the number of active
network terminals likely to be linked to the central system
during peak operations and broad disk and processing capacity
planning?

(d) Networks: What consideration has beenh given to future linking
of the Audit office network to auditee networks? What impact is
this likely to have on the current proposal?

Arrangements for Hearing

Further to my discussions with the Auditor-General I wish to
confirm that a public hearing will be held from 3.30 pm to 6.30pm
in House of Representatives Committee Room No.4 on 17 April 1986.
Could you please provide ‘the full names and designations of all
officers who will be appearing as witnesses.

If you have any questions regarding these arrangements, please
phone anne Cronin on 727455,

K J Talberg
Secretary
2 April 1986
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Government. and Administrative Services
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%
COMMONWEALTH OF AUSTRALIA
JOINT PARLIAMENTARY COMMITTEE OF PUBLIC ACCOUNTS

A pUETRALIA &

PARLIAMENT HOUSE
CANBERRA, AC.T.
TEL. 72 7455

TELEX AAG1689

FAX 727688

The Secretary

Department of Local Government
and Administrative Services

Administrative Building

PARKES ACT 2600

Attention: Mr Ruby
AUSTRALIAN AUDIT OFFICE COMPUTER ACQUISITION

On 17 January 1986 the Committee was asked to consider a proposed
computer acquisition by the Australian Audit Office (AAO). The
Committee has scrutinised the material tendered and propeses to
conduct a public hearing on 17 April on the matter. My purpose in
writing is to invite your Department. to provide a submission and
witnesses for this hearing.

I have attached a copy of the submission AAO made to the
Committee on their proposal. You will note that DOLGAS's
co~ordination comments on their Cabinet submission are reproduced
there. Also atached is a report on the submission from a
consultant to the Committee.

To further assist you in your preparation for the hearing, set
out below are several issues which have emerged from the
documentation to date on which the Committee would appreciate
your comment.

1. IBM Compatible Mainframe (AAO) submission, ADP Strategic Plan
5.2.5 and Consultant's Report, p.l, 3, Attachment A p.8).

AAO argue that an IBM compatible mainframe is needed to
facilitate the use of audit software on auditees, the transferral
of data from auditees to the central site and to provide staff
with the experience of an IBM environment.

AAO submit (p23) that a request for a Certificate of Exenmption

(C of E) for the restriction of tenders to an IBM compatible
mainframe was being prepared and was to be forwarded to DOLGAS in
the near future.
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On the basis of the arguments tendered in this submission and any
other information provided by AAO directly to DOLGAS, would
DOLGAS grant of C of E for an IBM compatable limited tender? Why?
How does DOLGAS respond to. the consultant's comments.

2. gingle supplier preferepce/integration (AAOC submission p22
Consultant’s report p2,3 and Attachment A pages 2-~7 )

The AAQ proposal contains a large number of technological
components. To the extent. that AAO wish to stimulate local
software and communications firms to respond to the RFT, there is
a significant task to ensure that the various components
harmonise and also permit innovation as technology advances. This
suggests that if AAQ are not to devote a considerable amount of
time and effort evaluating and co-ordinating disparate offers,
that there will need to be co-ordination of offerings of part
tenderers.

(2) What is DOLGAS's attitude to part tenderers prime
contracting, particularly as regards purchasing efficiency, in
view of the consultant's comments on suppliers?

(b) What. steps will DOLGAS take to ensure that AAO has an overall
technical architectural framework which will define the standards
and interconnection rules for all elements of the proposal and
provide flexibility for the future?

3. Accommogdation (Attachment D of AAO's submission)

DOLGAS's co-ordination comments refer to accommodation
constraints. What action has DOLGAS taken, and what does it
propose to ensure that there is appropriate accommodation
available for this computer facility?

Is there any attempt to anticipate accommodation requirements for
major computer purchases in advance of cabinet approval? If so,
what is done?

4. Eyaluation Methodology

The Committee understands that AAO has proposed an evaluation
methodology which does not conform to DOLGAS's standard form, and
that discussions have been conducted on the matter. What is
DOLGAS's attitude to this particular case and does it envisage
that it may affect the development and application of other
Department'’s evaluation methodologies?

I would appreciate your responses to these questions and advice
on officers attending the public hearing by 9 April 1886.

If you have any questions please contact Anne Cronin on 727455.

M J Talberg
Secretary

4 April 1986
29



APPENDIX 5

Department of Local Government.and
Administrative Services - Submission of
9 April 1986
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DEPARTMENT OF LOCAL GOVERNMENT AND ADMINISTRATIVE SERVICES

Purchasing and Disposals

Division

GPO Box 1920
CANBERRA ACT 2601

Q' April 1986

Mr M. J. Talberg

Secretary

Joint Parliamentary Committee
of Public. Accounts-

Parliament House

CANBERRA ACT 2601

AUSTRALIAN AUDIT OFFICE COMPUTER ACQUISITION

Thank you for your letter of 4 April 1986 inviting DOLGAS to provide a submission
by 9 April 1986 and witnesses for the hearing on 17 April 1986.

Comments on specific issues you have raised:

1. IBM Competible Mainframe

We note your consultant's observations that based on the AAQ Submission to the
Committee there is insufficient justification. for restrieting to IBM or IBM
compatible mainframe equipment. Our concerns.in this regard have been drawn
to the attention of AAO in a letter dated 3 April 1986, a copy of which is
attached. Further comments from AAO on this aspect have been received
which include 2 request for a Certificate of Exemption to restrict to IBM
compatible equipment for that element of the asequisition relating to the
central computing facilities. The network, including the Central Office Mode,
and associated peripherals and software would then be acquired: by Public
Tender. The DOLGAS co-ordination comments state a preference to invite a
single public tender embodying a phased approach to the acquisition, thus
providing maximum opportunity. for local industry to participate.

There is no need to issue a Certificate of Exemption. in order to facilitate the
acquisition of IBM compatible equipment. DOLGAS hes, on a number of
oceasions in the past, invited public tenders for IBM compatible equipment
provided sound and publicly defensible grounds existed (such as compatibility
with existing systems aequired as a result of a publie tender originally).
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The question then becomes whether the grounds advanced in favour of IBM
compatibility by AAO are valid.. DOLGAS consideration of these isues must be
based on the proposition that it is AAQ's prerogative to define its requirements
in accordance with its strategic direction, However the AAO does ackowledge
thut not all of its problems would be overcome by the selection of IBM
compatible equipment. Also your consultant points out that even the
introduction of an IBM compatible central mainframe would not overcome the
incompatibilities of the operating system variations evident within the claimed
60% (AAO now advise 46%) of auditees operating IBM or compatible systems.

The AAO makes reference to computer assisted audit techniques as supporting
the need for IBM compatibility, however no statement is made that these
techniques, ineluding standard interfaces, ecan be implemented conly on IBM
compatible equipment. Also, the transferring of data either by magnetic tape
or network to and from the auditee's site and the AAO would be possible even
with a non IBM or compatible mainframe due to technological advances in'
computer communications.

The AAO hes provided information that the IBM compatible environment is
predominant amongst auditees, and its staff need familiarisation with these
systems. This strategy has'some merit in terms of standardisation within AAOC,
but technically it does not appear to be essential to AAQ operations.

On purely technjcal grounds therefore the IBM compatibility argument could be
defensible only as a desirable requirement.

2. Single Supplier Preference / Integration

(a) DOLGAS would not wish to discourage the submission of part tenders as
this is the area where local manufacturers have the greatest. potential.
Nevertheless, as pointed out by your eonsultant, there are. & number of
advantages in selecting a "dominant supplier' capable of dictating the
standards across most aspects of the AAO architecture. This supplier need
not necessarily be a major hardware supplier, as there are & number of
software suppliers in Australia capable of co-ordinating a large number of
technological ecomponents.

Part tenders can be accommodated in several ways, the preferred
mechanism in terms of purchasing efficiency would be as sub-contractors
to a prime contractor who would be required to assume overall
responsibility for their activities.

(b) Steps to ensure AAO has an overall technical architecture framework
which will define the standards end interconnection rules for all elements
of the proposal and provide flexibility in the future:

The final system architecture would only be known after the final selection
of the'system. At this stage it may only be possible to get a'sketch of the
system architeeture that AAO wish to implement. By leaving it open at
the RFT stage, AAO may be able to consider viable alternative
architectures.

The overall systems requirements should be ‘broken up into more or less
independent sub-systems with clearly defined interfaces with the other
sub-systems. This may be achieved by specifying standerd interfaces and
protocols which although varied, as pointed out by your consuitant
nevertheless provide a basis of achieving compatibility,
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This would enable the grouping and consideration of various part-tenders
and architectures during the tender evaluation phase. Once a decision was
made and a system was acquired, it would Hmit the extent of lexibility in
future growth. Options offering the greatest flexibility in growth in the
future may be awarded suitable credits during eveluation. Irrespective of
the final selection, we. consider that certain industry standard interfaces
are highly desirable and adequate credits should be awarded to them.
These would be the subject of discussions with the AAO as their Evaluation
Methodology and RFT specifications are developed. In the specification
the Commonwealth can require the adoption of particular industry

ds for ieation and/or inter jon to ensure that the
AAO's objective of obtaining compatible equipment can be met..

For the purpose of evaluation, groupings of part-tenders or sub-systems
would be dome on the basis of compatibility. Where possible the sub-
systems would be evaluated against similar items where one subsystem has
the ability to replace another, otherwise sub-systems groupings which are
funetionally aquivalent would be compared with each other to ascertain the
most eost-effective solution.

3. Accommodation
The questions. raised will be answered in writing by the Property Directorate
whieh has the responsibility to arrange for accommodation, ‘

4. Evaluation Methodology

The matter of evaluation methodology which does not conform with those
contained in the "Guidelines for ADP Acquisitions” has been taken up directly
with the AAQ. We are concerned that a number of principles underlying the
Com! ith's methodologies in such areas as treatment of mandatory
requirements, scoring of desirable attributes and the avoidance of subjectivity
wherever possible, are being ignored. It is our view that the present
shorteomings can be overcome in further discussions with the AAO.

We do not envisage that this particular case may effect the development and
application of other Departments* evaluation methodologies.

The DOLGAS Purchasing and Disposals Division representative at the public
hearing will be Mr R.D Rubie, Assistant Secretary, Major Purchasing Branech.

1 [
(R.D Rubie)
for First Assistant Secretary
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APPENDIX 6 CANBERRA. A.C.T.

COMPUTER ACQUISITION PROPOSAL BY THE AAO
australian Audit Office Supplementary

submission of 10 April 1986

1. The attached information is provided in response to your
letter of 2 April requesting further information on the
Australian Audit Office’s Computing proposal.

2. Also attached is a copy of the case forwarded to DOLGAS
requesting the issue of a Certificate of Exemption to restrict
. the central mainframe to an IBM compatible environment.

3. As you are aware, we have engaged Mr David Angeloro, of
David Angeloro and Associates, as a consultant to review the DP
Strategic Plan and to assist with the development of ouxr RET.
. We have attached a copy of his initial report together with
N coples of papers developed on the RET strategy and the
! evaluation model. These papers were informally glven to the
secretariat staff at the briefing on 2 April. Mr Angeloro’s
reports have not yet been fully assessed by the BAO.

i 4, The information contained in sections 3(a}, 4.1 and
Attachments H and I should be treated as
"commercial-in-confidence®.

" 5. The AAOQ witnesses attending the public hearing are as
@ follows:

John Vincent Monaghan Auditor~General

Brian Tracey Kimball Acting First Assistant

Auditor-General, Corporate
Management Division

Maxwell James Shanahan Assistant Auditor-General,
DP Branch

Bruce Alexander Rossell Directoxr, Computer Services

David James Angelorxo Consulting Director, David

104 Angeloro & Associates
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[ For further information associated with the ARO Computer

ither myself on
n proposal please contact e : '
ggggiségtgelg, Director Computer Services, on 484805

M.J. Shanahan
agsistant Auditor-General

DE Branch
10 April 1986
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484810 oxr

LIST OF ATTACHMENTS

AAO' RESPONSE TO JCPA REQUEST FOR FURTHER INFORMATTION

Attachments

A Draft Administrative Circular - "Development of
Computer based Systems ~ Management Control
Procedures"

B Action items arising out of the Information
Technolegy Policy Committee meeting of 19 February
1986

c Revised Costing

D Draft Workload Estimates

B Allocation of Workstations and Costing

F Staffing

G Logical Network Topology

)8 Withheld - "Commercial-in-Confidence"

I Withheld - "Commercial-in-Confidence"

LETTER TO DOLGAS RE CERTIFICATE OF EXEMPTION

CONSULTANTS REPORTS -~ DAVID ANGELORO & ASSOCIATES
Review of ADP Strategic Plan
RET Strategy
Sample RET Section - Data & Resource Access Control System

RET Evaluation Methodology
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{h)

8-10)
IBM Compatible Mainframe (pl,3 Attachment 2 P

volves
for an IBM compatible central mai:i;:?:dr;ost
T?iuiisihe general strategic diiecgtgzscgﬁd dered .
: erall requirel in
ngrogiéigeozotﬁgeA;g‘ This case 1is outlined in detalil
rec

the attached letter to DOLGAS.

the
opy of the case submitted to DOLﬁAi requesting
éeitgzication of Exemption is attachec.
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2, Industrial Issues (p3)

The initial development of the AA0’s DP Strategic Plan was
undertaken by 2 3-man Senior Executive Group consisting of both
DP and Users. That group consulted widely within the Office,
seeking the views of Users. 1Its activities and reports were
oversighted by a DP Management Committee. Copies of the

conclusions of that study were widely distributed throughout the
A3O.

Since the development of the Strategy, actlon has been taken to
determine the ongoing procedures for the management and control
of the DP developments. Those procedures, outiined in an draft
Administrative Circular at Attachment A, propose a two level
committee structure. These committees are:

thg Information Technology Policy Committee (ITEC),
ant

the Information Technology Co-ordinating Committee
(ITCC).

The ITPC met for the first time on 19 February 1986. A record
of the decisions made at this meeting at Attachment B.

The ITCC has yet to meet. It was decided to delay the initial
meeting of that Committee until early May since many of the
Committee have been involved in preparing for the International
Congress of Supreme Audit Institutions (XII INCOSAI) being
hosted by the AAO in Sydney from 7-16 April 1986.

Action is in train to brief staff generally on the DP Strategic
Plan and its implications. Briefings have been given to -

Queensland Regional Office 26 February 1986
N.S.W. Regional Office 27 February 1986
Victoria Regional Office 5 March 1984
Tasmania Regional Office 6 March 1986

Presentations to staff in Central Office and other Regions have
been postponed until after the INCOSAI conference and are
currently scheduled for May 1986.

Workplace delegates, as well as Unions, have been provided with
a copy of the DP sStrategic Plan. Workplace delegates in the ACT
were specifically briefed in December 1985. As yet the
procedures for ongoing staff consultation have not been
determined. The Office will seek to establish such arrangements
through the National Consultative Councii.
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With regard to the specific points raised, the following
comments are relevant. -

(a)

(b)

The benefit of undertaking a j65 impact study at this is
not evident. It 1s clear, however, that there will be no
job losses as a result of the the implementation of the
proposed facilities, The major systems proposed in the DP
Strategic Plan, e.g,, the Auditee Portfolio and Office
Precedent systems, do riot currently exist in any
compiterised or structured manual form and are only in the
earliest stages of planning

In general, the major impact of the introduction of
computing facilities will be on professional audit stafef.
To a large extent the proposed facilitles will be an
extension of the change already experienced by audit stafg
who are encountering computer facilities in their audit
work. Professional AAO staff have already responded
positively to the limited introduction of microcomputers
and CAAT facilities within the Office and are pressing for
the introduction of additional. computing facilities.

It is the AAO view that the consideration of effects on
audit staff of changes as the result of the computer
acquisition will be an ongeoing process to be dealt with as
part of the development and implementation of particular
systems.

Qther than. auditors the group most impacted, by the
introduction of the proposed facilities are the 25
keyboard staff within the AAO. Such staff already use
either wordprocessing facilities of text editors. Steps
have been taken to trial the use by a Bsecretary of an IBM
PC as a word processing device attached to a local area
network. A report which relates te this experience is
being drafted and will recommend the further involvement
of keyboard staff in determining how any extension of the
use of such facilities should be approached.

Administrative staff will also be impacted by the
introduction of new systems but thé introduction of such
systems. 1s someway distant. The effects on such staff
will be considered during systems planning and
implementation. ,

No action has been taken ag yet. One of the terms of
reference for the ITCC is to co-ordinate staff
consultation on technological change. This issue will be
considered at the first meeting of the ITCC to be held
late April or early May 1986. Also to be considered at
that meeting will be a proposal for Workplace delegate
representation on the Committee.
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kc)

{d)

Procedures for the development of computer systems,
including the project management requirements, are
outlined in the document "Development of Computer based
System - Management Control Procedures" at. Attachment A.

At the completion of the INCOSAL conference a special task
force of users (non-DE staff! is to be constituted to
develop further the user requirements for the Auditee
Portfolio and Office Precedent systems. In addition, a
special. Information Management Section is propesed to be
established in the Corporate Management Division to take
responsibility for the functional speécification and. user
acceptance of all systems.

The AAO already has a substantial ongoing investment in
user training, for both professional accountants and DP
speclalists, and is supported by a separate Professional
Development Section located outside DP Branch. This
Section has a professional DP trainer (CS03).

The staffing provisions for user support include a CSO3
each in ACT, NSW and Victoria regions. In addition, three
additional user support staff (non-CSO staff) have been
included in the revised AOSL cover and will be located in
the new Information Management Section.

In general it is proposed that computing facilities will
be further introduced to user staff in three steps.:

1) Base Level

This will be the initial train
Training gaining

given to audit staff once a
workstation (computer terminal} ts
implemented. It will include
training in the user interface
facility and basic personal
support tools.

{i1) Access Level
Training

This will be undertaken once each
workstation is connected to the
network. Users will be shown how
to access application systems on
the network and central facility.

(1ii) Application

For each. application users will be
Training

introduced to the new application
as part of the application
implementation program.

The additional application training will be undertaken by
the development team and co-ordinated in the Information
Management. Section.

The AAQ will be seeking, in the RFT, assistance and
strategies for the introduction of the first elements of
new technology. It will be also seeking Computer Aided
traiying facilities to cope with continuing training. The
ARO’s overall furture ADP training strategy cannot be
determined until after the varfous tenders have been
evaluated.
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COSTING {(p2, Attachment A pl, 2 and 3)

e costing figurés provided in the submission to the JCPA
ggrs extragtedqfrom'ghe‘Cabinet Submission. As such, they
attempted to identify the total costs of the project over
the period and then indicate what components would be
absorbed within existing expenditure and resources. The
attempt to include absorbed costs has created some
confusion, both within this Office and with coordinating
agencies. Therefore, the revised costing detailed at
Attachment C does not attempt to absorb any costs but has
been broken down into more detailed components to allow
for comment on the basis of the cost sestimates.

With regard to the specific concerns raised by the
consultant on page 2 of Attachment A the following
comments are provided.

(1)

Withheld - "Commercial~in~Confidence”

The BA0 agrees with the suggestions contained in the
+ consultants responge to Question 15 (page 5} and
has been using a similar approach in. refining the
workload estimates. Attachment D is a curxent draft
of the workload estimates and this 1s being
progressively refined in order to give the vendors
as much information as possible, Discussions with
vendors to-date indicate that our indicative
equipment sizing used for the cost estimates is in
accordance with our anticipated workload estimates.

{11) The question of a network topology 1s addressed in
response to the next section, "Technical Aspects®.
veeve.. (withheld - "Commercial-in-Confidence") ....
e «v... A detailed breakdown of the
number of variocus types of workstatlions and network
nodes is at Attachment E.

{11i) As a result of further discussions with vendors the
AAO is not convinced that Austpac provides the best
solution. This approach was recommended by Telecom
where an alternative service was not clearly
justified.
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(b)

[£-2]

The approach in the RET will be to detail the
anticipated network traffic volumes between each
node in the system. Each vendor will then be
required to include the costs of the Telecom
services that best suit the solution being offered.
In some cases Austpac may be offered. However, it
is unlikely that the major links between Canberra
and the larger States will be through Austpac.

(1v) The $40,000 CSIRONET expenditure for CAATS was the
initial estimate for this financial year. It has
since been revised and the current expected
expenditure to the end of June is $74,000. The
absorbed costs totalling $1.1 million reflect the
planned. significant future increase in the use of
CAATS. This increase has already required almost
doubling of this vears estimate and it is expected
that expenditure next year and in subsequent years
wWill be in the oxder of the estimated $1.1 million
if the ARO continues to use CSIRONET.

These costs were absorbed as a specific item as the
use of CAATs was not directly related to this
acquisition proposal, i.e., if the acquisition does
not occur then the Office will be committed to an
increasing CSIRONET expenditure associated with the
use of CAATs. The attached revised costing does not
attempt to absorb any of these costs but details the
the significant increase in CSIRONET expenditure
next financial year, part of which is the increased
use of CAATs.

This item has been covered in the above digcussion on the
original cost estimates and the revised cost estimates.

An. establishment proposal has been approved to cover most
of the expected increase in staff. Since this was
prepared there have been some minor changes, including an
additional increase in AOSL of 3 to cover additional user
support staff (non-CsSO staff) in Canberra. The original
AOSL increase in the Cabinet Submission included a CSO3 to
provide user support in each of the ACT, NSW and Victoria
regional offices.,

Attachment F summarises the expected establishment at the
end of 1987/88.



4.
(a)

(b)

(c)

{d)

TECENICAL ASPECTS (p2—5 and Attachment A p2-9, plo}

Equipment sizing has been addressed in response to the
previous section. Attachment D is a draft of the current
workload estimates, which. gives an indication of the type
of information being prepared for inclusion in the RET.
As indicated, this draft is currently being refined.

We are in total agreement with the comments of the
consultant on the "Technical Systems Architecture"
(Attachment A p2-6). However, these comments do not take
account of the practical implications of specifying an
architecture in relation to the DOLGAS guidelines. To
fully specify an architecture would effectively limit the
responses to a specific vendor. For example, simply
specifying that the architecture must conform to the ISO
OSI model would not achieve any guarantee that different
vendors devices could be connected as most vendors claim
some level of compliance. In our opinion, the "guarantee”
of connectivity and integrity comes from restricting the
supply of the network to a "Prime Vendor" that has an
architecture based on an well accepted industry standard.
We intend to include in our RFT similar criteria to that
detailed by the consultant on page 5 and 6 of Attachment
A,

In accordance with the general comments of the consultant,
we intend to make the supply of the basic network and
processors the responsibility of a "Prime Vendor". The
AAO- is not willing to compromise the basic integrity of
the network by allowing part tenders, nowever, in
conforming with the Australian industry participation
guidelines the ARO will allow part tenders for
workstations and other peripherals. This is consistent
with the AAC briefings to AIIA and ACEMA members where the
desire for the "Prime Vendor" to come in with a
consolidated bid, including the required Australian
content, was stressed.

The network topology cannot be determined except through
the tender evaluation. Our preferred logical network
topology has been included in our briefings to AIIA and
ACEMA members and is included as Attachment G. There are
many different solutions that could méet our functional
requirements and to specify the topology in more detail
would restrict the number of potential vendors.

This issue is addressed in section 3(a)(iii).

Software Compatibility

The overall strategy has been extensively discussed with a
large number of specific vendors. In addition, the
strategy has been outlined to industry as part of our
briefing to AIIA and ACEMA members. We are confident that
it is achievable and will require in the RFT that the
compatibility across the network is demonstrable.
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Withheld ~ "Commercial~in-Confidence"

Integration

The integration problem has been addressed in the previous
coverage of the "Systems Architecture™. In brief, the
"Prime Vendor" requirement give the best assurance of
compatibility.

With regard to new technology, the requirement for the
network to be based on a well established industry
standard leads to long term flexibility. There is
obviously ne guarantee that the selected vendor will
embrace all new technology. However, given that 'the AAO
intends folleowing the basic criteria for the selection of
the network vendor as outlined by the consultant on pages
5 to 6 of Attachment A, then there is reasonable assurance
that future technology will f£it intoe the architecture.

Capacity Planning

The suggestion of the conmsultant (page 5, Question 15)
reflects the way in which the Office is already refining
its workload estimates. A copy of the current draft is at
Attachment D. As indicated by the consultant the Office
is having some difficulty with the workload estimates.
This is primarily due to the fact that most of the
proposed systems do not currently exist as either a formal
manual system or as a computerised system and, therefore,
there is no base of existing data to support the
estimates. Despite this, the Office is continuing to
derive considered estimates of anticipated workloads,
storage volumes and network traffic volumes,
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ATTACHMENT A

DEVELOPING‘OF COMPUTER~BASED SYSTEMS -
MANAGEMENT CONTROL PROCEDURES

INTRODUCTION

1. It is the objective of the Office to make use of computers
to improve the efficiency and effectiveness of its operations.
The AAO’s ADP Strategic Plan proposes that the office take steps
to acquiring its own computing facilities and to develop or
acquire a range of application systems. The plan is now
endorsed by the Government subject to the JCPA review of the
strategy. The Office ADP strategy is aimed at implementing
various computer based tools and application systems to effect
that improvement. Audit Office staff are already experiencing
elements of that strategy with the availability of
microcomputers for their use.

2. The effectiveness of computer based applications in
meeting the objectives of an organisation and the needs of
individuals depends on the effectiveness of the development
process and this in turn ig affected by the effectiveness of
control over that process. This is true whether the application
1s developed by staff of the DP Branch under the auspices of the
DP Strategic Plan or by an Officer of another area using a
generalised software tool to develop applications to assist in
the audit task. The purpose of this Administrative Circular is
to outline the control that should be applied to the various
system development activities.

CONTROL OVER CORPORATE DEVELOPMENT ACTIVITY

3. With the acceptance of the Office’s DP Strategic Plan
there will be a significant increase in the system development
activity undertaken within the AAO. Such an increase will
require revised management control procedures to ensure that the
DP developments proposed and workload associated with such
developments are in accordance with Office priority, that there
is adequate involvement of users in the development, that
project progress is monitored and controlled, and that the
developed systems meet user objectives and needs.

4. Corporate development will be controlled by a two tiered
committee structure as follows,
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INFORMATTON TECHNOLOGY POLICY COMMITTEE {ITPC)

The ITPC will determine the Office policy, and maintain
senior management oversight of activities, in respect of
the use of Information Technology in the AAG. The
committee will consist of the Auditor-General, Deputy
Auditor-General, First Assistant Auditors-General -
Divisions A-C and Corporate Management Division, and
Asgigtant Auditor-General DP Branch. Every 3 months, it
will reassess priorities and review the work planned,
resources allocated and progress in implementing plans.
The ITEC will guide periodic review of the information
technology strategic plan.

INFORMATION TECHNOLOGY CO-ORDINATION COMMITTEE (ITCC)

The ITCC will be chaired by First Assistant
Auditor-General, Corporate Management Division and meet as
required. This will be at least monthly once significant
DP development and implementation occur. It will consist
of representatives from Divisgions A, B and C plus one
Regional Office Manager and the Assistant Auditor-General
from DP Branch and Resource Management and Development
Branch of the Corporate Management Division. s The ITCC
will co-ordinate development involvement of various
Divisions and Branches and resolve any significant
priority or resource conflicts.

5. Planned corporate system development will be in aceordance
with an approved Information System programme (ISP). This
program, developed by the Corporate Management Division, will be
based on the DP Strategic Plan and agreed to by the ITCC prior
to submission to the ITPC. The progress to. the plan and
variation to the plan will be reviewed 3 monthly by the ITEC.
Submissions to both committees will be sought prior to a
scheduled ITPC. meeting.

6. The ISP will be a rolling program showing the various
application systems to be developed and implemented in the
following 12 month period and how the resources will be
co~ordinated to meet objectives and milestones. It will show
specifically

1) Planned resouxce requirements (both DP and User)

{id) Planned Implementation schedule and user training
requirements

(1id) Requirements for facilities (equipment, software,

commercial accommodation and furniture) to support
the development and implementation program.
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3.

7. The ISP will address all aspects of informatioén system
development and information technology acquisition (including
acquisition of PABX, Telex, Vocadex, typing and photocopy
facilities). Submissions to vary the plan will normally be
considered as part of the 3 monthly review. Changes at other
times can be made by the ITCC with later confirmation by the
ITEC with prior approval by the Auditor-General or Deputy
Auditor-General or First Assistant Auditor-General Corporate
Management (depending on resource implications) on the basis of
a prepared submission.

8. All corperate systems development (except some categories
of user developed systems (see further paragraph 14), will be in
accordance with the guidelines outlined in Attachment A. That
approach will allow some variation in the techniques used to
determine user requirement (use of prototyping for example)
therefore the actual checkpoints and schedule of events will be
determined prior to the commencement of the project and agreed
to by the ITCC.

9. For reasonably sized systems, system development will be
under the direct control of a Project Leader nominated for the
specific project. That Project Leader will be either a ’‘user’
or a DP specialist as considered appropriate and will normally
be supported by a Project Steering Committee consisting of
appropriate user and DP representatives. The project leader
will be fesponsible to Assistant Auditor-~General DP Branch
although reporting monthly to the ITCC.

USER DEVELOPED AND MAINTAINED APPLICATION

10, The Information Technology strategy recognises that apart
from corporate systems, there will be a need for users to have
facilities to develop their own applications. To this end,
standard end-user software facilities will be provided that will
allow users to access corporate information on the mainframe or
to develop simple systems on mainframe or microcomputer. At
this time, the standard end-user software is available only on
the microcomputers and is as follows :

Multiplan
Multimate

PFS File/Report
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4.

The range of software available will be extended as part of the
proposed acquisition of additional facilities as proposed in the
ARO”s DE Strategic Plan. It is intended to review whether other
packages, such as project management packages, should be made
available in the interim. However, such packages are expensive,
and since it 1s likely that different software will be acquired
under the DP Strategic Plan, it will be necessary to place some
limits on the additional software acquired. Any reasonable
case will be considered, however, and should be forwarded to the
Assistant Auditor-General DP Branch. The packages that are
available will be notified in AUDILINK.

11. The standard end-user software will be selected on the
basis that the average end-user will be able to use the software
with minimal support. Users will be trained in the use of that
software with courses being made available on a regular basis or
with the provision of self teach packages. A User Support
Centre has been established within DP' Branch to provide advice
and assistance to users in their development of systems.

Contact is currently available through the Hotline {062-484800)
and any changes to this will be advised in AUDILINK. The work
undertaken by that centre will normally be on a first come first
served basis although, 1f necessary, conflicts in priority can
be referred to the ITCC.

12, The standard end-user software 1s expected to be generally
appropriate for less complex tasks. Other more advanced
software is available within the Office for the more complex
tasks. The software includes :

. Revelation
. COBOL Computer

Such software would normally be used by staff with better than
average DR skills using a system development methodology. It
will therefore not be made generally available. The User
Support Centre should be consulted if there is any doubt as to
the appropriateness of the avallable tools. Depending on the
complexity of the application and the priority or benefits to be
gained, the centre may recommend alternatives to developing the
application with the standard end-user software. Possible
courses of action are :

. arrange for the users involved to be trained in more
appropriate software; provide increased support for
user development ;

. recommend that the development of the system be

included in the ISP for development as a corporate
system ;
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if priority/benefit warrants recommend development
by external consultants. .
13. Audit staff developing applications whether they be minor
spreadsheets or more complex systems using PFS or one of the
advanced tools, must take steps to ensure that the application
1s subject to appropriate verification and testing, that thexe
is supporting evidence to verify the results and that, where
appropriate, there is adequate documentation and procedures so
that the application can be run at a later time. They must also
ensure that they ‘back-up’ data and software files when
developing applications.

14, One problem that users face is how to decide what contxrol
procedures are appropriate. in different circumstances. To
assist in that decision, three classes of user system
development are defined, each. of which require a. different
control procedure. These are :

CLASS A

This class includes the once-off application development
which has no continuing significance to the organisation
developed by user gstaff using standard end-users software.

It is typically a small spreadsheet or PFS application
system developed by an end user which will be used once
only, or easily understood or redeveloped by any other
end~user staff, It is sometimes referred to as Personal
Computing in that a single user tends to be responsible
for the development and use of the application. Staff are
to apply the following minimum control requirements :

. Results should be verified and signed off by the
developer and by an appropriate second party if the
results are significant to an audit or a management
decision ;

. Procedures and data are to be printed and filed
(elther in working papers or in an administrative
file) to support the conclusions reached.

ClLaSs B

This class includes the more complex applications
developed by users within Divisions and Regional Offices
using the standard end-user computing software that will
be subject to continuing use within the organisation or
Wwill have to be run by different staff at a later time.
Such applications should be subject to the following
management control procedures :
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. Divisioh or Regional Office management approval for
development to be given after consideration of
development time and prospective benefits ;

. Results to be verified and that verificakion checked
and signed off by an appropriate second party ;

. Procedures for use of the application to be
décumented so that the application c¢an be re-run or
changed by other users;

. Various runs to be printed and filed to support the
results of the application and conclusions based on
these results ;

An application registration form (copy attached,
Appendix B) should be completed and a copy passed to
the User Support Centre. This 1s to ensure that the
Office has an inventory of significant applications
developed by Office staff.

cLass ¢

This class comprises corporate systems development
including sysiems developed by end-users with User Support
Centre assistance. A usexr developed system will be
declared a corporate system because either :

the application of data 1s of general use to a
number of different users; or .

the complexity of system requires a rigorous
development approach; or

. the effort in developing the system is of
significance.

Such systems must be subject to the standard system
development process (see Attachment A) to ensure that they
meet various usexrs needs and can be maintained in the.
future. The development of such a system will require the
approval of the ITCC on the basis of a System Proposal.
The User Support Centre will assist users to prepare such
a proposal.
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15, The difficulties in classifying user developed
appligations are recognised. The criteria for classifying
applications is not precise and it is expected that Audit staff
should use their professional judgment and, where appropriate,
consult with thsir management and the User Support Centre. In
the main most audit related applications will be Class A or B.
Approval to commence the development will be part of the normal
management control of audit activities. The procedures are
intended to facilitate the use of Technology by Audit Staff not
to restrict their use. Audit Staff and Audit Management should
however recognise the risk invelved with any development and
that the risk increases as the complexity and/or importance of
the application increases, and should ensure that the
appropriate level of control is applied to their use of
computing facilities.

16. It is also important that potential corporate applications
are identified and not developed independently by users (even as
an interim system) without referral to the ITCC which might wish
to consider, say, whether the priority given the development be
inereased, with deployment of DP Staff or the use of
consultants. Approval for the development of a pilot or
prototype Class C system under the Class B control procedures,
may be agreed to by the ITCC if the benefits arising warrant the
development.

CONCLUSION

17. These procedures have been introduced to ensure that the
AAQ makes the most effectlve use of technology and the staff
available to it at any time and to ensure that there is an
adequate level of management control over system development
activities including user development activities.

18. Any questions on the application of the procedures should
be referred to the User Support Centre (via the hotline).
Comments on the proceduxes or suggested changed shculd be
referred to the Assistant Auditor-General, DP Branch or put
forward through Regional or Divisional Management to the
Information Technology Co-ordinating Committee for
considexration.

J.V.Monaghan
Auditor-General

ATTACHMENT A
AUSTRALIAN AUDIT OFFICE
GUIDELINES FOR TEE DEVELOEMERT OF COMPUTER SYSTEMS

1. INTRODUCTION.

1,1 The following guidelines outline the approved procedures
for the development of systems. The procedures have been made
as flexible as possible to allow for prototyping {(defined below)
and development by other than DP staff (referred to as
"end-user” development). The reason that the guidelines are
required is to ensure systems are developed in a controlled
environment and that the resources put into the development of
systems are in accordance with the corporate objectives of the
Office. These guidelines and procedures are also intended to
meet the basic audit requirements expected within our auditees.

1.2 The following System Development Life Cycle (SDLC) diagram
depicts the development stages and associated mandatoxry review
peints, There are many different paths, 'in addition to the
paths. shown on the diagram, 'which may be followed depending on
the nature of the system being developed. The important point
is that the proposed path must be identified in the System
Proposal and the reasons for selecting the path clearly stated.
ga;h of the stages and review points are outlined in more detail
elow.

2. SYSTEM DEVELOPMENT LIFE CYCLE (SDLC)

# #
: |
I
[R3 1 e T '
> Brirtyng | > —>{ Ip‘n I
1 1 | | Lol |
L 1| !
[ ! I
23] ] =i ER
lTL T____‘——__'——W 1
| f
! v ] T T ] 1 1 [
XA 3D 3 D i—>l —>{ Td‘n 1~
! Lt Lt 1t It} !
1 I 1 i
3 ! i |
# # # #
LEGEND
P System Preoposal and Planning
Prototyping Prototype Development
A Analysis
D Logical Design
PD Physical Design
Consgt. Construction
Impl‘n Implementation
PIR Post-Implementation Review

¥

Mandatory Review Point
125



2.1 The above SDLC diagram 1s intended as a guide to the
development stages. Different paths to those shown on the
diagram may be proposed to suit a specific project, e.g. the
analysis phase may be undertaken and then followed by
prototyping, construction and implementation.

2.2 The actual development of systems may be undertaken by end
users with assistance from the User Support Group or by DP
staff. The System Proposal must indicate who is to develop the
system and what assistance 1s required from either DP staff or
the User Support Group.

3. MANDATORY REVIEW POINTS

3.1 The mandatory review points are indicated (#) on the SDLC
diagram. These points allow the Information Technology
Co-ordination Committee (ITCC) to review the progress to date
and approve the further allocation of resources to the project.

3.2 The review report will be prepared by the project team and
may vary from a page or two to a comprehensive report., The
report must assess the actual resources used to date against the
original estimates. Any significant resource or technical
problems must be detailed.

4, SYSTEM PROPOSAL AND PLANNING

4.1 FPor each system a System Proposal will be required. The
purpose of this document 1s to identify the aims of the system
and to outline the proposed development path. TInitial resource
estimates will be required at this stage. For very complex
systems the estimate may be limited to the effort required to
develop a Functional Specification leading to more accurate
estimates of subsequent stages. 1In general, the System Proposal
should contain the following:-

- an outline of the proposed system and the functions
it is attempting to address;

~ relationship to existing and/or any other proposed
systems;

- an assessment of the impact on specific areas of the
Office, 1.e., any changes to existing procedures;

- any existing or proposed consultation with user
areas, Planning & Legislative Services Section, DP
Branch, ete.;

- some qualitative assessment of the costs and
benefits of the system (if possible, assign dollar
values to costs and benefits);

- an estimate of the development resources required,
including end~user resources, DP resources, Planning
& Legislative Services, Internal Audit, ete. ~ the
User Support Group will provide assistance with this
estimation;
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= when the system is required to be operational by and
what the implications are Lf it is not available by
the required date;

- a project development plan with resource estimates
and the proposed composition of the project
development team. The reasons for selecting a
particular set of development stages must be
outlined;

~ an outline of any potential job impact, training
issues or occupational health and safety issues
associated with the implementation of the proposed
system;.

- a Functional Specification. The Functional
Specification must be in sufficient detail to
clearly document the requirements of the system.
This includes the processing rules and the reporting
requirements. Where the resources required to
develop the Functional Specification are significant
a brief outline may be included at this stage with
an, estimate of the resources required to develop the
full specification.

5. PROTOTYPING

5.1 Prototyping is a method of system development where the the
users requirements are progressively refined by developing
"prototypes" of the final system. The prototyping exercise nay
lead directly to the implementation of the final system or it
may be used as an alternative to the development of a full
Functional Specification and the analysis phase, i.e., the
brototyped system is used as the basis for the development of
the full system using the traditional system development
methodology of analysis, design, construction and
implementation.

5.2 The system development methodology outlined in the above
diagram is intended to allow for the use of a wide variation of
development phases which may include prototyping. The important
issue is that the intended path is outlined clearly in the
System Proposal to avold what is called "unintentional
prototyping”, Prototyping may seem to be the way to go for all
systems development, however it is not appropriate in some
cases. It ig possible for prototyping to take significantly
more resources to develop a system when it is used incorrectly.
In addition, it is often difficult to determine when a prototype
system is complete and it should be put into production. The
User Support group will advise on the appropriate development
path and whether prototyping should be used for a particular
system,

5.3 1In relation to the mandatory review points, the prototyping
development will be subject to a mandatory review at least
monthly. This is to ensure the prototyping is proceeding in a
controlléd manner and review whether further development effort
is warranted or if an alternative path should be taken.
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5.4 The review report must include an assessment of the
progress to date against the original estimates together with
any problems encountered or expected. If required, the
estimates should be revised and an amended project plan
submitted for approval.

6. ANALYSIS

6.1 The analysis phase is intended to give the necessary
information to proceed with the design and construction phases.
It will normally be undertaken using established "structured
analysis" techniques under the direction of DP staff. The
System Proposal may xecommend the use of alternative analysis
techniques if considered appropriate to the particular system.
The User Support Group will provide advice on the approved
analysis' techniques. -

6.2 On completion of the analysis phase a review report will be
prepared for consideration by the ITCC. The report must include
an assessment of the progress to date against the original
estimates together with any problems encountered or expected.

If required, the estimates should be revised and an amended
project plan submitted for approval.

7. LOGICAL DESIGN

7.1 The logical design phase 1s a translation of the
information gained in the analysis phase into a logical computer
system, The physical constraints of the particular computer
installation and software packages are ignored in this phase.
This will normally be done using established "“structured design"
techniques under the direction of DP staff,

7.2 In some cases the logical design phase may be combined with
the physical design phase. This must be stated in the System
Proposal and will normally be considered where the combined
design phase will take approximately one month or less.

7.3 The review report must include an assessment of the.
progress to date against the original estimates together with
any problems encountered or expected. If required, the
estimates should be revised and an amended project plan
submitted for approval.

8. PHYSICAL DESIGN

8.1 The physical design phase is where the practical
constraints of the available software and hardware are taken
into account. In most cases it involves a revision of the
logical design to suit the appropriate software package heing
used and to ensure the system will have adequate performance
under "live" operational conditions. The physical design phase
will normally be undextaken by DP staff.

8.2 The review report must include: an assessment of the
progress to date against the original estimates together with
any problems encountered or expected. If required, the
estimates should be zevised and an amended project plan
submitted for approval.

9.  CONSTRUCTION

9.1 The construction phase 1s where the system is actually
"constructed" using the avallable software. This may be done
elther by end users or by DP staff, depending on the available
software packages. This phase includes system testing and
documentation, The f£inal product, including the documentation,
must be approved by the DP Standards Officer before the
implementation phase is commenced.

8.2 The review report must include an assessment of the
progress to date against the original estimates together with
any problems encountered or expected. If required, the
estimates should be revised and an amended project plan
submitted for approval. The report must include the approval,
with any associated comments, of the DP Standards Officer.

10. IMPLEMENTATION

10.1 The implementation phase consists of acceptance testing by
the users and the physical implementation as a production
system. The system must be "signed off" by the users indicating
that it meets the initial Functional Specification. It will
then be passed to the Production Control Group in DP Branch for
installation as a production system.

10.2 Part of this phase is the implementation of any policies

or procedures to support the administration of the system. The
resources required to develop these procedures must be included
in the system proposal.

10.3 The review report must include an assessment of the actual
resources used against the original estimates. Any "lessons
learned" together with recommendations for a post-implementation
review must be included.

10.4 Once the system has been placed in production anyhfurthe

amendments or enhancements must be in accordance with the .
approved change control procedures.

129



1. POST-IMPLEMENTATION REVIEW

11.1 A poqt-implementation review will be conducted as
indtcated in the Implementation Report unless deemed. unnecessary
py the ITCC. The scope of the review may vary from a brief
report by the project development team and/or users to a full
review of the system and 1ts objectives. As part of the review
the actual development sffort will be compared with the initial
estimates and any "lessons learned" noted, The review should
indicate any required amendments or recommended enhancements.
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AUSTRALIAN AUDIT OFFICE ATTACHMENT B

YSER SUPPORT. CENTRE

APPLICATION REGISTRATION FORM

APPLICATION:

DESCRIRTION:

PACKAGE USED:

APPROVAL BY:
DESIGNATION:

DEVELORED BY:
LOCATION:
CONTACT NO.:

VERIFIED BY:
LOCATION:
CONTACT NO.:

POTENTIAL, FOR USE IN OTHER AREAS:

DETAILS OF DOCUMENTATION (a copy should be attached):
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ATTACHMENT B

INFORMATION TECENOLOGY POLICY COMMITTEE
19 FEBRUARY 1986

ACTION ITEMS ARISING QUT OF THE MEETING

Attendance

Mr. J.V. Monaghan, Mr. D.J. Hill,

Mr. C. Monaghan, Mr. J. O0’Neill, Mr. C.
McPhexson, Mx. B. Kimball, Mr. M. Shanahan and
Mr. B. Rossell., Mr Wagland attendéd for Agenda
Item 3.

Agenda Item 1

(1) ITPC endorsement was sought for the draft procedures for
managing DE development within the A20. (Item 1.2)

The proposed Administrative Circular was approved in
principle with some suggested editorial changes.
These included

That the ITEC should include Assistant
Auditor-General DP Branch with additional
representation from other areads of the office as
required,

That para 14 of the draft. should include explanation
of the risks associated with Category B systems.

The Terms of Reference for the ITPC and ITCC were
presented and approved (copy attached).

(2) Decision as to who should be members of the ITCC. (Item

1.4)

It was agreed that members are to be First Assistant
Auditor-General, Corporate Management Divisioen,
Assistant Auditor-General DP Branch, Assistant
Auditor-General Resource Management & Development
Branch, Regional Manager ACT plus an SES Officer
from each Division. Other representation may be
included depending on the agenda

(3) ITPC to note procedures for changes to approved
Information Systems Program (ISP) as outlined in para 7 of
the draft Admin Circular.

This was noted by the Committee,.
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Agenda Item 2

ITEC agreement was sought to issues relating to the
RFT preparation (Attachment 2A):

That the. implementation schedule specify
initial delivery for the mainframe and pilot
network

Agreed

That the RET specify an IBM Mainframe as a
mandatory requirement

Agreed - IBM or IBM compatible mainframe

That the DOLGAS recommendation that the AAO
not seeXx a Prime Contractor arrangement be
_adopted if our basic concerns can be satisfied
by alternative arrangements.

It was decided that Prime Contractor
arrangements would be mandatory unless
AAO is £filly convinced its requirements
can be met by means other than Prime
Contractor

Desirably, applications development software
should be able to run on both the IBM (or IBM
cogpatible) host mainframe and on regional
nodes

Agreed

RFT specify processing capability in Regions as
mandatery

Agreed

Standalone workstations and portables be MS-DOS
(IBM Compatible)

Agreed

Functionality of workstations to include the
facility for displaying monochrome graphics

Agreed
Colour workstations be available as an option

Agreed
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Other

pP Branch to prepare a briefing paper for
the ITCC meeting outlining the relative
trade~offs. betweeén "dumb teiminals® and
pC’s, especially relating to the required
level of functionalify.

(5) ITPC to note concern regarding demand fox additional
interim BC’s. (Item 2.6 (11))

Noted - recommendation for additional (interim)
PC’s to be prepared for mext ITCC meeting

(6) ITPC to note requirement for formal -endorsement by
the ITPC of RET prior to its issue. (Attachment 2A
para 1.9) .
‘Noted

Agenda Item 3
[&2] Work priorities for Computer Services Section to be:
(Item 3.7}

SAP Amendments

MAIS Conversion

Portfolio Prototype development
Office Precedent System development

Agreed

(8) That a Director be nominated for initial involvement
in Portfolio Specification (from May onwards). (Item
3.17)

Agreed - nomination to be determined after PRC
meeting

(9) That the proposal for continuing development of
CAATs be approved. (Item 3.21) ° :

Approved

Agenda Item 4

(10) That phase II development include the introduction
of office communication and infoxmation processing
facilities. {(Item 4.3)

Approved -~ management procedures for the
introduction of office communication and
information processing facilities to be
developed but implementation to proceed with
caution
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4.
(11) Endorsement of the general strate for u :
{to be considered further by ITCC). Itgi 4.9‘-S:f1§faining
General endorsement but to be co
more detall by ITCC.’ naidered in

Agenda Item §

(12) ITEC agreement to recru
Croon Jroement © itment/staffing proposals.

Item 5.1 (1) approved - further recruitme
nt t
be approved by subsequent ITPC meetings °

Agenda Item 6

(13) ITEC endorsement of general st
rategy for user
involvement (this will be consid
ITCC). {(Item 6.1 =~ 6.8) " ored gurther by
The-importance of this issue endorsed.
(14)  ITPC approval in
principle sought to concept
gngg:)wement in Programming Activities. (Itgm g{:‘gufer

Approved in principle

Broposed date of next meeting 21 May 1986

B.T. Kimball
Agting‘ First Assistant Auditor-General
Corporate Management Division

14 March 1986
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AUSTRALIAN AUD
STATEMENT OF COST FOR ACQUISITICH. OF COMPUTING EXJUIRMENT

CAPTTAY, EXPENDITURE.
Interim PC’s, etc.
Mainframe Hardware
CEU
Mass Storage
Tape Units & Printers
Front End Processor.
Operational & Development Software
Interim EC’s
Operational ‘Utilities’
DBEMS Package
Text Retrieval Package
CAATs Development Tools
Idbrary, Personnel, etc.
Network H’ware - Branch Nedes'
Network H'ware - Work Stations
Network Software
Site Preparation
Mainframe - Power & A/C, etc.
Power Conditioning, etc.(ACT,NSW,VIC)

TOTAL CAPITAL COSTS

OTHER EXPENDITURE

Development Costs (excluding staff)
Consultants

Computer Time

Exrgonomic Furniturs

External Courses

Total Development Costs

AUDIT OFFICE ATTACHMENT C
($000/8s)
1986/87 1987/88 1988/89 1989/90 TOTAL
170 170
600 200 800
600 200 800
150 150
120 120
25 25
200 200
450 150 100 700
100 100
50 50
100 100 200
1,140 225 1,365
1,085 530 215 1,830
235 170 90 495
450 450
60 60
708 4,730 1,175 905 7,518
400 500 100 100 1,100
600 400 50 1,050
25 100 50 175
25 50 50 25 150
1,050 1,050 250 125 2,475
136

Ongoing Costs

- Mainframe Maintenance

Software lease/Maintenance
Operating System (MVS)
Operating System - Utilities
DEMS, etc.

Network Maintenance
Network Nodes
Workstations & PC’s

Communication

Consumables

Total Ongoing Costs

TOTAL OTHER EXPENDITURE'

TOTAL CAPITAL & OTHER COSTS

STAFFING

DP Staff
Applications, etec.
Technical Support
Cperations
User Support

Associated Admin. Costs:

TOTAL STAEF COSTS

65 65 65 195

250 250 250 750

35 35 35 105

% 100 100 275

20 30 40 "0

50 50 70 70 -0

20 150 200 200 570

25 50 50 50 175

95 695 800 810 2,400
1,145 1,745 1,050 935 4,875
1,850 6,475 2,225 1,840 12,390
114 266 266 266 912
152 266 266 266 950
60 180 180 180 600
228 228 228 228 912,
60 115 115 115 405
614 15,055 1,085 1,085 3,779
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ACCOMMODATION COSTS
Rental (500 sq. m.)
Fit-out - clerical
Fit-out ~ computer

TOTAL EXPENDITURE

Less EXISTING EXPENDITURE

TOTAL ADDITIONAL EXPENDITURE

ADDITIONAL ROSL REQUIRED
Applications, etc.
Technical Support
Operations
User Support

% 100 100 100. 375
150 150
5 5
2,764 7,630 3,380 2,995 16,769
—-380 -380 -380 -380 -1,520
2,384 7,250 3,000 2,615 15,249

1986/87 1987/88 1988/89 1989/90 TOTAL

NIL NIL +7

+3 +4
+4 +3 T
+2 +4 6
+6 NIL NIL NIL +6
TOTAL +15 +11 NIL NIL +26
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DRAFT ATTACHMENT D
Workflow Volumes

1. General

The AAO technical strategy proposes a range of applications to
be supported on a central computing facility and networks in
central office and the regional areas.

The AAO’s strategy is to have those elements of processing that
are purely regional located in a regional computing node
supporting the regional network. The logical split of that
processing by application system is shown at Attachment A. It
is, however, recognised that some elements of processing may be
transferred to the central computing facility. This document
does not address this.

The purpose of this paper 1s to describe in detail the expected
transaction volumes for current and proposed applications to be
used on the various computing facilities. The objective 1is to
identify the maximum demand on the system.

It is expected that in the first three years of operation there
will be a heavy development load placed on the chosen computer
environment. Throughout this period the development load should
progressively decrease and normal production work should be the
major component of the overall workload.

2. Central Computing Facility
The applications expected to run solely upon the CCF are :—~

1, Auditee Portfolio

. Audit Monitoring

. Office Information

. Library

. Personnel and Establishments
. Financial CAATS

. Word Processing

PN NT PR N

However, for most of these systems data will be maintained on
the CCF by all offices within the AAO via the network.
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3, Central Office Network

2 s s

The central network node must cater for all commun;cat;op
traffic from workstations within the regional network to any
other regional network or to the Central Office network or to

the Central Computing Facility ( via the C.O, network).

2130, the Central network must cater for those applications
wﬁicﬁ are to be run at the regional level. The pattexn of usage
in. the Central Office will however be different to that for a
regional network.

The applications expected to run on the central network are:-

. Audit Monitoring (low usage)
Working Papers {low usage)
Electronic mail
spreadsheet / wordprocessing
CAATS (low usage)
. Word Processing

e W

4. Regional Network

The regional network will cater for all .communications traffic
and tagilities withih a region. Thé volume of work will depend
on the number of staff using the network. The main applications
are as follows :—
. Audit Monitoring

. Working Papers

. Electronic mail

spreadshest / wordprocessing
CAATS

Word Processing

AU WN -
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S§. Major Applications and Transaction volumes

Transaction volumes for the major applications are detailed in
the following sections.

5.1, AUDIT PORTFQLIO / PLANNING
This application will be used to update and interrogate

information held about Auditees. The following table lists the
type of staff and expected transaction volumes.

Position Nuniber trans / day
Director 34 ' i0
Assistant Director 34 5
Principal Auditor 64 3
Senior Auditor 122 7

. Fleld Auditor 195 1
C.0. Management 20 1
Regional Management 10 1

The following table lists average and peak transactions per day

plus estimated storage volumes, .

avearage transactions per minute 5

peak transaction lead (per minute) 10 assuming doubling of
load. Peak period is
April to August

5.1.1. Storage requirements

It is envisaged that’ the initial size of the Portfolio/Planning
application will cater for the SAP. After installation it is
expected that the size will increase greatly and then settle
down as information is added about Auditees. The following
table shows the expected storage requirements.

storage 1988 10 Mb
1%9¢ 300 Mb

5.1.2. Development load

The system development. will be implemented in three phases.

1. Prototype -~ 30 manweeks for 3 people
2. developmerit = 110 manweeks for 5
people °

3. data capture - 4 manweeks for 2 people
per directorate
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5.2, Audit Monitoring / Forward Scheduling

This application will be used to control and monitor the
progress of Audits conducted by the office. It will also be used
to schedule future audits based upon priority and policy. The
expected frequency of usage for the application 1s expected to
be weekly updating for monitoring and monthly for Forward
Scheduling. The table below gives a breakdown of figures
prepared to-date for the application. Some areas of data have
nott yet been completed.

Application €O ACT NSW VIC QID SA WA  TAS

Monitoring 90 100 100 100 30 30 20 12
TS6s entered weekly

Scheduling 8 8 8 4 4 4 4
sessions per day

Storage requirements

Application storage
1988 1990
Monitoring 1.5 Mb 3,5 Mb held on regional
network
Scheduling 1.0 Mb 2.0 Mb as above .

5.3. Audit Support

The Audit Support area covers. a number of functions. Some of
these are :=-
1.Spreadsheets & Word Processing
2. CARATS (Computer Aided Audit Techniques)
both
a) Financial
b) Project oriented
3. Workpaper system
- workpapers generated by .auditors used
in their work
4. Flowcharting

Further details for these functions will be discussed in the
following sections. -
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5.3.1, Spreadshests & Word Processing .

Thesa.functions are expected to be catered fo :

r by ‘the mic
on the network. The Central Computing. Facility wglg‘no?}ng;ag;
any of these functions. It is expected that all audit staff will
have ‘access and will use these functions ag part of their work.

The table Helow details the volume statistics.

Function concurrent ave trans peak trans
users per day per day
Spreadsheets 5 100
2
Word Processing 20 200 pages ggo pages

These figures are for the large
‘ ] ge regional networks. Th
networks would be in the vicinity of a 1/4 to a l/lezw:??ll

5.3.2. CAATS

Financial

The financial CAATS will he u
produce financial statements of audice::? Fo conduct audits and

Project
The tools developed for Project CAATS will be used as

and when they are needed. These tools include the use of SAS
.

and any other software as require
systoms deverpeg e as q d. They will include small

5.3.3. Workpaper system

5.3.4, Flowcharting system.
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5.4. Office Information

The Office Information Application will provide information on
1. Legal Opinions
2. Office Policy and Precedents

Workflow and storage volumes are detailed in the»following 2
sections.

5.4.1. Legal Opinions

It is expected that the AAO will link into the
AttorneyEGeneral’s Legal system to obtain this information. This
will be subject to a feasibility study and approval from the
Attorney-General"s Department.

The expected usage rate will be low as will the storage
requirement.

5.4.2. Office Policy and Precedents

This application will hold a database containg the following :-
1. General Audit Manual
2. Audit Memoranda
3. Administrative Circulars (current)
4. Past Audit Plans

5.4.2.1., Transaction Volume

The following table details the expected transaction wvolume.

Function No. of Users Transaction rate
per day

GAM 400 400
Audit Memoranda " 100
Admin Circulars 500 50
Past Audit Plans 200 20
5.4.2.2. Storage Recuirements
Function Storage Requirements

1988 1990
GAM 1Mb 1Mb
Audit. Memoranda 300K 500K
Admin Circulars 400k 700k
Past Audit Plans 12Mb 24Mb

8.5.%. Electronic Mail.
Each transaction will be on average 5 lines in length (ie approx
400 bytes).

Below is a table detailing expected transaction volume per day
and the transaction destinations.

Destination CO ACT NSW VIC QLD Sa WA TAS
Internal. 1200 150 150 150 50 48 35 25
External 2400 160 100 100 35 30 25 15

250 ¢

note 1, messages received
note 2. messages sent

Storage Requirements
The storage requirement for electronic mail is highly volatile,
If each transaction is stored for 1/2 a day then the following
table shows the storage requirement {in 1000 bytes).
co ACT NSW VIC QLD 729 wa TAS

240 80 80 80 28 25 20 15

5.5.2. Electronic Document Transfer

This section refers to the movement of documents from one
workstation on a regional (including central) network to another
workstation within the network, to the regional network node, to
another regional network or to the CCF. The expected volume flow
is given in the following table.

figures in documents per day

to
CCE €O ACT NSW VIC QLD

5.5. Office Automation
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Sa WA TAS
f£rom
CccF - - - - - - - - -
co 50 20 50 50 50 30 25 20 10
ACT 40 50 20 5 5 3 1 1 1
Nsw 40 S9 5 20 5 3 1 1 1
vIC 40 S0 5 20 3 1 1 1
QLD 20 30 5 2 2 10 1 1 1
SA 20 30 5 2 2 1 10 1 1
WA 20 390 5 2 2 1 1 10 1
Tas 20 30 5 2 2 1 1 1 10

Storage Requirements

The storage requirements
following table (figures

CCF co ACT  NSW
100 50 50 50

for document store are given in the
in megabytes).

VIC. QLD SA WA TAS
50 40 30 20 10
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5.6. Office Support

§.6.1. Library )

The Library will be controlled by The Central Office Library and
hence the Library system will be run on the CCF.

Transaction Table

Trans Type ave trans peak trans
per minute per minute

Book in

bock out

enquiry

5.6.2. Personnel and Establishments

This application will be used by Office services to control and
register all staff movements, leave etg, It will be linked to a
skills Inventory system which will hold a register of staff
qualifications and experience.

The expected transdaction and storage volumes are detailed in the
table below.

peak trans Storage

ave trans
per day 1988 19%0

Function
per day

Leave etc
transiers

Word Processing
The following table details the word processing load for general
usage within the Office.
co ACT NsW VIC QLD SA WA TAS

250 20 20 20 10 10 10 10

Stenos
50 15 15 10 10

Others 100 50 50

The above table assumes 10 pages/day for stenos and 2 pages/day
for other staff.
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STAFFING

- COMPUTER SERVICES SECTION. (+18 AOSL)

ATTACHMENT F

The Computer Services Section is responsible for the
development and maintenance of corporate systems and the
operation of the computing facilities. The subsections
are Applications Development, Software and Network

Services, and Operations.

Director, CSOS
CS03. Security
€503 Contracts & Standards

€16 Administrative Support
CA3 Administrative Support

Applicationsg Development
Asst. Director, £S04
Project Leaders, CS03 (2)
Ccs02 (4)

CS0L pool

Software and Network Services
Asst. Director, CSO4

€S03 Systems Software
CS02 Systems Software
CS03 Data Base
CS02 Data Base
CS03 Network
CS02 Network
€SOl pool

Operations
Operations Manager, C18
Production Controller, C1lé

Cl4 Production Contrel
Sen. Comp. Operator, Gr2

Sen. Comp. Operator, Grl (2)

Computer Operator, Gr2 (2)
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manage the section
security administrator
supervise contract
programmers and
maintain standards
administration
administration

project manager
project leaders
system designers and
implementors
"programmers"

technical suppoxrt
managexr

mainframe systems
software

network systems
software

Data. Base
administrator

Data Base
administration
Network administrator
Network administration
genexal support

operations manager
production control
production control
shift controller
shift supervisor
operators

S

i

AUDIT SUPPORT SECTION (+2 AOSL)

The Audit Support Section is responsible for the research
and development of CAATs. It is alsc responsible for the
- overall user support or "Information Centre" functiom,
including both CAATs and other audit related and
administrative systems.
Director, Clll manage the section
Asst. Director, €S04 (2)
cs03 (2)
csoz2 (2)

TECHNICAL AUDIT SECTION

The Technical Audit Section is responsible for research
into the technical issues associated with the audit of DP
systems and the development of associated audit
guidelines. An example of this research 1is the current
research into Access Control software packages and the
development of appropriate audit guidelines.

Director, Clil
Asst. Director, €S04 (2)
Cs03 (2)

manage the section

INFORMATION MANAGEMENY SECTION (+3 AOSL)

This section is located outside the DP Branch and is
responsible for the overall information resources within
the ARO. This section is the Logical "owners" of the
corporate systems developed by DP Branch and is
responsible for the functional specification and user
acceptance. of systems.

manage the section
manage the AA0
information resources

Director, Clil
Asst. Director, Cl1l9 (2)

ACT, NSW & VIC Regional Offices (+3 RAOSL)

Audit Support, €SO3 provide assistance
with CAATs and act as
* local system
-administxator
assist with audit

support

Audit Support, Cs02
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ATTACHMENT H

Withheld ~ "Commercial-in-Confidence”
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ATTACHMENT I

Withheld - "Coimercial-in-Confidence"
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MAJOR PURCHASING BRANCH.
GPO: Box 1920
CANBERRA ACT 2601

% aprir19s6

Mr Max Shanahan
Assistant Auditor-General
Data Processing Branch
Australian Audit Office
GPO Box 707
CANBERRA ACT 2801

YOUR P,ROP(_)S.ED»AbP ACQUISITION : IBM COMPATIBLE MAINFRAME

Lrefer to the meeting you had with my officers on March 20 1986 regarding your
proposed major acquisition.

There has been some industry disquiet over your pubhcly announced proposal to
acquire IBM or IBM compatible mainframe equi Thes s are
understandable in view of the fact that you are a new user with no commlttment to
a particuiar.course.

1, understand that. your proposal is' based on the premise that 60% of your clients
have IBM. or compatible systems: and. that your officers will need to be familiar
with.software running on IBM systems to be-able to audit them effectively.

Your -argument in itself is not sufficjent to substentiate a case: for confining a
requirement ok‘ this.sizé to the IBM compatible market for the following reasons:-

a) Your officers would also need to familiarise themselves with other non-

IBM software which is owned by the Commonwealth.

b;

<

Systems familiavisation in the IBM environment could be achieved in
the same way in which you plan to deal with' the present non-IBM
environment.

¢) Irrespective of the hardware you acquire your officers will need to
. undergo extensive training in-the software to be utilised throughout. all

client departments.

d

=

i familiarity with software running on IBM systems-is crucial for audit
purposes,. then this' can.be achieved by either taking advantage of
suitable training courses and/or by using clients/bureau computer
resources through networking, or

3

e). You may acquire smallér systems from different vendors capable of
running typical software which is being used in different departments of

the: Commonwealth..
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The quoted figure of 60% of your clients having IBM com :
patible systems:needs to
be substantiated. We would be Interested in details of how this figure was arrived

l{x_.t as it doeg Eot acc.onz with our experience of mainframe capacity installed by
1th ion:

1 would appreciate your further comments on this matter since we cannot justify
restriction to IBM or an IBM compatible systeni on the basis of your present case.

(R.D Rubie)
Assistant Secretary
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P8§/37

The Secretary

Department of Local Government and
Administrative Services

GPO Box 1920

CANBERRA A.C.T. 2601

Attention : Mr. R. Rubie
CERTIFICATE OF EXEMPTION

1. The Australian Audit Office (AAO) has Government
endorsement, subject to review by the Joint Parliamentary
Committee of Public Accounts (JCPA), of a proposal to acquire
and implement a central computing facility together with a
series of local network facilities in Central and Regional
Offices. These facilities will be used to develop and implement
a range of Information Management Systems and Audit Support
Facilities over the next 3 - 4 years.

2. It 1s a decision of this Office that the element of the
overall RFT relating to the central computing facilities should
be restricted to IBM Compatible equipment. The network,
including the Central Office node, and associated peripherals
and software will be open to public tender. I am therefore
seeking your agreement to a Certificate of Exemption for that
purpose.

3. This issue was discussed with officers of your department
on March 206 1986. Following that discussion, in a letter dated
3 April. 1986 Mr Rubie of the Major Purchasing Branch of your
department requested further information on the reason for the
proposed restriction. This is provided as Attachment A.

4. In his letter Mr Rubie raised a number of concerns about
the AAO’s proposal to restrict its tender. I believe these are
adequately covered in the attachment but will comment separately
on the issues railsed to ensure that there is no misunderstanding
about these particular points.

5. The points made are as follows:
a) nyour officers would also need to familiarise

themselves with othex non-IBM software which is
owned by the Commonwealth."
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by

2.

It 1s agreed that the selection of a
equipment will not. provide AAQ staff 5E¥n°:§§§§§§le
with products used by auditees with non-IBM nee
equipment. However, following the experience in
overseas audit institutions, the. AAO has already
;:??ggged to develop a standard interface for the
(CAATS)ytggtcggguﬁgszisizged Audit Techniques

2 n e audit of financial
statements. This initiative | .
a standard interface, familia;sténgigdgﬁdgg gggg;de

.

environments encountered at andi
tees. The
sigh:ftge ;i:gsngregxfrom the auditee 51ted:§atgill
’ Y Oy magnetic tape, or t
ggggdzﬁg gﬁgf:e:ngggface‘will be teméorari?? loaded
€, assuming that the 3 '
a compatible environmént. Ihig apprbagg‘::gigzznhas

trialled an
Sraeld d gained the general acceptance of audit

audit. fTherefore, DP audit
staff will
able to quickly develop some form of sygzzz g: be

support the audit.
done at the auditee gﬁgz.again' £his may have to he

Therefore, whilst the pp
‘ I audit staff will
gggeQS;ally use a wide range of different gszfp;:nt
he compatible environment will still be the

OSC common environment they are likely to

" encounter, Familiarity with the IBM compatibls

environment will obviousl:
Y lmprove prod
than familiarity with any other envgronﬁggtYity moxe

"System familiarisation 1
N the IBM envi 1 :
g:aichieved in the same way in which yoionggttgould
with the present non-IBM environment. "

The task of ensurin :
g audit staff, both DP and i
gzv: ;:ggic;zgglggogi;dg; ogAparéicular env?gogézig;
e 0. DP )
gen:rally eéncounter several differengygét seatt
n:xtrongents as they progress from one audit to the
compétin:ed:;aﬁge gighbstaff turnover and the
S for DP specilalists, it 4
pPossible for one DP auditor to a1 inone Y
ialise in
particular environment and be hes ols
k ilable for rel
audits, In reality, wh 5 a i
allocated to the ngit aﬁszzf T avaiiable will be
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c)

d)

3.

As the IBM compatible environment is predominant the
major training requirement is in respect to this
anvironment. Therefore, if our DP audit staff were
familiar with an IBM compatible environment through
the use of the standard AAO facilities, the overall
training requirement will be minimised. Training in
other environments will remain a problem for which
there is no straightforward solution. .

"Irrespective of the hardware you acquire your
officers will need to undergo extensive training in
the software to be utilised throughout client
departments."

As already outlined, the AAO’s strategy is to set up
an environment that in the *first instance will be
used at the AAQ site on files extracted from the
auditees. While the AAO will continue to develop
some CAATs at auditees sites, the requirement for
training is minimised if the audit staff are
familiar with an IBM compatible environment.

"If familiarity with software running on IBM systems
ig crucial for audit purposes then this can be
achieved by either taking advantage of suitable
training courses and/or by using client/bureau
computer resources through networking."

This approach has already been tried and has not
succeeded. In the past the AAO has used training
courses to upgrade its DP specialist’s knowledge of
a particular category of equipment and has found
that even with DP specialists, training courses do
not provide the level of expertise generally
required for the audit of complex DP systems. In
practice, the DP specialist has to draw on his
overall DP experience and relate this as best they
can to the particular environment. This problem is
exacarbated by the fact that at present the DP
specialist receives very little "hands on" practical
experience as part of the general audit role.
Therefore, his overall DP experience becomes "out of
date" compared with the constant change in the
technologies used by auditees.

The use of c¢lient/bureau facilities has also been
tried and has not succeeded. In the past the AAO
has used the facilities of the Department of Health,
the Department. of the Special Minister of State and
currently uses CSIRONET. In all cases these
external bureau services have not been able to
provide the level of service required, mainly due to
the priority of their own resource requirements.
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4.

The above comments reflect one of the main reasons
the ARO s seeking the acquisition of its own
facilities. Given that the use of the AAQ
facilities as part of the general audit task will
increase the level of DP awareness of all staff,
especially DP specialists, then the maximum benefit
from this investment will be achieved if the. AAO has
an IBM compatible environment.

e) "You may acquire smaller systems from different
vendors capable of running typical software which isg
being used in different departments of the
Commonwealth, "

This approach is considered impractical. It would
require a significant continuing investment in
resources to set up and maintain the many different
environments and the benefits of such an approach
are unclear. '

6. The basis behind the AAO‘s. uoted figure of 60% of
auditees with an IBM conmipatible eguipment gs outlined :n the
attachment. We have investigated this further and from this we
have found that 46% of ail auditees operate in the IBM
compatible environment. Moce importantly, 71% of the large and
medium sized auditees operate in the IBM compatible
environment. The AAO 1s aware that its information base ig not
complete and would be interested in knowing any information
DOLGAS maintains about departments’ computing facilitles.

7. The apparent discrepancy between your ex erie
assessment could be explained by the fagt hhatpthi gig.gsgiggra
large number of government entities that do not purchase
computer equipment through your department. The point to be
recognized is that it would not matter if the IBM compatible
market share was even as low as 30%. IBM compatible equipment
is the single categoxry of computing equipment that 1s used by
the maximum number of auditees and the selection of that
;:::ggrgoogf:quéfmegt wiél enable the 2320 to better position
ective audit in. the '
environment in the fgture. inereasingly computertsed

8. The ARO recognizes that the selection of an IBM compat

environment will not solve all of its problems. It willx:\p ibie

?:we::§, @afimizg the benefits to be gained from the significant
ve en T information technolo and pro

environment. for the future. i provide a‘strétegic

M.J. shanahan
Assistant Auditor-General
DP Branch

9 2pril 1986
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1 Attachment A

Background

1. The Australian Audit Office (AAO) has responsibility for
the audit of all Government departments and 182 Statutory
Authorities and Government owned companies. It has a
comprehensive audit scope which includes the examination of
efficiency and financial regularity. It has a staff of
approximately 600 of whom 400 are either qualified Accountants
or DP Specialist staff directly involved in the audit taskx. It
undertakes in excess of 2000 audits each year.

2. Over the last 20 years the AAO has had to respond to the
ever increasing impact of the introduction of computer
technology in the the organisations it audits. It has responded
to that challenge by the introduction of new methods and
techniques, by the recruitment of DP specialist staff, and by
training the field audit staff in DP audit methods and
techniques. From 1374 onwards the AAO’s strategy for the
development of its DP Audit capability has been to have DP Audit
speclalist staff undertake the more complex DP audit tasks while
advising, training and assisting field audit staff in the audit
of less complex DP issues,

3. This strategy has been increasingly strained over the last
few years by the rapid spread of use of cemputing within the
Public Sector and the increasing complexity uf systems and
computing environments encountered in major auditees. The rapid
expansion in use of computing by auditees has meant that most
audits now involve the consideration of computer technology in
one form or another. 1In many cases field audit staff have to
deal with DP aspects of audit tasks with little DP specialist
assistance,

4. The increasing complexity of the computing environments
has increased the need for DP spectalist staff to undertake the
more complex DP audit tasks. Because they are involved in
in-depth audits of complex DP systems and complex computing
environments, as well as the audit of DP management issues
associated with large scale system development, such staff
require a background in applications development and
increasingly a sound practical understanding of the more complex
technical issues associated with DP development.

5. In general the AAO recruits DP specialists from other
organisations and trains them as auditors. While the AA0
attempts to develop field auditors as DP audit specialists it is
unable to provide those staff wishing to hecome DP audit
specialists with appropriate "hands—on" computing experience.
While the AAO has taken steps to increase the number of DP audit
speclalist staff, the difficulty of recruiting suitably
éxperienced CSO staff has resulted in many positions remaining
vacant or being filled with CSO’s with less than the desirable
level of experience.
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2 Attachment A

Basis for the Certificate of Exemption

6. It 13 recognised that the administrative information
processing requirements of the AAO could be met by sclutions not
including an IBM compatible. centrai mainframe. However, the
case for an IBM compatible central mainframe revolves around. the
general strategic direction considered most appropriate to the
overall requirements and future directions of the 220,

7. The basic requirement for restricting the supply of the
central mainframe to an IBM compatible environment is that the
experience gained by the AAQ in the support of such an
environment has a direct relationship to the difficulties
currently being encountered by audit staff in the audit of
complex DP systems. These difficulties have been outlined in
the previous section and in the covering letter, In summary,
the major difficulties are maintaining the level of expertise
required by DP specialist staff and the requirement for field
audit staff to have an incxeasing level of DP awareness,

8. Both of these problems could be addressed by the Aa0
acquiring any type of computing environment. That is, any type
of in-house Dp experience could be used to agsist in overcoming
these problems. However, when the various computing
environments encountered as part of the audit task are analysed
1t is clear that the IBM compatible enviroument is predominant
{this assertion 1s discussed in the next section), Therefore,
the transfer of expertise from the. in-house DP Support staff to

audits, It is the AAO’s strong contention that experience in an
IBM compatible environment will provide this maximum benefit
compared with any other computing environment,

9. In addition, the AAO intends to use its own environment as
2 model for the development of audit standards. and control
guidelines. The envirotment will alse be used to assist with
the training of staff in DP audit by having the trainees perform
various types of audits of the AAO environment to reinforce
their theoretical training. Again, the maximum benefit will be
obtained 1f the Aa0 "model. site" ig similar to the majority of
environments encountered as part of the audit tagk.

10. As a by-product of the AA0 supporting its own DP
environment, audit staff will be able to call on the in-house
technical support staff as an "independent" source of technical
information available to SUpport thear audit con&exns, These
concerns axre most significant from an audlt‘viewpoinc when they
relate to systems processing large amounts of revenue or
expenditure. The majority of thase systems {detailed in the
next section) operate in an IBM compatible environment.
Therefore, if the AAO is. supporting an IBM compatible.
environment then this Support will be relsvant to more audits
than any other computing environment.
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3 Attachment A

Use of IBM by Auditees

by AAO
i redominant computing environment encountered
;iéitoggeig the IBM compatiblg ;nvironmesgitezgaiﬁgg :xgegéggge
is that such equipment 1is use n ?ore a

formation base on the
group of equipment. While the AAO silnincom o bae o e e
types of equipment used by auditees is D, " abtached

repared covering the major equipment us

i:;gr?:; 2gegugitzes. Based on this list, approximately 45% of
all auditees make use of IBM or IBM compatible equip?enc. cer
Considering the large and medium auditees in which ¢ g grza
proportion of AAU resources are directed, the list in 1cates
approximately 70% use an IBM or IBM compatible environmgnré xen
This is supported by a FOCUS Research Limited survey ug g 1a o
in 1985 which concluded that "71% of the maiﬁframe marde n
Federal Bureaucracy is IBM or IBM compatible". The AA ot be
recognises that the data used to derive these figures,mayu51n
complete, however, the indicative proportion of apditees g
an IBM compatible environment is considered valid.

table summarises
12, To emphasise this point, the following
the machine types used by the "laxge" auditees.

Machine

Departments: Type
‘Health ey
Housing and Construction i
Finance s
Social Security gﬁgAﬂL
Veteran”s Affairs s
Special Minister of State ptiod
Taxation Office Thevac
Industry, Technology and Commerce UNIVAd
Defence

Aviation DIGITAL
Authorities:

Wheat Board igﬁ
Commonwealth Bank M
oasen ission IBM
Health Insurance Commis HONEYWESL/ BN
ey DATA GENERAL

Australian Post

Technical Support

. .able to undertake the audit of the more complex D?
:géirogge::saghe‘AAo requires staff with experience‘éz izsues
such as Systems Software, Access Security, Communi;iito:s .
facilities. With the establishment‘oflits own fai eicg it
intended that staff supporting the AAO’s own deve op: DS e e
available on a consulting basis to provide advice an
to audit staff.
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4 Attachment A

14, - One of the stated objectives of the AAO in establishing
its own computing facilities 1s to have security and control of
the highest level. With those objectives in mind its it is
intended that the AAO use its own operations as a model of
appropriate management and control procedures so that its
operations can be used as reference site for other
organisations. "

15. The effectiveness of the above objectives 1s maximised if
the ARO has an IBM compatible environment as the in-house.
experience will be applicable to the maximum number of auditee
environments.

Examination of Auditee Software

16. The AAO wishes to establish an environment that will alloer >
the examination of elements of software at its own site. 1In the ~
£irst instance priority will be given to the examination of the
software selected for the AAO’s own facilities and in particular
to the access control packages selected for the AAO. The
greatest value will be gained if this was the software
environment used in the greatest number of auditees. The
knowledge gained in examining how those packages can be
implemented to achieve the greatest level of control and

security and the experience gained in auditing these packages in
the AAO environment can then be extended to auditees sites and

to other software packages with similar function.

17. It is recognised that are limitations to the extent that
the AAO will be able to take such action, but the selection of
an IBM compatible environment in particular will give the Aao
Taxé:gm flexibility and maximum benefit from its own facilities
n s area.

Development of Audit Software to run on Auditee’s Computers

18, While the AAO’s strategy is to develo

P computer assisted
audit. software facilities that will run at its ogn‘sice, there
gililﬁiioccazlogs 1ndwh1ch audit staff need to run such
ac es at the Auditee site. This will be b
circumstances such as: scause of special

(a) large volume files

{(b) special security requirements, and

(c} the need to examine files, particularly data base
files as they exist in the system.

170

5 Attachment A

19. . The AAO's experilence 1s that the use of auditee computing
facilities often leads to considerable time delays with an
increased need to call on auditee support staff for assistance,
It is proposed to minimise such problems where possible by
initially developing, and testing, such CAAT facilities on the
ARO’s computer and then to transfer them to the auditee site
once they are developed. This will reduce the need to use
auditee facilities and the dependence on auditees for the
provision of terminal access facilities, computer time, etc.
The use of an IBM compatible site will maximise the AAO’s
abi1lity to do this.

Extraction of data and other files from Auditee Computer sites.

A The AAO’s DP strategy involves development of facilities
to extract data and other files from Auditee’s computing
facilities to the AAO facility. The AAO is developing a
standard facility to allow audit staff to analyse such files
with minimal DP' specialist support. While it is recognised that
most manufacturers have software to transfer data into an IBM
format, 1t is considered that additional complexity would be
introduced if the AAO has to transfer files from a non-IBM
computer to another non~IBM computer facility. With the
establishment of an IBM compatible environment, the majority of
cases will involve the transfer of data from a IBM compatible
environment to another IBM compatible environment. Other cases
will involve the transfer from a non-IBM compatible environment
te a compatible IBM environment.

21. The extraction of files will not be solely restricted to
data files. The audit of computer environments will involve the
examination of various control files assaciated with such things
as access control and security. The establishment of a IBM
compatible environment will allow the AAO to have on its sites
various standard tools for the analysis of various control files
such as SMF files.

Requirement for Fileld Audit Staff to have DP Knowledge

22. Because field audit staff are increasingly having to audit
computer-based systems as part of their normal audit task, the
2RO strategy is to increase field audit staff’s ability to
undertake DP audits without requiring the assistance of DP audit
specialists. The BAO has over the years provided a wide range
of training to field audit staff to achieve that objective.
While some degree of success. has been achieved, it has leng been
recognized that the major difficulty in achieving wider
involvement has been fleld audit staff’s lack of practical
experience and knowledge of computing. In association with the
AAO‘s DP strategic plan it 1s proposed to achieve this in twe
ways:
(a) place increased emphasis on the use of computer
assisted avdit tools by field audit staff with only
limited assistance from DP Audit specialists, and
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3 Attachment A

T (b) increase the DP knowledge of field audit staff
through the use of computer based information tools
and computer assisted audit techniques.

23, The DP strategic plan seeks. therefore to acquire/develop
tools to allow field audit staff to participate in the
examination of the DP aspects of systems. Such tools will be
used both at the AAO‘s computer and alsoc where appropriate at
the audites’s computer site. Whers files are extracted from
auditee’s sites for analysis at the AA0‘s computer site, field
audit staff will have to be sufficiently familiar with computing
concepts to be involved with discussion with auditee computer
staff about the files to he extracted and to ensure that they
have the correct files. The implementation of such a strategy
will require that Audit staff will gain familiarity with
computer facilities by their use of the computer to support
their own activities. It will also require that field audit
staff have a working understanding of technical issues such as
file structures and job control languages. Since audit staff
will be more often working in an IBM compatible environment, the
maximum benefit will be achieved if they are familiar with an
IBM compatible environment.

DP Audit Speciallst Development

24, The AAO will continue to require DP audit specilalists.
Such staff will be involved in the in-depth analysis of Computer
Systems and the system development activities. They will also
have increasing focus on the more complex DP technical issues
such as the audit of Access control, Communications, Database
Management Systems. One major problem that faces the AAQ 1s the
development of these DP andit specialists. In the main DP
specialist staff are recruited from outside the AAO and are
trained as auditors. Such staff are difficult to recruit and
lose their DP expertise unless they tontinue to have contact
with DP development activity.

25. It is proposed that staff within the AAO, both DP
speclalists and selected field audit staff, gain experience in
DP technology by taking part of the development of computer
facilities and by making use of Computer Assisted Audit
Techniques. That experience will be of maximum benefit to the
audit task if it relates to the majority of audits. This ig
achieved by the AAO having an IBM compatible environment.

26. In the past the AMO has experienced significant difficulty
in recruiting staff with experience in an IBM compatible
environment. The AAO does not appear to be an attractive
environment for such staff as they quickly lose their experience

compared with their peers working in IBM compatible environments

and have difficulty in future promotions back to such
environments. If the AAO s supporting the audit task with an
IBY compatible environment then our ability to recruit and hold
suitably qualified staff will be enhanced.
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7 Attachment A
Conclusion

27. The basis behind the AAO’s case for an IBM Compatible
environment is the fact that an increasing proportion of
government sector computing involves the use of IBM or IBM
Compatible equipment. Because IBY compatible equipment has such
a major share of the government computing market it is
considered by the AMO’s strategy for the continued development
Of 1ts DP audit capability will be best supported by the
acquisition of such equipment.

28, The selection of other than an IBM compatible environment
will also reduce the effectiveness of the AAQ’s strategy to
develop its DP audit capability. The AAO’s intention 13 to use
its own facilities to develop and maintain the skills of its
audit staff, to examine the controls appropriate in an IBM
compatible environment and to allow software to be developed for
use at auditee sites. It also intends to use the Technical
staff invelved in supporting its own facilities to provide
advice and assistance to audit staff. Without an IBM compatible
environment the ability to use the AA0’s facilities in this way
Will be severely limited.

29. It is the firm view of the AAQ that 1ts longer term
effectivenessy and overall flexiblility requires. the selection of
an IBM or IBM compatibie environment for the central computing
facility. It 1s therefore proposed that as a strategic
direction for the AAO that the central mainframe facility be IBM
compatible.

173,



£3730030¢ TI0GS — ¥S Jumaaedag TIaES - G5
A3530430 VSR ~ VIIUSEIITdag ENIPH — QX
A3gzoany 952e7 ~ ¥ Juawiaedag abavy < QT

s9po) A20633%)

M sA OHVH A ~ uof3onasuod 3 SurpTIng 3
M 002z L V8 uop3onayseod Ssnok uIFTAVE 3
I NN NS TWEI0RK Ty ISy T
N ootsA VA XS 39304103 X203SIATT 3 Awam dsniv ¥
x oA s ‘uotawacdion Aiyeg asov v
] GOISA ORYH o N _ Axasopur Arveriz ¥
" ze/oo11  Xiwjas W W00 $3uFTIFY ‘THUCYEN 3s0y 5
SR g o L Tyese ot . Wl pams a1 T
AT 1ONIAg (U ‘93 107 ‘3%eTa WTAIA $3M OFTY M wrag ¥W/001T  KwMzas @ (SHOXShY Sur) ovita ¥
N 055270522 ewfag ™ azodsueal Jo 3dea a3
) wiag s 4£301002 EuiyaoTo a0h 33OV q
[ sag vtz as . san¥ g
M a3g vs $2aTioTy 3smY ]
8 wpaz ™ uotae10d16D Toom IRV ¥
M owpag as 53303 3 £323n0xay ada ¥
5 i3 upxI9d ¥s  Aaraouiny donbyg $ Bitwes Iov E)
R 05281 N ¥s 253110 FWTITIW SOV 2
" oses o s AcBTT/AI03003 Sdxy TTwES <
8 W0H X5 Buouaqtav ‘Alojoed sdusuTpI0 e
'} 600z UM as PIFOR RITAT IYTARE v
M ™1 s TOGUOS AL 3 WIFZ 3E0Y bl
M 93Q TTsaksuoy ¥s mad) Jusndolanag TeuTBTIAqY 2
B Trenkauoy w UoTSITwMOY WIT3 Y5 %
M 5/3q Tisakauod hid L WOZITAL [
nwAING TEUINX — HIGKD kY ¥IGRD III 0hOE au W Buravaurbud sufwaunon Axous a
R 280191 /0008 an W 205K 2
" oaq “au Sr/000¢ & P AITINIGY £100das LI >
d 44 XS IeTIURYaS Butstazadis 201330 s
¥ au s QFTTPIIA 2 sxed Twuorawk .
N (1253 . as ¥S 300 Juawdolaasq wSuopo AanqTy A
M aurodeavd ¥s 93rATes Bur3ceoproag Teroady [
- - E%) v UoTETiemoD 3ISTIROL ISHY T
Tuseved waed - 20 p qow wopsermecd toiwed ey
[ ™1 xéa na o “araRraY 3o 1dsg 2
n daa ¥s B TFoUneD FFTRIASTY L
M 2aa WH  uoFsipmsc) Suriseoprong sy [
M 230 ¥S %33 pIwd GOy IeFaaeg Jeen e
-
A e L e mee . e e e e -
R’ xe ¥s Pivog 2dodsaTd) Isny-oTbuy q
] 23a as  subireg 9 Syavwapear ‘sjusnes 9
[l wIoavIva as IPUTQES 3 I9ISTETH FT2Z ¥
= zZLr R a1 9371330 UoTIexel ueTTRIISRY v
DA3 ~ ZANOHIS) sIsn R oaa XS hvoanualﬂub o 3suy £l 4
IINGUISH Ho 203 £ H xag 202 as 9uatas 3o Ideq L 4
. $013TH 91ddy 3 Fybnoaang OsTR » LU oLeLg sySnoazng a . FITI037339L 30 3dag 3
o s WNIIS YITEIN,D L
R EL Y 35¥  yEnoxamg i ava 2
N qantas Wy s A3arTen TROTIEN STy L
L 20035 e s GopssTwmo) a6mTIoN asny q
x A a5/5M 05990E95 s ] SITI0d TRawal Aeny A
x aS/584 aoBL/sY SN as 9IMg Jo JASTuIN TeTdds ¥
X o059 wuyix 000LSY el at " svoroa A
SupyIRM foq sIEn x W1 as RITVIFV TeEISTIGqY 30 adeq FY
z 3SA/S00 TYEY ' 1EEY wax or usFISRIILUO) ¥ Suysnoy Idag 2
L3 L2 B ] eog L ar UATIINIIFUC) 3 Suysnon 3dag 2
i wr s {19v) uoresTwmon prv TEbeT [
aasn WQr e6aer Aa9p 3 ade W1 wH ABatouyder g souatas asuezea q
) X VR as/SAR 16y sax i $91303081 1FIIITY umIBs00 °
3 VX/50H veoe wI A UoTsSTmcy Fcuilhsul YATESR o
/% apwe 3o 308 20U ‘syfnolang £ASH OSTY "WRIUTTM HOQ SIEN z 20 Is/SAH £30E W VA L3309ty yateIn 2ov e
x as/sa €908 mx a1 wIteay 3o 3dsg M
. ) as/san ey w1 ] a10 T
s warx 1 oaTL <
3 au WL as suoT3eaTumy 30 3daq s
3 HE waRhs smx R uoTSsTwad) A513ua STwory v
X SAM ey W vt PIROZ JwR4A uRTTRIISIY ¥
X DMK 35A/S00 ey I aH EITeIIC ubFa103 v
x . NX/S8H veo£ X 1 Aed YITeanucewo) v
16 noiaas S xXiofT KA SO 09I WO Nl AIFs3saTun TEGOTIWR Isny )
3a¥ DK osTE X W33 23/A SO 0SER’ORTH o3 Ao sAeATrRY TRUOTION 5OV El
) 3 49 »a/AL SO aRIH HOOV W GurT Teuosael Isn¢ a
x A ¥I/AT SO OUTK’QOZH HOONI i wae 2
3 48 2I/A1 SO Q0ZH NG o 3daa Trivues-s,Ketaoqye e
X 13/AT SO VOITR Roavl s 4203303 SugriTa suotatuny 3
] 23/41 SO OER oY w #P12Ay20q puwisy vapIey €
X Yd/AT SO Q0ZH HONI v BTTRIITRY 30 AIRIQYT TWUOTIEN L
20D ~ XINOUISH $oED b3 :5a HOV3 NS G3U3EOF SuTawy eanyyasuL iswy e
OSTR 3 09I STIHOW HOOV3 OSTY 13 23 ¥I/AL SO ORTH!OBIR WOVE i 15D e
x $3/AT SO OTH/QOZTH HOVI as ABafoceIm 70 neana <
X »3/AL S0 a5 OV w Aung aazesag v
X V4/AI So 29EH HOONZ ar $273s1aTIS 30 nwang ']
z Treakauo¥ pi/al S0 yose RoZ ¥ UOTESTHOT eIl v
1 as/str v TINGN at uotiwanpg 30 adsa 2
) S QSBS  'THVGRY ¥ ey 2
1 aS/SAH SOLY 9A  TTHYQRY at SaTeI3V¢ urzsien Adeg a
3 ONVM  NX/SAH aes  THVAWY at Aapanaas yepdos 3dag 2
Suzyamd 33oddng WIuFsa 3o IITFIO SISO X uFIg 38/58H A TG YA SPIRANI0G UNGITWWTTTIN 'y
sybnoxang sasn osTY 3 23 as/san LA TG b uor3anpoax esiazed 3o e3T30 T
supyata 3oq wasn z dS/SAR GASOLY  TANGHV @ oty v
X as/sa, 0595 THYGWV GR  FITRFIV OTuad 9 uorieabjmap v
QUTYITE SIDRUTZ sasn X 37213 TG [ KAanseazp N
~ x T1/d02  aS/SMH IMJOLY TGV at 9dusurg 36 3dag v
SIUTYOVH Yod, a0 sash x L TR - $307A295 A3Tunwmion 3daq E)
N o
S1qeIedeod RAL  SITILTI®I /0 TION AL T

SWIwmo)  WOFINIFFTFEVIY 30 2330de0y Kxobsyen il oftogaa0a

175

174



AUSTRALIAY AUDYT OFTICE

REVIEV OF ADY STRATEGIC YI4K

COVERIEC TEE PXRIOD JUNE 1984 To JUNE 1960

By David J. Angelore
(Consulting Director DAVID ANGELORO & ASSOCTATES P/L)

INTROD! L

[rat— -

The objactive of this report is to provide a third pacty analysis of the
Australian Audit Office's ADP Strategic Plan, JFrom Ehn onsat of this.

project, it has beea obvious that the d d ADP ic Plan
dated September 1985 does not completely represent the Australisn Audit
Office’s current ap h to p isation

I have therefore, sdopted an approach to consider the Office's curreat
ADP Strategic Plan s stated in the ADP Strategic Plan dated Septamber
1985, ADP Strategic Plan Bubmission To JCPA dated Pebruary 1986 aad
discussions hald with the Office's DP Branch mansgemsnt during the month
of Mareh 1986.

The following sreas have been reviewed, anslysed and recommendations
tendered:

(1) ADP Objectives

(2) oP Development Strategy

(3) Application Strzategy

(4) Central Hardware/S8oftware Strategy

(5) Network Strategy

(6) Operational Strategy

(7) Seatfing Strategy

(8) Cost/Benefit Considerations

Preliminary Report Ou Review Of AAQ ADP Strategic Plan (7 April, 1986) 1
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1.

1.1

AAQ ADP OBJRCTIVES

[ —————

There are three principle sbjactives sought by the AAO to be dezived
from their proposed ADP Strategic Plan. These imclude improve staff
productivity, improve AAO's knowledge buse on advancing {aformation
technology and ite implications, and provide a model ADP satuzity
eavironment,

AAG Parf Through Imp d Productivity

The priceiple ADP objactive sought by the AAO is to improve the
perfornance of sudit steff by improving their productivity. This is to
be achieved th h the i d ion of p tachoology in the
following areas:

(i)  Introduction of computsrised audit planuing systems for the
identificatiion of the most appropriste areas to sllosate su
resources. This would be achieved through the implementation
of & Porfolio System and Staff Skills Datz Base,

3
’

(ii)  To provide CAATS (Computer Assisted Audit Techniques) to be able
ta review the intexrity and avalyse the accurscy of audites data
on & large scale that can only be cffectively achieved through
sdvanced computer technalogy.

(1i1)  To provide sudit and clerical eupport through the introduction
of professional support sud office cstomation toola provided to
the staff through the proposed k- and pexsonal

computer worketations.

CONSULTART'S COMMENT

This objective is comsidered to be both reasonadble and achiavabi-
throught the ADP 8trategic Plsn, In some aress (in pacticular tué
Porfolio System) the AAC will have to evolve their methodologies, ax
their are no models they can benefit from within Australian sud faw
would be available from overseas audit offices.

Their sdopted approach to prototype the Porfolic System and t¢
undertake a CAAT's project prior to implementation of the main ADP
Hevdvare/Software Strategy provides a sound strategy to maximise
benefits and minimise overall risk.

Preliminary Report On Review Of AAO ADP Strategic Plan (7 April, 1986)
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l.2

Improve AAO's Kuowledge-Base On Advimcing Informstion Tachmology

The greatest iapact hniu; the AAO vul be and has been the adanicn a£
advaneing information techaology by G 1th g

and statutory bodies, Their ability to comtimue to provide s
professional level of service (expected and requixad by the .AkO) to
audit elients vill totally depend on their ability to kesp pace with aew
advancenment,

The ADP 8trategic Plan will plsce proven information processisg
tachuclogy within the ALO own work enviromment and the majority of thelr
600 staff will have contact. with the ADP proceduras. Contact and use
of the propossd facility will provide a basis for enhancing the audit
staff's knowledge of the evolving inf tion techoology. It will alsc
provide the capabilities for inhouse testing capability to snalyss the
impact of selected software and hardwvare tachrology that mayde
ancountered st audit clients.

COISULTAIT 's comur

‘.L‘h:.l objective is canudlrld to be essential to thl lon; ters zole
of the AAC within the G ith g and in keeping with
the main thrust of the ADP Strategic Plan, The level of
couceptual, fusctional aand technical knowledge of chc audit etaff
must keep pace with the advancement being implement in their major
sudit cliancs (like the Department of Social Becurity).

Hovever, the emphaais of tha ADP Htrltum Plan is kmhdu through
expoaurs and availability of test facilitiea Therae is no current
plaoning for establishing a computer~based repository of knowladge
to be used by AAO Audit etaff on assignments, by profassionsl
development bunch for training or other goversment organisation's
to assist them in the roles,

RECOMMENDATION

The AAQ should undertake a study to dlvnlop a stratagy to develop a
conputer knowledgasbese of advanced xnfomeun technolegy fa: use
by their audit staff and. other gov staff (i 1
auditors and ADP professionals), This computer knowledge-base
would complement their current ADP Strategic Plan.

Preliminary Report Oun Reviev Of AAO ADP Strategic Plan (7 April, 1986)
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1.3

-can be best met by baving their own procdssing facili

Provide Xodsl ADP Security Euvironment

The: AAC's. sequirewent to keep audit client data seeure and protected
while they have custody of it for audit purpoies is essentisl, This
ws and having
tocal costrol of the processing environmint (physical, procassing and
staffing).

COMSULTANT'S. COMMENT

The ADP Strategic Plan clesrly specifies this objsctive, but does
not. elaborate on the tools required to achisve the sctusl model
security ssvironment,

It is my considered opinicn that the AAO'e objective should be
broaden o include being s wodal data p:ouui\u snvironsent. Tha
sudit svaff aze afun uquiud ta ravisw and comment on Commonvealth

ADP and oplutianl- They shouls~
h.vu & xodel not to be copi.ud or sven for comparitive analysis, L
to provide an example to other govertment organisations,

RECOMMEXDATLON

During the installation and implementation phases of the ADP
8trategic Plan, the AAO undertake the documentation and
establishment of & model ADP environment that includes mot only
data security, but also system development, deta sdministration,
network sdministration, cowputer opezations, and other ADP
functional aress, The AAQ has axtensive inhann nxputiu and
external consultants could ba used to asmaist in. schiaving this
objective,

Preliminary Report On Review Of AAC ADP Strategic Plan (7 April, 1986)
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2.

2.1

2.2

DP AUDXT DEVELOFMKNT STRATEGY

The DP Audit Develop 8t d the gy adoptad by the:
AAO fox the development of its abilities to undertske the sudit of DP
{ssues through the increased use of ADP facilities by thelr euditors.

Resource Requiresents
The AAO has hed continuing difficulty iv reszuitiag asd wsintaining DP
specialists and audit etaff. Stuff shortages have mot only lupeded the
main task of suditing clients, but has lad the loug term effect of
impeding the further development of audit methodologies to copw with

d inf ion p ing. tachuolegy and to improve suditor

productivity.

CONSULTART'S COMNKNT
It is my considered opinion that ose of the side benefita of the
sdoption of the AAO's Strategis Plas will be sn improved image for
ALO within tbe Rervice, The undertaking of a major computez and
setvork facility will attrset the needed h gh celibre staff,
especislly if it is emphasised that the installaties. is to be &
model dats processing eaviromament.

dudit Hethodology
The AAO has mude considerable progress is sstablishing aud documenting &
systam based sudit methodology. It has basn basad oa recogalsed

L}
methodologies and the PSB's "Internsl Control Guidelines Por Computer
Based Systema’.

CONSULTANT'S COMMENT

The methodology will need to be enhanced to take advautage of the
new facilities available through the adopticn of the ADF Strategic
Plan.

RRCOMMENDATION

The PSB's "Interucal Control Guidelines Por Computsr Based Systema"”
aven though an adequate document requires updating to take
consideration of the latest advances in information tachuology. It
would be an idesl opportunity for the verious central cowordinatiocs
agencies to upgrade th and other guidelines based o the model
ADP suvironmant to be established by AAO.

Preliminary Report On Review Of AAQ ADP Strategic Plan (7 April, 1988)
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2,6 Involving Field Auditor im DP Audits

T is essential to involve the AAO's field auditors in DP audic
activicies. The majority of the government systems are gow computer-
based oparstions and effective use of sudit resources vequires £iald
sudit staff in all levels of DF auditisg.

CONSULTANT'§' COMMENT

———————— 10 e

The AAO's scrstegy is sound and bla to the app b being
; d by 1

1 audit 4

P
dector.

2.5 Use Of Computers Iz Audit

The AAO intends to make extensive use of CAATe (Computes Asaisted Audit
Techuiques) to improve productivity, but slso to provide better Audig .
coverage of the systems they raviawv. Thedr CAATS prograsme is aime’ Mt
£ield auditors ss wall a» specialised DP staff, ‘

CONSULTANT'S COMMENT

P e ST T REE P

The approach of using CAAT's is counsistant vith the AAD's strategy

to invaive field suditors in {n DP sudit sctivitiea, This approach

is consistant with internatiocsal developments ard concepts.

Preliminary Report Ou. Review Of AAO ADP Stratepic Plim. (7 April, 19886)
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3.

3.1

- type personsl compute:

Devsl t 8 gy & P

APPLICATION STRATEGY v

R T O W 0 S " . .o .
The AAO currently relies on CSIRONET for major computer support and IBN
for profesaionsl aupport facilities. .

Froposed Davelopmants

The system plans several major systems for implementation during the
life of the AD? Strategic Plau. Thesa includet ’

(1) ‘Audit Planning And Control Systsma
= Audit Porfolin System
= Audit Planning System
= Audit. ¥onitoring System
= Audit Scheduling

(11)  Auditor Profile. System.
(11) .Audit Supporr System (Auditor Tool Kit)
{iv) 0ffice Information System
(v) Office Support. Systea
(vi) Office Automation Systems

"CORSULTANT'S COMMENTS

The above systems are not inclusive of the indentified systems
considered for implementation during the ADP Strategic Flan
Additional facilities include knowledge systams to a t

suditors, Other system will be identified as the implementatiep
process procseds.

ype Syatens

The development strategy iuvolves using CSIRONET and IBM type parsonsl
computers to phese in the introduction of the £acilities and to build
prototypes of the systems {dentified in the ADP Strategic Plan.

CONSULTANT'S COMMZNT

The spproach of making availsble personsl computer bssed tools for
auditors to assist them in their professional sctivities is sound
and bae been proven by the AAO's esrlier limited imtroduection of
these types of facilitins. Other organisstiona (my own includad)
have demonstrated that significant productivity and imp d vor|
quality can be schieved through ths proper implemeatation and
control of this type of computer facilities.

Praliminary Report On Reviaw Of AAQ ADP Strategle Plan (7 Aprid, 1986)
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et

’ Project CAAT's

The development of prototype systems for Audit Porxfolio/Flasaing,
0.’.;!.« !umn: Systems and CAATs is considered .an excellemt

‘dppromsh.  Howaver, it. is. my convidersd opinion that development of

ie Porfolio/? iog and Office Pracedent System oo CSIROKXT using
::A’Mlluﬂl‘kui ba ill=sdvised, The eetinated CIIROWET.
development coats of these prototypes swem axcessive and 1 believe
there is & strong poseibility that /UATURAL may be
insppropriata for the devalopmet of these systems,

qui b ial comp pover and CSIRORET
services sre suited to this development which is basad on BAS.

momnuz&l

AAO raview the prototype requirements of the Porfolio/Plamming and
0ffice Fracedent System sud cousidar nln:nu‘tlv- daveloprent’
stiategies, Alternatives: could include using B type persozal
computers with development software 1ike REVELATION, DATAFLEX or N
SYSTEMATIC's INFO, instslling (vent or purchase used -ylgn) iabe
sultioser PC or small mini, snd esseceing other slternatives.

Prelisinsry Regort. On. Review:0f ‘AAO :ADP ‘Strategic Plan (7 April, 1986)
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LN CERTRAL nmuu/somun STRATECY

The AAC centval hardvara strategy is based om the installation of an IBM
or IBM compatible msinframe similar to the IBM 4381 Group 12 with about
2MB of memory, 5 GB of mass atorage and dual magnatic tape drives.

4.1  IEM or IBK Compatibla Eurdware Strategy

The IBH type strategy hae been justified for the following reasons:.

(i) Over 60X of auditee clients use IBM or IBM compatible processing
environmsnts,

(ii) Boftware can be obtained that will rum ¢n {shouse machine and on
large oumber (over 60X) of clisant installstiocns.

(iii) Transfer of dats will be sasier and compatidlity with I
environment is provided by most (if not.sll) other vendozs.

(iv) AAO staff will bs able gain inhouse experisnce on IBM type
processing environments.

CONSULTANT'S COMNINTS

« AAO should apply as soon as possible for & Certificate of
Tnhu;:i.on to :mg::’n: an IBM or INW compatible cemtral processing
facility, If DOLGAS disapproves, then the AAO central ibLit
hardware/softvare strategy should be altered to requirs cownt: d’
{9ame hardvare architscture and systss softvare) of the central an
network computer strategles.

CONSULTANT'S cmm:

The. AAO bas not specified the op ing oystem asvi I"hit
decision is esmential prior to the zequest for tender (R¥T) being
released as it sffects the entire software atrategy of the central
site,

RECOMMENDATION
1 luate tha slternative
The AAO has slready taken sdvice to evalu
oparating systems for IBM typa processing envizomments. A decision
will be made prior to RFT being released.

The AAO can mest thelr basic objectives with a wide variety of
bn':dnre & softvare optionz. Y believe the AAO bas understated the

of their tral site being IBM type installatfoa.
Additional reasons should imcludes

(1) A bigh portion of their most importast sudit clients use IBM
type processing enviromment and these form some of the wost
complex ADP environments vithin the Comsonweslth. These
{nelude Socisl Security, CSIRO, Heslth, Hedibaunk, Finance,
Emmigration and Bthnic Affalr, Pedaral Police, National
Library, Defence Support, Housing & Comstrauction, and others..

(ii) Bpecialised audit software is available on IBM type
environments thac is of limited availability on othar vemdor

bardvare eavironments i.e, RDP Auditor, PANAUDIT, PANRISK,
ste.

(141) IBM trained staff are the most widely svailable and an. IEM
type model site would attract & broader selection of staff,

(iv) A mixed IZM type central site and brand 'XYZ' minicomputar
netvork vill provide ideal exposure to staff for
familarisation and training.

Preliminsry Report On Review Of AAO ADP Strategic Plan (7 April, 1986).
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4e2 Softwars Strategy

The AAC has identified application development softvare, taxt
information storage and retrieval, CAAT'e development softvare and soue
application psckagss.

CORBULTANT'S COMMRNT
The AAO bas not iudentified sud included important cperational
This sof

system sof . insludes:

- Data & Resource Access Control Systex

- Data & Resource Monitoriag & Accounting Syetem
= Tape Mansgement System

- Disk Msasgement System

- Libzary (Source, Object, ble Code) X

ag t Bystem

- User Type IEnquiry & Report Ad Hoc Facilities.

RECOMMEXDATION

AAD has slready scted on sdvice to isclude these software items in
their RET and in their budget.

Prelininaty Report On: Beview Of AAQ ADP Strategic Plam (7 April, 1986)
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ru 5.3 CSIRONET Network Comnection (page 32 ANP Strategic Flan)
3s. FETROMK STIATRCY :

T - : sute until
: ‘ ‘ 61 tion vas plantied a8 an idterim medgiuieunt

The AAO'y :::.:::k strategy is based on gatewsy to. from the cemtril bost hg!gggf;;::::::::;: i fuﬂ{.ziiia This stretigy :“, :::‘“h.
computex, (IBN or IBM compatible) to a minicomputer uetwork to regional A i as it i y vith the curreut implemeataticn
and sectional locations. .

CONSULTANT'S COMMENT ’ 5S¢4 0ffice Automation Strategy .

G ’ : Word processing and the office mgnntiag. tasks f.hit' x!‘“ft.gtﬂ levels

Specific details of the exact typa and style of network srchitecturs ot 2/b will be based on the i mind " °i :

are not documented. I b:lic;c this :.; upp:azri::u. ,an: :E vill cantral host computer (’"f""‘ fogi:;;:‘!;’.:::nd::::ml:;“ ring

ive each vendor the opportunity to offer their 'best' solution, ats b nd CAAT's. analysis of la: .

:’na AAO will bs able tg ~ui¢n the diverse offeriag to determine the central date buse &

most sppropriste type sud style of metwork architecturs that will
satisfies their requirements, CONSULTANT'S CONOCENT

———— e m——————

: dopted
i lou wtrategy is consistent with strategy being a
5.1 '_._t'“k Purgose ' 3:‘::,‘::::: ::;:n:u:gnn. L It ;onliznr;b:z ‘:l:::;:::":;lw»\l
— load, reduces size of central hos ‘
The primary purpose of the metwork is to distribute tis ADP cspabilies commnication loud, veducas o availability vben systew failures
to the seaff that require them. $ince most of the facilities plazned b ’ ‘
are professional support activities, this sust involve direst access to '

the AD? facilities by regional office and ssctional staff,

CONSULYART'S COMMENT
The: purpose of the network is sound emd provide levels of
contingency planaing. by distributing some of the computer pover into
the major regional offices. Tha #ailure of the central site or
disruption in the data communication lines will not stop ail
processing, as limited p ing will i hrough .the i
nini~computera,

5.2 Metwork Structura
———— et s s

The network strategy involves two najor slements i.m. 1
vorkstations and data/cowmunisation pracessors.

CUNBULTANT'S COMMENY
The strategy of usiag p 1 n (desktop. and portables) as
% ions on the k 1 souwtd and will provide miximunm
support, facilities to tha users who will be involwad iz activities
basad on tha central hest system, tegional mini-computers and
parsonal computers. The same nnlglntiou will be sble to support
all che sctivities thus Teducing ef ipment vedundamcy, It also
recognises the continuing movement of sudit steff as thay perform
their various audit assignments,

\ . vi trategic Plan (7 April, 1986)
Preliminizy Report Oz Review 0f AAG ADP Strategic Blam (7 April, 1988) Prelinisery Report On Review Of MG ADF Stravegic Fis !
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6, OPERRATIONAL STRATNGY 7.  STIAYIING STRAYIGY
Smmm————————

S - - ’ T mAstrasismis a4 8 R . . Jm’
The 'dparational strategy is currently very limited, ouly cevering off- _ Stafting esti have been astimated and vithia the
site storage and the possibility of using CSIAG as. & backup: fxedlity. Stratigic Plan. . Co

CONSULTANT'S cOmMMENT

This section could be grestly sxpanded. It is Tacognised that the.
exket baxd {168 envi @411 not be kuown until a teader
bas bean approved.  Howsver, geuexsl statemsats vegarding the

CONSULTANT'S COMMONT
g i ther computar
Staffing numbers appesr to be sinilar to o
in:cn:::i.onr of s{uilar sise and coomplaxity to the 4R0 propal;il
installation. ° The number of tu\:ul.:-l‘ and oparational staff w:

proposed tyRe and xtyls of computas oparation for the sestral host largely dapand on the harvdware/ envi selacted,

°°‘l’“=':‘“4 vegional mini-computed imstsllations would be

appropriate. ‘
The scquisition of Dats & Resourca Mositoring & Ferformance Plasning
softvare and Tapa/Disk/Library Mansgement software can reduce the

ANCOMMERDATION

The ALO undertake to davalop. s ;Qn§:|1 operaticn strategy that will
bs snbanced td detail procedures when the exact. bardware and

softvare environmant -are known..

= Access. Control Strategy Yor Data

his atrategy should include:

& Kesources

requirement for operstion staff, .

de
The selection of s fourth generation development envirorment (de ™
dictionary/directory, data base mansgement system, davelopment
tools, ete) will greatly impact development manpower raquiresents.

- Data & Resouzce Monitoring & Perforsance Plamning

= Tape/Disk/Library Management Stratagy

~ Dasta Library strategy

- Data Administration (Definition & Documentatios) Strategy
~ Davelopment & Maintenince ltut-;'y

~ Quality Assurance & Implemsntation Strategy

Pralinindry Report On Review Of AAQ ADP Btrategic. Plan {7 April, 1986) Preliminsry Report On Review Of AAQ. ADP Strategic Flau (7 April, 1986)
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COST/SENEFIT COMSIDERATIONS

The stated estimsted cost saviug of the preposed system woyld be
extramely difficult to imate or verify., The latangible bemefits of

tha proposed system are defencibl
for the system. neible and provide sufficient. justification.

Cost Model
N
The AAC has astimated costs for scquisition and opersticu for the

duration of the ADP Stzategic Plan. 3
105 Seearepie Finr '3 AT, hese are in Attachment C of the

CONSULTANT'S COMIKNT

Tae acquisition will depend on hard and anvi

selected, Hovever, I bulieve the estimated costs for central host
computer are unreslistically low. Iu. particular, the systen
,softwaze and wpplication softvere costs ars too lov for an 1RM MVS-
IA type processing environment (the most likely cholse of oparating
system, if ax IDM or IBM compstible host cosputer iz installed),

The additional coxts for data & t

. agouzca accens control saftw
data & sccess monitoring and performance plassing, tape nug:::t':c.
disk mansgesant, lidrecy (source, object, exacuteble code)

manAgement, etc will have definitive pa: By
operation staff support. peyback theough reducad

RECOMMREDATIOR

-——

AAD should raview their cost estimates b
esting y obtaining relevant cost
from selected vendors, An itenised budgat -hnuld‘b- pt!pltl: '

listing each major hardware, software and i
to Boat computer cost budget below), service component. (refer

Pralininery Report On Review Of AAO. ADP 8trategle Plan (7 April, 1986)
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AUSTRALIAN AUDIT OFFICE

STATEMENT OF COST FOR ACQUISITION OF COMPUTER EQUIPMENT

C€OST COMPONENTS : 86~87 : 87-88 : 38~89 : 89-~90 : TOTAL

! HOST COMPUTER HARDWARE COSTS : : : : :
s (1) CPU (IBM 4381-P12) 12MB Memory : 600 ¢ : : 600 :
H Maintenance : 6 : 13 : 13 13 45 @
: {2) 10GB DASD Mass Storage s 600 @ B T 600 :
B HMaintenance : 12 ¢ 25 ¢ 25 25 & 87 :
+ (3) Magnetic Tape Units (2 STD) : 100 : s 100 :
: Maintenance : 7 ¢+ 15 : 15 15 52 3
: (4) 1200LPM Printer t 50 s : : !
: Maintenance : 3 6 6 6 ol
s (5) Operator Console B 5 ¢ s : 5
: Maintenance 8 2 5 ¢ 5 @ 5 17
H HOST COMPUTER HARDWARE TOTALS t 1385 : 64 : 64 64 : 1577 :
: BOST COMPUTER SOFTWARE COSIS B H H H H :
: (1) Operating System (MVS-XA/TSO) : 75 B B : 75 ¢
H Monthly Licence : 125 ¢ 250 : 250 : 250 : 875 :
¢ (2) Data & Resource Access Control : 40 : : : : 40 3
: Installation & Maintenance : 5 ¢ 5 3 5 = 5 20 @
: {(3) Data & Resource Monitoring ;60 ¢ H : : 60 :
: Installation & Maintemance : 7 7 : 7 7 28
+  (4) Disk Management System ¢ 50 ¢ H : : 50 3
H Installation & Maintenance H 6 6 6 6 24
: (5) Tape Management System s 25 ¢ H : B 25 3
: Installation & Maintenance H 3 3 3 @ 3 12 :
1 (6) Library (Code) Management : 100 ¢ : : E
H Installation & Maintenance s 12 ¢ 12 ¢ 12 ¢ 12 @ O
¢ (7) DD/DBM3/4GL Emvironment : 450 @ 3 H 450 :
i Installation & Maintenance : 50 : S50 : 50 : S50 : 200:
: (8) CAAT's Development Tools ¢ 50 ¢ : : : 50 :
3 Installation & Maintenance s 6 6 6 : 6 6 :
: (9) Text Storage, Maint. & Retrivaly 100 : : : : 100 ¢
H Installation & Maintenance ¢ 12 0+ 12 0: 12 r 12 48
H EOST COMPUTER SOFTWARE TOTAL ! : 351 : 351 & 351 : 2229 :
1

NOTE! above estimates do mo include discounts that may be offered by vendors.

Australisn Audit Office COST MODEL by David Angeloro (31 March, 1986)
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REQUEST YOR TENDER (RFT) STRATEGY

FOR: AUSTRALIAN AUDIT OFFICE

INTRODUCTION

[ ———

The Request For Tender (RFT) Strategy has been developed to provide an
efficient and effective format for the Australian Audit 0ffice to prepare
a hardware, software and service specification for their ADP acquisition
covering the requirements described in their recent: ADP Strategic Plan,
The RFT Strategy is & departure from the Department Of Local Government
and Administrative Service's (DOLGAS) recommended format as documented
within 'PROFORMA REQUEST FOR TENDER = M' (Version March 1985).

The RFT Strategy includes the same information as the DOLGAS recommended
format,. but it has been primsrily d and restr d the RFT
sections. The justification for the restructuring of the RFT sections
is to consolidate the relevant information for part tenders.. This was
considered necessary due to the large number of part tenders (over 20 .
part tenders for specific categories of hardware, software and services)
and the complexity of the overall ADP acquisition..

The objectives of the Request For Tender Strategy include:

(1) REDUCE EFFORT IN PREPARING RFT .
The structure of the RFT lends itself to be developed, documented and
reviewed as individual p..“ tenders. DOLGAS's standard provisions
and clauses have been mai.: ined, but each part tender has been
developed as a complete seciion, instead the relevant informstion
being split up throughout the RFT PROFORMA sectiona.,

(2) INCREASE QUALITY OF RFT INFORMATION
Each part tender scctian can be prepared by staff who are expert or
highly skilled in the type of hardware, software and services being
requested by the part tender. This reduces the level of
communication required to document the RFT for an ADP acquisition of
the complexity required by the Australian Audit Office.

(3) IMPROVE COMMUNICATION WITH 'VENDERS
Specialist vendors (many of which are Auitralian manufacturers) are
more easily able to .extract the areas of “he overall RFT. that are
relevant to their product and service of’ _ings, Instead of
extracting portions from each general section of the DOLGAS PROFORMA
RFT, they will be able to focus on the general sections and the
individual part tender specifications for which they can tender
solutions, This will save them considerable time. and reduce the.
likelihood of them missing i ion or requi relevant to
their tender preparation.

The p ion of a p d will slso improve
communications. It will cover the major requirements of the RFT and
Tender process and provide an open forum for the vendors to ask

questions and receive immediate answers from the Evaluation Team.

Request For Tender Strategy By David Angeloro (1 April, 86)
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PROCESS

¥ EYFICIENCY AMD EFPECTIVENESS OF !VALUA’;IOH 8 | .

@ g:‘:zuut Por Tender Strategy mot only xnc}udel the lpecxf}cntmns
for the requirsd bardware, software and services, but also includes a
Tender Strategy that is to be used by the .Vendurl for preparing their
tenders. Since the Tender Strategy requires a Eormal atmct:ted
tender format, cousiderable time and. gffort.‘ can' hg saved 13y the
Evaluation Team in finding and comparing similar information in
competitive tenders.

: roposal lends itself to an evaluation
A foreal ltructufed Gaanoiicis p system facilities, Thesi
: e ide i g clerica
jlities can considerably reduce th? !?valuatxon Team's ¢
:‘E::tu and' grestly increase their ability to assess and compare
competitive solutions.

D EFFORT BY VENDERS AND EVALUATION TZA.H

& 3?:1:25 ‘:i!'infomd within the RFT of the evaluation mgthodglgyland
basic evaluation criteria, This will enable them to mr; c‘osetz
analyse the suitablity of the ptodgcn and services in r: nnont o
the Australian Audit Office's requirements, Tt_&ey can ¢ cs:inom
tender if they believe the evaluation criteria is um‘:‘a‘«"mmf e
their pl:ticﬁlur product range; .tl.u.s reduces the effoit o sdnces
preparing tenders with low probability of success and a sodt duses
the Evaluation Tesms efforts since there will be fewer tender
tenders of a higher relevance to assess,

Request For Tender Strategy By David Angeloro (1 April, 86)
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2,

Ll

RFT STRATEGY'S FORMAT

CROSS' REFERENCE OF AAQ- RFT. FORMAT AND DOLGAS PHOFORM =~ M

TABLE OF CONTENTS

AAO RFT FORMAT

PART I ~ BASIC TENDERING

2 O 0

DOLGAS PROFORMA

1. SUMMARY OF REQUIREMENTS -—-———-> 1., SUMMARY OF REQUIREMENTS

NOTE: Both RFT formats and contents are identical for this sectiou.

1.1 Scope Of The Requirements
1.2 Background Of Department

1.1 Scope Of The Requirxements
1.2 Background Of Department

2.  CONDITIONS OF TENDER ~~w=wwwe==e=> 2, CONDITIONS OF TENDER

NOTE: Both RFT' formats and contents are identical for''this section.

Instructions To Tenderers
Minimum Information

For Formal Tender
Further Information
+4 Selection Criteria
+5 Pricing
.6 Tender Validity Period
.7 Lease or Purchase
.8 Pat Tenders
.9
.l
.l
.1

S N

New and Used Equipment

0 Alternate Tenders

1 Conversion

2 Right To Vary Configuration

Tendered

2.13 Substitution Of New
Gepneration of Equipment.
Offered By Successful
Tenderer

2.14 G Of Due Per

2,15 Maintenance

2,16 Site Preparation

2.17 Preference to Australian-Made
Goods -~ Australian and New
Zealand Content

2.18 0ffsets Program

2,19 Freedom of Information

2,20 Disclosure of Information

2.21 Tendereer To Inform Themselves

2.22 Execution of Formal Agreement

It ions To Tend 8
Minimum Information

For Formal Tender
Further Information
Selection Criteria
5 Pricing
6 Tender Validity Period
7' Lease or Purchase
8 Part Tenders
7
1
1
1

E o N N

New and Used Equipment
0 Alternate Tenders
1 Conversion
2 Right To Vary Configuration
Tendered
2,13 Substitution Of New
Generation Of Equipment
Offered By Successful
Tenderer
2.14 ee of due Perf:
2,15 Maintenance
2.16 Site Preparation
2.17 Preference to Australian-Made
Goods =~ Australian and New
Zealand Content
2,18 Offset Programs
2.19 Freedom of Information
22’.20 Disclosure of Information
2.2

1 Tenderer To Inform Themselves
2 Execution of Formal Agreement

Request For Tender Strategy By David Angeloro (1 April, 86)
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PABT II - BASIS OF CONTRACT

3. COMDITIONS OF CONTRACT —~-==vwm=> 3, CONDITIONS OF CONTRACT

NOTE: Both RFT formats snd contents are identical for this eectiom.

1 Definitions
2 Name and Scope of Contrsct
3 Period of the Contract
4 Price Basis
5 Payment
6 Special Software Development
7 xelpnnuba.la.ty of Contractor
8 Co-operation Between
Contractors
+9- Prograss Repox:tmg
.10 Contruc:or s Personnel
3,11 Worker's Compensation
Insurance
3.12 Access To Contractor's
Premises
3,13 Access to Imstallation Site
and Access Date
3.14 Delivery
3,15 Packing
3,16 Duty Free Entry
3,17 Sales Tax Exception
3.18 Substitution of New
Generation of Equipment
3.19 Site Prepatation and
Installation
3.20 Acceptance Procedures
3,21 Warranty
3,22 Title and Risk
3,23 Maintensnce
3,24 Software Licences
3,25 Intellectual Rights
.26 Disclosure Of Information
«27 Secrecy’
28 Patent Rights
29 Insurance Release & Tdemnity
30 Contractor Not To Commit
Trespass
3.31 Liquidated Damages
3,32 Excusable Delay and Default
3,33 Arbitration
3.34 Determination
3.35 Assignment
3.36 Sub-Contractor
3.37 0Offsets Arrangements
3,38 Australian Content
3.39 Mistakes in Tnformation
3:40' Conditions Not To Be Waived
3.4 d of jon
3.4
3
3
3

W W W

) O

1P
2 Previous Understandings
43 Applicable Laws
+45 Commonwealth Addresses
.46 Interpretation

195

1 Definitions

2 Name and Scope of Contract

3 Period of the Contract

4 Price Basis.

5 Payment

6 Special Software Development

7 Responsibility of Contractor

8 Co-operation Between

Contractors

3.9 Progress Repop:tmg

3.10 Conttaccot s Personnel

3.11 Worker's Compensation.
Insurance

3,12 Access To Contractor’s
Premises

3.13 Access to Installation & 1
and Access Date

3.14 Delivery

3.15 Packing

3,16 Duty Free Entxy

3.1

3.1

LWLWL LWL

.17 Sales Tax Exception.
.18 Substitution of New

Generation of Equipment

3,19 Site Preparation and
Installation

3.20 Acceptance Procedures

3.21 Warranty

3,22 Title and Risk

3.23 Maintenance

3,24 Software Licencea

3.25 Intellectual Rights

3,26 Disclosure Of Information

3.27 Secrecy

3.28 Patent Rights

3,29 Insurance Release & Indr ity

3.30 Contractor Not To Commit -
Trespass

3,31 Liquidated Damages

3.32 Excusable Delay and Default

3.33 Arbitration

3.34 Determination

3.35 Assignment

3.36 Sub~Contractor

3.37 Offset Arxangements

3.38 Australian Content.

.39 Mistskes in Information

.40 Conditions- Not to Be Waived

41 P Q. of ation

42 Previous Understaudings

43 Applicable Lwa

44 Commonwealth Address

.45 Interpretation

3
3
3
3.
3.
3.
3

Request For Tender Strategy BY David Angeloro (1 April, 86)



PART III ~ OVERVIXW OF SYSTEM REQUIREMENTS

4,  SCOPE OF THE REQUIREMENT —wwo-w=> 4, SCOP! OF REQUIREMENT

NOTE: Both RFT formats and contents are identical for this section.

4.1 Overview of ADP Strstegic Plan
4,2 List of Acceptable Part Tenders

5. PRESENT SYSTEM: =-=——m==—c-ce-==> 5, PRBSBFI‘ SYSTEM

NOTE: Both RFT formats and contents are identical for this section.

PART IV - ACCEPABLE PART TENDER

6 ~ 99 PART TENDERS (refer to section 3 for list of part tenders)

Bach of the following subaections will be contained in the. Part Tender
sections and correspond to sections of the DOLGAS. PROFORMA Tender.

n.l Proposed Enviroument
n.1.1 Description ——em-memeessccamcned §, PROPOSED. SYSTEM.

= What
- Why
- When
~ Where
n.1.2 Workload & Other Statistics——--> 7. WORKLOAD VOLUMES
6.1.3 Erg ic and Eavi 1 ===> 22, ERGONOMIC' REQUIREMENTS
Congiderations

n.1l.4 Security Considerstions ~—~-~~-> 11,  SECURITY

n.2 Requi 8, HARDWARE or

n,2,1 Technical Requirements 9.  SOFIWARE or

n,2,2 Non~Technical Requirements 10, COMMUNICATION FACILITIES
n.3 Questionnaire ~~~===w~- —mmeeend 21, QUESTIONNAIRE

n.4 Evaluation Criteria ~—---w~-==> 18.  EVALUATION METEODOLOGY
n.4.1 Evaluation Model's Parameters

- Technical Compliance Points

- Non-Technical Compliance Points

-~ Cost Comparison Model Points & Components

-~ Risk/Exposure Points & Scenerios
Bn.4.2 Evaluation Detail Checking --~> 13,  BENCHMABRKS

~ Benchmarks

- Demionstrations

- Reference Checking

n.5 Supply, Installation and w~-=-> 14, ACCEPTANCE PROCEDURES &
Acceptance 12,  SITE PREPARATION AND
. INSTALLATION
(Relevant Subsections & Clauses)

n.6 Maintensnce —-~memmeem—e——wee—wb 20,  MAINTENANCE
(Relevant Subsections & Clause)

Request For Tender ‘Strategy By David Angeloro (I April, '86)
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APPENDICES: .

A,

B

TRNDER. STRATEGY *

(refer to TENDER STRATEGY by David Angeloro lst April, 1986)
Contains inatructions on formal structure and instructions the
vendors arerequired to follow when submitting a combined or part

tender,. . .

BVALUATION METHODOLOGY
(refer to EVALUATION KETHODOLOGY by David Angeloro 2lst March, 1986)

GENERAL. MAINTERANCE CONDITIONS
(refer to DOLGAS. PROFORMA section 20 MAINTENANCE)

ACCEPTAKCE
(refer to DOLGAS PROPORMA section 14 ACCEPTANCE)

SCHEDULE OF PRICES
(refer to DOLGAS PROFORMA appendix A — SCHEDULE: OF PRICES

NOTES. ON OFFSETS
(refer to DOLGAS PROFORMA appendix B - NOTES ON OFFSETS

GUIDELINES ON CALCULATING AUSTRALIAN AND NEW ZEALAND CONIENT
(refer to DOLGAS PROFORMA appendik C = GUIDELINES ON CALCULATING
AUSTRALIAN AND NEW ZEALAND OF¥SEIS)

PROFORMA BANK GUARANTEE
(refer to DOLGAS PROFORMA appendix D - PROFORMA BANK "GUARANTEE)

Request For Tender Btraté_gj- ‘By David Angeloro (1 April, 86)
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3.

3.1

3.3

3.4

LIST OF ACCEPTABLE PARYT TENDERS FOR AAO

Each of the following sections are s paxt tender which a vendor can
tender & solution, Two or more part tendersmsy be combined and offered
as & combined tendered solution.

HOST COMPUTER FACILITY

NOTE: Certificate of Exemption (C of E) has been submitted to DOLGAS for
an IBY or 1BM Compatible solution).
- Central Processing Unit (CPU) (including dynamic memory)
= Operator Conaole
- Mass Storage (Disk Units & Controllers)
- Magnetic Tape Devices (including Controller)
- Medium Speed Operations Printer
~ Services: (1) Installation and Integration
(2) Acceptance Testing
(3) lst Year's Maintenance

CONTRACT SUPPLY PERIOD: 1 Tear

COMMUNICATION FRONTEND or GATEWAY'

The hardware and software required to interface the IBM/IBM Compatible
host computer to the mini computer network.

CONTRACT SUPPLY PERIOD: 1 Year

HOST COMPUTER OPERATING SYSTEM & UTILITIES

The host computer operating system, utilities and 3rd generation
development tools (compilers, linkage editors, ete).

NOTE: Decision pending on whether a MVS or VM operating system
environment is required.

CONTRACT SUPPLY PERIOD: 1 Year

DATA & RESOURCE ACCESS CONTROL SYSTEM

The host computer software thgt provides access control for dats
resources (files, data bases, etc) and resources {disks, tapes, visual
display units, programs, etc), This software should support
preventative, detective, documentive and administrative data security
support facilities.

CONTRACT SUPPLY PERIOD: 1 Year

DATA & RESOURCE MONITORING SYSTEM

The host computer software that provides for data and resource usage to
be tracked, recorded, analysed and monitored over time. An additional
feature is the accounting and charging of user for their use of data and
resources.

CONTRACT SUPPLY PERIOD: 1 Year

Request For Tender Strategy By David Angeloro (1 April, 86)
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3.6

3.8

3.9

3,10

3.1

DISK MAMAGEMENT SYSTEM

The host comp disk £ that. ¢ s the control,
distribution, archiving, back-up, deletion and general administration of’
the hundreds (probably thousands) of dats files store permanently and
temporarily on the disk mass storage devices.

CONTRACT SUPPLY PERIOD: 1 Year >

TAPE MANAGEMENT SYSTEM

The host computer tape management software that supporta the control,
distribution, archiving, storage & locating, scratching and general
adwinistration of the hundreds (possibly thousands) of magnetic tapes
used for archiving, backing-up, storing, recovery logging, etc data.

CONTRACT SUPPLY PERIOD: 1 Year

LIBRARY (Source Code, Object Code, Executable Code) MANAGEMENT SYSTEM

The host computer library software ‘for the control, addition, deleti \,
updating, change control, tracking and documenting of source code
libraries and program/subprograms, object code and executable code.

CONTRACT SUPPLY PERIOD: 1 Year

DATA DIRECTORY, DATA BASE MANAGEMENT AND 4th GENERATION DEVELOPMENT TOOLS

The host computer software that supports a highly productive application
development environment including datadictionary/directory, data base

and 4th ion development tools for data processing
specialists and non-techbnical users.

CONTRACT SUPPLY PERIOD: 1 Year

CAAT's (Computer Assisted Audit Techniques) Development Tools

The host computer's generalised audit software and development tools
create audit tools that can support the Office's Auditors in the
performance of their duties,

CONTRACT SUPPLY PERIOD: 1 Year

TEXT STORAGE, MAINTENANCE AND RETRIEVAL SYSTEM

The host computer's software that supports the storage, maintenance and
retrieval of textual information that is gemerally unsuitable for storage
through a. data base management system,

CONTRACT SUPPLY PERIOD: 1 Year

Request For Tender Strategy By David Angeloro (1 April, 86)
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3.12

3.13

3.14

3.15

3.16

DATA COMMUNICATION SYSTEX

The host computer's software that controls and manages the networking
facilities and software that operates through the telecommunication
network.

NOTE: Depending on the network architecture and several other technical
considerations this software may not be required.

CONTRACT SUPPLY PERIOD: 1 Year

NETWOBK HARDWARE & COMMUNICATION SOFTWARE

The network architecture consisting of essential hardware and software to
produce integrated network solution to support distributed office
ion and ing.
=~ Commmunication Gateway To Host Computer
- Cantral Processing Node Hardware
- Regional Node Hardware
- Sectional Node Hardware
- Communication and Operating System Software

CONTRACT SUPPLY PERIOD: 2 Year

COMMUNICATION DEVICES

The network control devices that support the interconnection of
workstations, printers and other hardware to the metwork.

- Modems

-~ Multiplexors.

~ Port Contenders

- Dial Up Facilities (Auto-Answer - Auto-Call).

- ete

CONTRACT SUPPLY PERIOD: 2 Year

ENCRYPTION & NETWORK SECURITY' DEVICES

The network devices that support model security through various advanced
technology tectiniques.

- Commnication Line Encryption Devices

~ Call-Back Facilities

-~ ete

CONTRACT SUPPLY PERIOD: 2 Year

WORKSTATIONS

Data processing, office automation and personal computing workstation
(terminals) that will interface and operate through the network
commnications at a host and/or regional and/or sectional and/or
sectional level,

CONTRACT SUPPLY PERIOD: 2 Year

Request For Tender Strategy By David Angeloro (1 April, 86)
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3.17

3.18

3.19

3.20

3.22

PRINTERS

Printers, plotters and other hardcopy devices that will be connected to
the network to support the data processing, office automation and
personal computing activities.

CONTRAGT SUPPLY PERIOD: 2 Year

WORD PROCESSING

The software available for the network nodes (central, regional,
sectional and professional) that will support word processing, spell
checking, online thesaurus, etc for the crestion, maintenance and
production of textual documents,

CONTRACT SUPPLY PERIOD: 1 Year

FINANCIAL MODELING (SPREADSHEET) SOFTWARE

The software available for network nodes {central, regional, sectionr’
and professional) tbat will support financial modeling andother T
spreadsheet type activities.

CONTRACT SUPPLY PERIOD: 1 Year

OFPICE AUTOMATION SOFTWARE

The software available for network nodes (central, regional, sectional
and professional) that will support office automation activities
including electronic mail, electronic bulletin boards, record management,
etc.

CONTRACT SUPPLY PERIOD: 1 Year

NETWORK CAAT's (Computer Assisted Audit Technique) Development Tools

The software available for network nodes (central, regional, sectioral
and professional) that consist of generalised audit software and
development tools to create audit tools that can support the Office's
Auditors in the performance of their duties,

CONTRACT SUPPLY PERIOD: 1 Year

EXPRESSIONS OF INTEREST FOR APPLICATION SOFTWARE

The 0ffice would like vendors to specify the availability and general
descriptive details (without goimg ‘through the costly tender preparation
procedure) for application software required in the future.

= Library (Books, 5 ete) M System

- Asset Hanagement System

- Personnel and Skill Register Management System

Request For Tender Strategy By David Angeloro (1 April, 86)
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9.

9.r

9.1.1

DATA & RESOURCE ACCESS CONTROL SYSTEM

The Data & Resource Access Control (DSRAC) System administers access to
the data (files, data bases, programs, etc) and the rescurces (disks,
tapes, vuunl display units, ete) so only authorised users can access the
organisation's computer based data and resources. The Data & Resource
Access Control system should support user identification, assignment of
access rules, restriction of data and resource access to only authorised
users, recording of failed and ful access att , and general
data security administration and reporting.

PROPOSED ENVIRONMENT

Description

The Datas & Resource Access Control System will operate in the central
host ‘s p ing envi: « This will be aa IBM or IBM
compat:.ble hntdware environment operating an. MVS-XA type operating
system, Other system support software will include Data & Resource
Monitoring System, Disk Management System, Tape Management System,
Library (Source, Object, Executable Code) Management System, Data
Directory/Data Base l4th ion Development. Tools for Data
Processging and Non-Technical Users, CAAT's (Computer Assisted Audit
Technique) Development Tools, Text Storage-Maintenance-Retrieval
Management System and Data Communication System. Applications will be
primarily operated through local and remote data communication network.

The Australian Audit Office (AAO) will be auditing (using developed
CAAT's software) data files. from various governmeunt departments and
statutory bodies, as well as processing their own data from internal
systems. Since much of the external data may be sensitive, data
security of the data resources is essential.

The Australian Audit Office's role as external auditor to the
commonwealth government means that it would be appropriate for the Office
to establish a model data security environment.

The' Data & Resource Access Security System will be implemented at the
earliest possible period. This will be as soon as the hardware and
operating system have been acceptance tested.

The Data & Resource Access Control System will be centrally administered
from the Australian Audit Offices central cumputet facility located in.
Civie, ACT.

Part Tender - Data & Resource Access Control System (lst DRAFT 31 March, 86)
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9.1.2

9.1.3

%.1.4

Workloads & Other Statistics

There are approximately 600 staff within the Australian Audit Office.
Even though initially all staff will not have access to the computer
facilities, ultimately a large portion will utilise the computer
facilities for a variety of data processing, professional and office
gutomation type activities,

Initially there will be 100 workstations commected. to the network.
These will consist of data processing visual display units, word
processing workstations and personal computers.

There will be approximately 10 GBytes of mass storage. It is
extremely difficult to determine the number of files and data bases
that will be maintained, However there will be approximately 4 disk
units. In addition, there will be two magnetic tape drives used for
backup, recovery logging, archiving and data transfer with other
government departments.

STATISTICAL SUMMARY
600 :Potential Users
10GB:Mass Storage

4 :Disk Drives
2 :Tape Units

Ergonomic and Other Environmental Considerations

{not applicable)

Security Considerations

The Australian Audit Office intends to audit data files and data bases
from government departments using CATTs (Computer Assisted Audit
Techniques). This will be performed primarily oa the AAG's cen 1
host (IBM or IBM compatible) processing environment, The AAQ Auait
staff will become custodian for the data while it is away from the
owner Department, The data will be transfered by magnetic tape to
AAO's bost computer and the data will be stored on magnetic tape and
maes storage disks. This data will require a high level of data
security with access restricted to the authorised Auditors assigned to
the particular audit project. Much of the data is highly
confidential.

In addition, the Australian Audit Office's role as the government's
external auditors makes it appropriate that the AAO establish a model
data security environment. The AAO's staff often reviews and comments
on governmental security and therefore it is essential that the AA0
provide a model for data and resource security implementation and
aduinistration.
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.2 REQUIREMENT. o
’ --8...----: 9.2.1.11 It is highly desirable that the DARAC system interfaces (refer to

footnote *1) with the selected Data Communication System.
9.2.1 Technical Requirements

9.2,1.12 It is highly desirablé that the DSRAC system interfaces (refer to
9.2.1,1 It is mandatory for the DSRAC system. to operate in an IBM or IBM footnote *1) with applications developed asing the selected Data
compatible processing environment operating under MVS-XA and TS0 type Directory/Data. Base 4tk tion Devel t Tools.
operating system software.

9.2,1.13 It is highly desirable that. the DSRAC system interfaces (refer to
footnote *1) with CAAT's developed using the selected CAAT's.

9.2,1,2 It is mandatory for the DSRAC system to operate in Iutch. timeshare
Development Tools.

and online modes of operation.

9,2,1.14 It is highly desirable that the D&RAC system does not require
modification to the Operating System, Data & Rescurce Monmitoring
System, Disk Management System, Tape Management. System, Library
(Source, Object, and Executable Code) Menagement System, Data

9.2.1,4 It is highly desirable that the DGRAC system interfaces (refer to Dlttt:-‘ﬂﬂty/Dl‘tl Base [4th tion Developmex?: Taols.
footnote *1) with the selected Data & Resource Monitoring System. CAAT's Development Tools, Text Storage-Maintemance-Retrieval

Hanagement System or Data Communication System.

NOTE: Modifications vefer to making changes to the actual code

9.2,1,5 It is highly desirable that the D&RAC system interfaces (refer to . (souzce, object, executable) that must be performed by the AAO's
footnote *1) with the selected Disk Management System. System Programmer and/or changes to the actual code that are not

. g : supported by the software vendors.

9.2.1.3 It is mandatory that the D&RAC system undertakes to operate under and
supports the latest anuounced release of the operating system. .

9.2.1.6 It is highly desirable that the D&RAC system interfaces (refer to

footnote *1) vith the selected. Tape Management System. 9.2.1.15 Xt is highly desirable that the DSRAC system requires no

wodifications to bé made to the operating JCL of application
prograns.,

9.2,1.7 It is highly desirable that the D&RAC system interfaces (refer to
footnote %1} with the selected Library (Source, Object, Executable

Code) Management System. 9.2.1.16 It is desirable that the D&RAC' system to operate at' different levels

of security to allow for phased implementation. Phase cne may only
log access patterns; phase two (learning period) may require User-
Ids and Passwords but violations logged but permitted; phase three

9.2.1.8 It highly d ble that the D&RAC t terf £ : . s
is highly desirable tha e DGRAC system interfaces (refer to would provide full data security.

Eootnoce *1) with the selected Data Directory/Data Base
larh ion Development Tool System.

9.2,1.17 It is optional that the D&RAC system provide exits for the addition
of missing or lacking features or to ensure the enforcement of

9.2.1,9 It is highly desirvable that. the D&RAC system interfaces (refer to s
certain standards.

footnote *1) with the selected CAAT's (Computer Assisted Audit
Techniques) Development Tools, {

‘ 9.2.1.18 Tt is mandatory that the D&RAC system protects DASD datasets.

9.2,1,10 It is highly desirable that the D&RAC system interfaces (refer to
footnote *1) with the selected Text Storage, Maintenance and

Retrieval System. 9.2.1.19 It is mandatory that the D&RAC system protects magnetic tape datasets

without the addition of code that is unsupported by the vender.

FOOTNOTE: *1 Interfaces refers to the gbility of the D&RAC asystem to control
access to the software's functions and data; also to complement
any data security facilities that are implemeanted within the
software system.
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9.2.1.20°

9.2.1.21

9.2.1.22

9.2.1.23

9.2.1.24

9.2.1.25

9.2,1.26

9.2.1.27

9.2.1.28

9.2.1.29

9.2,1.30

It is highly desirable that the DERAC system protects DASD volumes
without the addition of code that is uhsupported by the vendor.

It is highly desirable that the D&RAC system protects magnetic tape
volumes without the addition of code that is unsupported by the
vendor.

It is highly desirable that the D&RAC system protects TSO commands
without the addition of code that is unsupported by the vendor.

It is mandatory that the D&RAC. system protects specific programs
andfor operating system utilities without the addition of code that
is unsupported by the vendor.

It is desirable that the D&RAC system protects network terminals
without the addition of code that is unsupported by the vendor.

It is highly desirable that the D&RAC system protects online
transactions without the addition of code that is unsupported by the
vendor.

It is desirabie that the D&RAC system protects VIOCs without. the
addition of code that is unsupported. by the vendor.

It is desirable that the DERAC system protects catalogs (VSAM, etc)
without the addition of code that is uusupported by the vendor.

It is optional that the DSRAC system protects other types of data and
resources without the addition of ¢ode that is umsupported by the
vendor.

It is desirable that the DSRAC system supports the definition of
default rules to protect gemeric classes of datd and/or resources.
This will greastly reduce the coding of access rules.

It is desirable that the D&RAC system supports the overriding of
default access rsles for individual circumstances without removing
the general application of the default access rule.
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9.2.1.3%

9.2,1.32

9.2.1.33

9.2.1.34

9.2.1.35

9.2.1.36

9.2.1.37

9.2.1.38

9.2.1.39

9.2.1.40

9.2.1.41

It is highly desirable that the D&RAC system protects & new data file
or resource by default even though access rules have not been defined
ive, access is restricted to the creater until access rules are
defined indicating other authorised access.

It is mandatory that the D&RAC: system supports the definition of data
or resoutce access rules for individual users,

It is highly desirable that the D&RAC system supports the definition
of data or resource access rules for groups of users.

It is mandatory that the D&RAC system supports the definition of data
or resource access rules. for specific jobs and/or programs.

It is mandatory that the D&RAC system supports the definition of data
or resource access rules allowing access to usefs and/or group LE
users and/or jobs/programs.

It is desirable that the D&RAC system supports the definition of data
or resource access rules demying access to users and/or user groups
and/or jobs/programs.

It is mandatory that the D&RAC. system identifies each user by User-Id
and Password that ate unique for the user; that the User-Id is used
to record the user's access actxvxty (failed and succesaful) on
security log.

It is desirable that the D&RAC system support the optional
identification of individual users as members of users groups
(auditors, operators, clerical support staff, etc).

It is highly desirable that the DSRAC system supports variocus levels
of access i.e, read only, add, delete, update and combinations of the
above access levels.

It is highly desirable that the D&RAC system can not be bypassed by
any authorised prograus and/or operating system utilities.

It is desirable that the DSRAC system can be overridden in an
emergency (e.g. DSRAC system wmalfunction, contingency activities at
alternaté backup site, etc).
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9.2.1.42

9.2,1.43

9.2,1.44

9.2.1.45

9.2.1,46

9.2.1.47

9.2.1,48

9.2,1.49

9.2.1.50

9.2.1,51

9.2,1,52

It is highly desiruble that, the DG&RAC system supports. the
decentralisation and/or delegation of selected data sacurity
adoministration sctivities i.e. changing, of passwords responsibility
of individual users, etec.

It is mandatory that the DSRAC. system supports the security
administration reporting i.e. access rules for specific users, users
that can access epecific data files or resocurces, etc.

Tt is mandatory that the D&RAC system supports reporting of the
security activity log i.e. list of users of specific data files or
resource, list of usage by specific user, list of activity for a
specific time period, etc.

It is highly desirable that the DSRAC system supports am ad hoc query
and/or report generation facility to produce security administration
reports.

It is mandatory that the D&RAC system supports a complete log (audit
trail with date/time stamp) of a1l changes to user-ids, pagswords
(encrypted), access rules, ete..

?t is mandatory that the D&RAC system supports access control over
its own data sets and programs.

It is mandatory that the DSRAC system logs all failed attempts to
access data and/or resources to security log.

It :.iu highly desirable that the DERAC system logs all attempts
ifa:.led and successful) to access data and/or resources to security
og.

It is Qelitablv that the D&RAC system supports the resaltime
notiofication of serious data security violations to a security
console, etc.

It is desirable that the DSRAC system supports levels of security
violations that may trigger different responses.

It is mandatory that the D&RAC system ‘logs the following information
to the security log: User-Id, Date & Time, Resource Accessed.

Part Tender - Data & Resource Access Control System (lst DRAFT 31 March, 86)

208

ey

9.241,53

9.2.1.54

9.2.1.55

9.2.1.56

9.2.2

9.2.2.1

9.2,.2.2

9.2,2.3

9.2.2.4

9.2.2,5

9.2,2.6

9.2.2.7

9.2.2.8

It is highly desirable that the DSRAC system logs the following
information to the security log: Terminal in use, Level of Access.

It is highly desirable that the D&RAC system supports restoration-
recovery-restart of its security log in the case of a system or other
type of failure.

It is highly desirable that the D&RAC system requires s low level of
system resource and does not adversely affect processing performance.

It is highly desirable that the DSRAC system supports the same access
rules for different genmerations of a dataset, but that these can be
individually overridden,

Non-Technical Requirements

It is mandatory that the D&RAC system have technical and user
reference manuals written in english that are easy and effective to
utilise.

It is mandatory that the D&RAC system be currently supported in
Australia.

It is highly desirable that the D&RAC system be currently supported
in Canberra, ACT..

It is desirable that the DSRAC system be currently in use within
commouwealth government departments., )

It is highly desirable that the D&RAC system can be implemented with
considerable time and effort by highly technical professional staff.

It is highly desirable that the D&RAC system is easy to learn to
operate,

It is desirable that the D&RAC system have video training courses
available in Australia.

It is desirable that the DERAC system support user administration of
their own passwords i.e. they are responsible for changing the
password within a specific time period.
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9,3 QUESTIONHAIRES

9.3.1 DATA & RESOURCE ACCESS COKTROL SYSTEM PIOFIL!"

sasesseasrseestdaasanersraeres

9.3.1.1 KaDeeescassesionsossosnennonsssrsos

9.3.1.2 Releaseesserccesocs Versiofessecesessy Modificatiolesececeoreses

cesesesaesrocnses

9.3,1,3 Descriptioficscssecsscescsneeres

R T T TR TR R PR RS AT E L LA A A R

crees

cessssssasseserenssney
R L LT L E T ER R L A R LA eeesvasscasses

P T X T L PR RE L RYR LR AL LA A A AR A A A

csassssennien

P PR R X PR EY LA L AR AL A R

9.3.1.4 Manufacturersecescesescrsnsse
Addtess........‘-..............-.....-.....-.-....................-.

esessscerssaensvrsnrevoes

ersveasesersnvsaerae .

Telephone () secosansasccescanes TeleXvsosaserassons

ceessestirssancearasresese

9.3.1.5 Sales Vendoreescvecsesocccsvecss

AAALE8B eseasroosnossssnusarmossosaresrssronsoscntes

P L R L L LR R R R RL R AL LR L A AR

sesesnsesesinns
Telephone { ) ecesrsessssconseace TeleXesosososssseccsssavsosesve

9.3.1.6 Sales CODLaCTevesevsvessssrsscnonsorosacsees EXtensioDeseesecscssons

seeersasacvesn

POSILiONssesssasasvessosssaserssssoscsssnsons
Technical CORLACtescesescsssstessvarsvasoncs EXtensioBeecsssccssssce

cessassssne

POSitioNssssassessesvsovossssassorssancne

cessnsescsvsacore WHETBraaesessacvcocsrs

9.3.1.7 Date First Released..

9.3.1,8 How many releases and/or versions have been delivered to user sites?
vesesssessssiBince January 1981 vesesnsvevssilast 18 Months

«eseseWorldwide

9.3.1.9 Number of Users? weesesesssscAustralia ..
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9.3.2 SOPTWARE INSTALLATION

9.3.2.1 Whlf. IBM and IBM Compatible ranges and models does the software
: currently operate?

eveYes ,..No IBM "
ees¥88 oouNo' Amdahl

ess¥es ...No Fujitsu (FAch)
c«os¥es ...No NAS

vesTes ,,No  Nixdorf

wes¥es J..NO

OtheT8eacansnacsnsrsrennactosssesssnesssscsvnresanes

9.3.2,2 What operating systems does the software currently operate?

l. ..Yes ...No IBM's MVS-XA
esoYes .,.No IBM's VM-CMS.
«ee¥es ,..No IBM's DOS/VSE
seoYes ...No FACOM's 0S/IV
«wse¥es ,..No Nixdorf's NIDOS

«ee¥es  ...No

OLREYSBesarsosesercrseasoncencaresersssonsvnsassnscns

9.3.2.3  .,.Yes. ...No Are chgre any non~IBM or IBM compatible hardware and
operating system combinations on which there are
operational versions of the software?

9.3:2.4 ...Yes ...N0 Are there any personal computer support facilitias?

If yes, please describe the PC facilities and the
personal cooputer and gperating system combinations
on which .they operate?

Are there amy peripherals, CPU's or software features

not supported by the release/veraion of the tendered
goftware?

9e342.5 weooYes oo .lo
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9.3.2.6

9.3.2.7

9.3.2.8

9.3.2.9

9.3.2.10

9.3.2.11

9.3.2.12

ve.Yes8 ...No When the software is delivered, does it require
system generation to tailor it to a particular
hardware/software system configuration?
If yes, describe the procedure required for system
generation, including the time, resources and. effort
required, .

When new releases and/or versions and/or modifications of the
software are supplied, how are they implemented?
.es¥es ...No Complete New Software Copy?

«+sYes ...No Code Patches or Changes On Tape Ready For
A ic or Semi-A ic' Impl ion?

«so¥es .o..No Documented Code Patches or Changes
Requiring Manual Implemeutation?

++s¥e8 ...No Does a user have the option not to implement new
releases/versions of the software?
If yes, how many months will the old release/version
remain supported?

««:¥es ...No Can a new release/version be tested and implemented
without operational interruption to the use of the
system?

If yes, deacribe how the testing can be performed?
If no, describe the type and duration of the
operational interruption?

How much memory does the software require to operate efficiently?
REAL seveosssasMAXITUM  cevssseso Hinimum  .seseneeesAverage
VIRTUAL  ccovoveresMBRIMUM seessvessMinimm .oeeesssscAverage

wesesssKBytes How much mass storage (DASD) space is required to
store all the software and its utilities?

sesssesosStaff How many techmical EDP professionals are required to
support the inatallation, monitoring, msintenance and
other activities associated with the software?
Describe the type of staff required and the
activities they would perform.
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9,3,2,13 Liat the name, short description .of its function(s), whether it is

required ‘to be resident in memory (yes, no, optional) and the size
for each module and program. .

Name Description Resident Size

(1)eeeseenars sevneoanssasnessnosaveceees

(2)eeuecuesse tenvonsosanncssonatrcoscssssssccnses sonsanan sosevre

3)e.

erecessscersssssssssesterens

(5)ecevercase sresenans

(6)uerennerss covearnsancccsnnvonnsascasesessonnes sonsnsns sreeses

(€2

rengee

7z

(B)yeaeansans severearsreosacssnsrvasressnarsesas sesrsors ssseres

(9eees

(10)euesaesee sosassensonscesovonasaersereanncanes seasanees savenns

et sessssene veesseve evesens

[€30 PPN

(13) 0etutvens cvososesossereosssssssecerorasscssse seessass sasoans
(14) seevestns seseancesssocsocsaserosssscstonasses seevanss sosenns
(15)4eesasest oeeneasnsocsnsasscraccasosesansornes sassanns sansane
(36)eunaesers sossuranerssiocssarsrneessosrsnsoree soronaes sssnnes
(17)evanenens cosvsseornsssnsscssnseaserassssaaes sasasane oo
(1B) eeunvnnss cesessonosnnssessavonsessosantessone sesssnas secoven

(19)etenrnans venarronsncessossesnsetsssrecasccoss sesonnes soavsse

(20)sveansors sesarenvsnesersrassvorosaroarcaness sestcons savenss

{21} eetuoacss vaseronsescrcarssncsnscnrrsersacnacs neesencs srasnes

e see vesveseesesraess o

ERERRTRY

(23)evaevscns srasrasessecessssescserasancansasses seesanse srsnass

(24)...

e aees

seetrscestacaerinaes secstsar tesvers

(€2 LT L R
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9.3.2,14 List the name, short description of its function(s) includiug who it
is designed to support and the total number of pages for each
reference manual or gther documentation available for the software
system.

9,3,2,15 List. the name, short description of its function(s) including who it
is designed to train and the total number of days for each training

course and/or video available for the software system.
Name Description bays

[SI PPN

Name Description Size

etBeaseseeseats sesrersacstosecsstenrsteiaeranrrenrer e

(L) eeeserenasencrnarse suoassscsssesscrnescasnsasssansansssse snsoe

(2)eeeeoseeservosnases sovaaacsens .

(2)eeeesresannas seresteerees ssses

te ssesvsncan

s esene

(3)eeseersarssnsnernee vesssacsscscssvssrosrosorsoresesssnass satas

(4.,

(3)1eetanesecoserancss sovovavsseecersercssanarrossersncsencs suoes

sevesesss srsesevse .e srsesvessecies senas

(Tleesesnsanvovasnners PR ) Deeneeee A )
(8) euensaronsensensers sacassscsssessensannsansenssssonosarss ssane ‘ {B)eversssosserasososs soerssnssrasssrrssrenssencssoescencars sases
(9) ieerseceresnsescese cosavaduvessasirsocnaseasssesssorsrrse soses ‘H (9eerrrennsnonanannos tornraresnrecnsttiasnsnisnosirannie sones
(11)eecacaceseanseacts eucosancnaersosssasvssrsoasaseassorsets sonas (I1)ecusnanononnnesnos suounrerronaronstoseesenmrennnssasee conee
(12)cuenvonsnrsonsensss saneorsraresorsssssssnsnssscscaseserce soons ) secssecErresrecssoncierenaneotrRTenty enee
(13)enereessnessencens on Ceveesans s ¥ (13)seercossecasossons cansnonsrcnsnsnones cereens ve seven
(14) terersiaanecasnnce aesunsveacrcstacavscacosesvotsnsassrace sosoe 3 (LAYeoueseasracsananes connasnusrntesrasessntnnunrnrnerencnns e
(1B)cevsraceasesseasse vocarvssrsessstcssossrnvatssrssessscase savae ¢ (18)eanenesenannnnnens oo sreesnesreseneny weres
(10) euevsnesnnssonsnns annoressasessnnssesnnasnansesseseosses snsnn X (19) ceasunoscecssessss sosovaososaseasseassssessssessessceass sovse
{20) seeaesaeracrsvasse sacersasssnsnesrsnscrscecsssssocsasee senns ik (20)e0cneensinaninanns oonasnitesevnesstiiiistairasanesiinee raee
(21)eeorreconnos v eenessenne eees t (21)esessersnnes vesserssaetrrrens teeessacesaaanns veees
(23] eesensasnenssssnce sonseensesanconncrnsesanestssonncannne sunes f (23)seuesncerenssonass sosassecssosocsorssssocssnssssscassans sosesn
(26)evsnennannes e tevevenserecennecennns e (24) seesnnesonossncses sosseenetnsssaans sererenceeessere seses
(25) e eeavensasansssnss sovnasnsscossssesssssnessessnssossssne sennn § (25) caeasasnssasnssnes sassesciosssssroscvossessnosessnoasane sneas
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9.3.3 FURCTIONAL PROFILE

9.3.3.1

User Identification & Accountability

9.3.3.1.2 ...Yes

9.3.3.14b o4oYes

9.3.3.1ec +e¥ed

9.3.3.1.d «..Yes

9.3.3.1.e ...Yes

9.3.3.1.£ ...Yes

9.3.3¢14g 4.Yes

9.3.3.1.h +..Yes

«edO

e

ceelo

«eelo

osollo

»eoNo

+eoNo

«eolo

Can each user be identified by a unique Uger-Id and
password?

1f Yes, describe the attributes of the User-Id and

Passwords; what is the maximum number of User-Ida
simultaneously supported.

Can a uger have its own set of access rules (defines
what, data and resources the user has access rights to)?

Are user groups supported i.e. a user group has access
rules associated to it and a unique user who is a
member of the user group by default also the accessz
rules of the group?

If yes, describe the implementation of user groups and
any limitations imposed on unique users who are members
of the user group.

Can z user be .a member of more than one user group?
If yes, describe what happens when a user is a member
of two user groups with contradictory access rulea.

Are user passwords always kept and stored im encrypted
form (on disk, in CPU's memory, security' log)?
Describe encryption mechanism and whether organisation
can replace supplied algorithm with their own
algorithm.

Can the system be set up so the user are responsible
for their own password adminiatration?
Please describe.

Can the uger be forced to changed their password within
a specific duration of time?
Please describe.

Can the syntax (minimum number of characters, password
character patterns, different from previous password,
etc) of an acceptable password be specified and
enforced by the system?

Please describe.
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9.3.301.4 ooeTes

9.3.3,2 Access

+ealNo:

Rule &

Arve there utilities for administering User-Ids and

passvords?
If yes, please describe.

Access Rule Administration

9.3.3.2.2 «s.Ves
9.3.3.2,b «.oTes
9:3.3.2.¢ +esYes
943.302.d: oeoTes
9.3.3.2.2 ...Yes
9.3.3.2.f ...Yes
9.3.3.2.8 «..Yes
9.3.3.2.h .. Yes
9.3.3.2.i o.oYes
9¢3.3:2.7 vooYes

9.3.3.2.k +e.%es

«eeNo

«oslo

+eoNo

seolo

««sNo

aeolo

«aolo

veol0

«esNO

«ooNO

«sNO

Can access rules be defined
1f yes, please describe the

Can access rules be defined
If yes, please deacribe the

Can access. rules be defined
1f yes, please describe the

Can access rules be defined
If yes, please describe the

Can access rules be defined
1£ yes, please describe the

Can access rules be defined
1f yes, please describe the

Can access rules be defined
1f yes, please describe the

Can access rules be defined

If yes, please describe the

Can access rules be defined
If. yes,, please describe the

Cau access rules be defined
If yes, please describe the

for DASD datasets?
definition procedure.

for magnetic tape datasets?
definition procedure,

for DASD volumes?
definition procedure.

for magnetic tape volumes?
definition procedure.

for TS0 commands?
definition procedure.

for programs and utilities?
definition procedure.

for network terminals?
definition procedure.

for online transactions?
definition procedure

for VIOCs?
definition procedure.

for catalogs (VSAM, ete)?
definition procedure.

Can access rules be specified to deny a user access to

specific resource?
1f yes, please describe.
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9,3.3.2.1

9.3.3.2.m

9.3.3.2,n

9.3.3.2.0

9.3.3.2.p

9.3.3.3

9.3.3.3.a

9.3.3.3.b

vosYes N6 Can defsult access rules-be specified to protect
generic classes of data and resources?
If yes, please describe;

«.sYes ..No Can default access rules be overridden for particular
users without removing the general application of the.
default access rules?

+es¥es «.No Can new data £iles and resources be protected by
default i.e, access is restricted to creater, etc uptil
access tules are defined?
If yes, please describe.

+..Yes +.No Can access rules be specified for users, user groups,
programs and jobs?
I£ no for any user classification, please descride.

+++Yes ..No Can access rules be specified for different levels of
access i.e, read, add, delete, update, combinations,
ete?
Please describe access. levels aund combinations for
different types of resources.

Softvare Interfaces

What interfaces are available for Data & Resource Monitoring Systems?
Describe what the interface does, who supplies and supports the
interface, and how it is implemented.

«s.Ye8 «..No CA-JARS (Computer Associates P/L)

«+.¥e8 +ouNo  CONTROL/SMF (Boole & Babbage Inc)

B T T
What interfaces are available for Disk Management Systems? - Describe
what the interface does, who supplies and supports the interface, and
how it is implemented.

+s.Yes ...No DM3/0S (Sterling Software)

«v.Yes ,..No  HSM (IBM)

++s¥es ...No  UCC-THREE (UCCEL)

ese¥e8  +0slO  OtherSiisiecersscicacacrsoctessoscssssnccncnseseses
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9.3.3:3.¢

What: interfaces are available for Tape Management Systems? Describe
what the interface does, who supplies and supports the interface, and

- how it is implemented..

9.3.3.3:4.

9:3.3.3.e

vesYes ...No  UCC-ONE (UCCEL Corp)
..:¥es ... Ho  VALU-LIB II (Value Software)

we¥e8 seoBo - Others.ceeeees

What interfaces are available for Library (Source, Object, Executable
Code). Hanagement  Systems? Describe what the interface does, who
supplies: and supports the interface, and how it is implemented.

«..Yes ...No PANVALET/PANEXEC (Pansophic)
«sYes <. No LIBRARIAN

ees¥e8  +oHO OLBErs..esscescasiostcosrovecncssasssccscasases .:"..

What interfaces are available for Data Directory/Dats Base

Management/4th Generation Development Tool Systems? Describe what

the interface dces, who supplies and supports the interface, and how
it is implemented.

+..Yes ...No  PREDICT/ADABAS/NATURAL... (AG Software)

eo¥es ...No  IDD/IDMS-R/ADS... (Cullinet)

«..Yes ...No TIS/SUPRA/MANTIS.., (Cincom Systems)

9.3.3.3.£

«oifes o..No  DB2/QF... (IBM)

o Yes  «..No DA'.I:AC‘OH-DB/IDEAL. .+ (Applied Data Research)
«..Yes ...No. SIR-DBMS/SIR-SQL... (SIR)

«e:Yes o.No  MODEL 204... (Computer Corp)

ve.Tes +..No  Others..

eesssace

What interfaces are available for CAAT's (Computer Assisted Audit

Techniques) Development Tools? Describe what the interface does,
who supplies. and .supports. the interface, and how it is implemented.
+..Yes ...No  SAS (548)

vesYes ..sNo. PAMAUDIT (Paunsophic).

«..Yes ...No EDP Auditor (Cullimet}

vo¥es o.No  CARS (Sage)

ees¥e8 Lo NO  Others.ciceccescassevesssooesnrassscnesroccsnsstans
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9.3.3.3.8

9.3.3.3.0

9.3.3.4

93.3.4.a

9.3.3.4.b

9.3.3.4.c

9.3.3.4.d

What interfaces. ave available .for Text Storsge, Maintenance gnd
Retrieval Management Systems? Describe what the interface does, who
supplies and supports the interface, and how it is. implemented.
seoYes ...No  STAIRS (IBM)

ves¥es ...No  STATUS (United Kingdom Atomic Energy Authority)

seefed +oNo  Othersisvess

sarens “rresrene

What interfaces ave available for Data Communications Systems?
Describe what the interface does, who supplies and. supports the
interfsce, and how it is implemented.

vso¥es ..No  CICS (IBK)

ees¥es ..,No COMPLETE (AG Software).

+ee¥es ...No  ENVIRON/L (Cincom Systems)

vees¥es o NO  OLheTececcreresesseosoreesss

Security Operations.

Please describe the access coutrol philosophy and mechanism that is
the basis for the Data & Resource Access Control. System.

++sYes ...No Are there any differences in the level and/or type of
access control provided for data and resources when
operating in batch, online, or TSO wodes of operation.

When are users identified to the DGRAC system?
Please describe the procedure for all circumstapces.,
see¥es o.,No At Log-On Time?

«es¥es. ..No At Job Execution Time?

+es¥es ...No At Program Execution Time?

«e.¥es ...No Other..

sessacns

+esYes8 ...No Can the number of unsuccessful identification (User-Id}
and authorisation, (Password) attempts be controlled by
the Security Officer?
Please describe what. action is taken when the number of
failed attempts is exceeded.
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9.3:3.be

9.3.3.4.

9.3.3.4.g

9.3.3.4.h

9.3.3.4.1

9.3.3.4.

«seYes woNo Can the number of unsuccessful identification. and
autborisation sessions be controlled by the Security
officer.

Please describe what sction is taken when the number of
failed sessions: is exceeiled.

Please describe what facilities are provided. for changing passwords,
access, rules and other security parameters?

veo¥ea oo oMo Can certain security admimistration functions be
decentralised and/or delegated?
Please describe.

vas¥es ...No Changing Of Passwords?

.ss¥es ...No Setting Up Of User and/or User Groups?

veo¥es ...No Establishing Access Rules?

+eo¥e8 oooNo Production of Security Reports?

ses¥es 4, NO OtherBescacesesoessosssessacessassocsecsnnecssscanscen

+s:Yes .o.No Are enquiry facilities provided as part cf the gystem?
Please describe.

«soYes ...Ho Standard Enquiries?

+eo¥es ...No Ad Hoc Enquiry Facility?

+ee¥es ...No Are report facilities provided as part of the system?
Please describe.

«es¥es8 ...No. Standard reports?

«esYes ,..No Ad Hoc Reporting Facility?

Where iz all access comtrol activities recorded?

Please describe.

vesYes ...No SMF File?

+oe¥es ...No D&RAC Constructed File(s)?
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9433440k cooTen

veosYen
+soYes

«seTes
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+eoNo

«voNo
»eeNO

«»eNo

Are immediate potification facilities provided for

security violstions?
Please describe.

Security Counsole?
Operator Console?

Othersecess
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9.4

9.4.1

9.441.1

9.4.1.2

EVALUATION CRITERIA

EVALUATION MODEL's PARAMETERS:

Evaluation Point Distribution .

60 :Techuical Compliance
20 :Non-Technical Compliance
20 :Cost Model Comparison

100 Total Bagx Evaluation Points

HOTE: Cost Model Compazison will include cost of software purchase or
licence, software maintenasnce charges, implementation costs, training
costs, d ion costs, staff costs and exceptional
hardware resource costs.

Risk Assessment Evalustion Point Distribution.

Evaluation Points Risk/Exposure Scenerio:

- =5 Risk (1) That all tendered facilities are unot part of the
product's international product development
strategy, but some tendered facilities are local
(Australian) echancements.

Exposure: The exposure is the result of local developments
not being recognised by the primary DSRAC system
development area who may enhance the product to
eliminate or cause faults in the local
enhancements. The AAQO could spend considerable
time and effort implamenting a data security
strategy that may need costly changes: to mplﬂmen!:
new releases of the DERAC systenm.

Assessment: Level .of risk will be based on past (5 years)
. occurrances of these enhancements being made
obsolete and causing' disruptions to user sites,

~5 Risk (2) That the DSRAC software is not kept up-to-date with
the latest releases of the operating system and
other commonly availablé system software
- facilities.

Exposure: The AAO is forced to not implement new releases of.
the opertating system or system software because
the DSRAC system does not yet support them.

Assessment: Level of risk will be based on the software
vendor's past (5 years) record of releasing new
versions of the DSRAC system to operate with and
take advantage of new releases of the operating
system and/or other commonly used system softvare.
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94,2 EVALUATION DXTAIL CHECXING

9.4.2.1 Benchmarks
It is the considered opion of the Evaluation Team thay benchmarks
would be difficult to define and wmonitor. Therefore no benchmarks
will be required.

9.4.2.2 Demounstrations
A Qemm?a:ution of the administration activities will be required.
Thig will imclude defining users, establishing and changing
passwords, setting up access rules, performing enquiries, producing
reports and other data security administration. activities..

9.4,2,3 neference 8ite Checking
The main evaluation checking will be through reference site: checkmg
and site visits. The reference sites will be similar to the site
the Australian Audit Office will be establishing and will usesimilar
software to the system software selected by Evaluation Team.

The tenderer must provide details of three reference sites that have
used the tender software product for at least twelve months. Once
the software strategy for the AAO's host computer environmenr has
been. more closely detemmed, the tenderer may be required to specify
additional reference sites.

9.5 SUPPLY, INSTALLATION AND ACCEPTANCE

9.5.1 SUPPLY
[E—
The t.:endete: i:‘l..ll gupply the software product on & medium suitable
for installation. on the AAO host computer. Magnetic tape will be a
suitable media for delivery.

9.5.2 INSTALLATION
[ ——
The: :enderer‘: will be required to supply sufficient installation
support to instail the software on AAO0 host computer site in.
c:‘mhe:ta. AAO will provide support staff to assist the tenderer
with the installation,

9.5.3 ACCBPTANC!

(refer to profom acceptance procedure as specified in appendix D of
the tender).
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EVALUATION METHODOLOGY

1. ImODUG’tION
[EEE——" .
An evaluation hodology is a d d set of p d for
determining the (whole or part of a) tendered solution that moat
effectively meets (all or part of) the requ:.temen:a specxfzed within a
Request For Tender (RFT), It establishes the criteria by which (all or
part) tenders are assessed and selected for acceptance,

The tenderer's and the public's confidence can best be guaranteed by
ensuring that the selection process ig based or & evalustion methodology
and criteria that has been established and documented in advance of the
receipt of tenders, Adherence to the methodology and criteria must be
maintained throughout the evaluation process.

1.1 OBJECTIVES OF EVALUATION METHODOLOGY

1.1.1 Dif; iste: Tendered Solutions
To. establish a logical and defensible means for differentiating between
tendered proposals,

1.1,2 Select Most Effective (All or Part) Tendered Offers For Acceptance
Enable the tendered solution or combination of part tendered solutions
that most effectively meet the requirements of the organisation to be
selected on the basis of s criteria considered to be fair and
representive of the goverament's procurement policies (satisfies
appropriate requirements, is cost-effective, provides offsets and/or
Australian content, etc).

1.1,3 Reduce Unnecessary Effort By Limiting Scope Of Detailed Evaluation
Facilitate the determination of a shortlist of temderers through the
congideration of mandatory requirements (as specified in the RFT) and
cost~effectiveness. Tendered solutions can be eliminated from further
evaluation (all or part) if they can not meet (all or part) of the
specified mandatory requirements or the tendered cost is considerably
more than other appropriate tendered solutions {(this consideraticn would
only apply when a reptesentatwe selection of tendered solutions do meet
the d d. y requi J.

1.1.4 Provide Ranking Of Shortlisted Tenderexs
Facilitate the ranking of shortlisted tenderers (for all or part of the
requirement) through the consideration and assessment of mandatory,
highly desirable, desirable and .optional requirements {as specified in
the RFT).

1.1.5 Provide Demonstratable Selection Method
Provide 2 demonstrable method for determining the tank:.ng of shortlisted
tendereu (for all or part of the requirement) by assessing
of tenderad. solutions, whole-of-life costs comparisons
and risk assessments.
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1.2

1.2.1

ASSESSING APPROPRIATENESS

The a y t of i of tendered solutions requires
uub]ecl:wa Judgemenn by the Evaluation Team. It is necessary for the
criteria of these judgements to be determined and documented béfore
receipt of tenders to. avoid the likelihood of their béing inflienced by
the contents of the tenders,

Appropriateness cau be assessed using various criferia, including
compliance with (technical and n hnical) requi , overall
cost, cost—effectiveness and risk assessment.

Compliance With Requirements

The RFT documents the mandatory, highly deiinble, desirable and
optional requi « Each requ can be given a weighting
indicating its preceived importance to the overall solution, During
the evaluation, the Fvaluation Team may assigh all or part of the
weighting based on their of the dered solution's
appropriateness to satisfy the requirement (100% would be total
compliance or appropriateness in satisfying the requirement).

Care should be taken to ensure the most importast requirements xeceive
proportionally the greatest weighting, otherwise a poor solution with
many optional features may score a higher total weighting than a more
bagic but more appropriate solutiom..

1.2,2 Overall Cost and Cost-Effectiveness

The cost of the solution in the £irst year and its total real cost over
a whole~of-life model (five to ten years) should be congidereds The
lowast cost (total first year and/or whole~of-life cost) offering may
not (and often does not) provide the most cost-effective solution when
hidden costs and unattainsble benefits (savxngs) are considered.

The tendered price should not be the only basis for calculating cost.
The cost of support for training, installation, fault analysis &
correction, consultancy, etc need to be included id amy cost snalysis,
In addition, operating costs including usage of consumables, power
operating of air conditioning, etc meed to be calculated for the w _le=
of~life to obtain an accurate and fair cost comparisons.

The additional cost components mey be tendered items priced within the
tender or it may be necessary to estimate the cost for their provision
from external sources. The total calculated costs for the first year
and whole-of-life are required to obtain fair and defemasible cost
comparison.

A cost model of all relevant cost components should be established in
the RFT and should include not. only hardware & software costs, but also
:raining, installation support, maintensnce, required comsultancy
services, consumables, etc for the whole~of~life of the solutiom. Only
items preceived as being required .and of significant vati-nce bétween
tendered solutions should be utilised.
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1.2.3 Risk Assessments.

Sore tendered solutions may present certain risks or exposures. (promised
technology mot yet proven, start up company that may not survive,
difficulty in obtunmg trained specialist staff, etec). These risks
can be significant in relation to selecting the most appropriate
tendered solution.

A ugnxfxcmc risk factor may be the xrisk associated with mixing and
:.m:egucmg hardware from different venders. Equipment interfacing is
quite. complex end any problems may result in costly unplemeutauon
delays. and' interruptions to project schedules. In addition, equipment
maintenance (fault analysis and correction) is usually fragmented
between the. various venders and detailed identification of faults often
becomes the responeibility of the Department when two venders each claim
the fault originates in the others equipment. The merits of miunimising
risk while maintaining cost-=effecti oust form an significant
evaluation criteria.

Risk assesament. will be prmu:.ly a subjective judgement made by the
Evalustion Team. Ascsessing rukn/expoautes for all requirements would
be difficult and in some cases it would be irrelevamt, It will aplly
only to dreas were preceived risks are considered to be of importance to
the evaluation process. Selective use of risk assessments should be
applied. to achieve the best results.

Documented evidence of actual situstions are needed to support risk
assessments,
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2.

2,1

WEIGHYED COMPLIANCE/COST/RISK EVALUATION MODEL

A syatem of evaluation points lnd veqhtxngu can be used. for as
the appropriateness and cost-ef: + Each ptab
tender of hlrdvue, software and service will be assigned s maximunm of
100 evaluation points. The 100 evaluation points will be divided into.
Technical Compliance, Non-Technical Compliance and Cost Compariscn.

The actual distribution of the 100 evaluation points is subjectiyely
determined by the Evaluation Team based on the importance of each
assessment category for the tendered item.

Weightings are assigned to each individual requirement, The magnitude
of the weighting will depend on the Evaluation Teams preceived
importance of the requirement., The Evaluation Team will assess each of
the tendered solutions and they will assign 0 to 100% of maximum
weightings. The total assessed weightings for esch evaluation category
will be normalised to obtain the corresponding evaluation points.

Risk assessments are selectively applied as minus evaluation paxntﬁ.
Risk evaluation points should be no more than 20 evaluation pomtl
Many part tendered solutions will have a very low putenull for 1! and
therefore will have s maximm number of risk evaluation points of five
or less.

COMPLTANCE WEIGHTINGS

e

Each technical and non~technical requirement will be assigned a maximum
weighting indicating its preceived importance to the overall solution.
It is not oecessary to restrict the total number of assigned weightings,
since each evaluation category will be normalised to calculate the
corresponding evaluation points

Each tendered solution is' assessed for each requirement and given all ox
part of the weighting assigned for the requirement. The assigned
weighting indicates its relative appropriateness in. complying to the
requirement,

The weightings will be subjectively determined by the Evaluation Team
using the following guidelines:

{a) The size of a weighting should be ranked in actordance with its
specification (within the RFT) as being mandatory, highly desirable,
desirable or optional. Mandatory requirements should have higher
vankings than highly desirable; highly desirable requirements
should have higher ranking than desirable; etec.

(b) The total weighting of mandatory requi: . should be g than
the summation of all the highly desirable, desirable and optiomal
weightings. The total weighting of the highly desirable
vequirements should be greater than the summation of all desirable
and optional weightings. The total weighting of the desirable
requirements should be greater than the summation of all the
optional weightings.
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2.1.1

During. the evaluation process, the evaluation team will assign a part
weighting (0 - 100% of each weighting) for a tendered solution. The
part ve:.ght:.ng will be subjectively uugned based on the Evaluation

Tean's of the dered solution's fulfillment of the
requirement,.
To azsist in the dard for each

requirement will be documented and applied: to each tendered solution.
Each concern. will have a ve:.ghcmg assigned to it and this will be
subtracted from the requirement's: total weighting if the Evaluation Tesm
believes the concern applies to the tendered solution.

Technical Compliance

Technical compliance can be d by d ining whether the tendered
solution aatisfies specific technical requirements that have been
specified in the RFT as mandatory, h:.ghly desirable, desirable and

‘optional, Each requirement can be given a weighting that ranks its

importance to fullfill a major technical requiremeat,
EXAMPLE: DP/WP/PC PRINTER
Weighting Technical Requirements

25 It is mandatory that the printer is capable of printing an
A4 page of text in less thar 30 seconds.

25 It is mandatory that the printer handle A4 paper as
individual sheets that are automatically loaded. without
operator intervention.

25 It is mandatory that the quality of printed output is
correspondence quality {solid letter formatiom with no
discernable dota) and it photocopies with minimal
deterioration of letter formation.

5 It is mandatory that the printer operates in normal office
conditions (15 ~ 30 degrees celcius, 10 - 80% humidity, 240
volts/50 Hz/single .phase power).

25 It is mandatory that the printer operates with msin CPU and
software being tendered .

25 It is mandatory that the printer supports text and graphic
output as one device (otherwise two printers must be
offered).

20 It is highly desirable that .the printer supports MS-DOS

software and it has appropriate drivers (IBM, EPSON, etc) to
interface to most personal computer applications,

20 It is highly desirable that the printer operates at. less
than 50 decibels of noise,

20 It is highly desirable that a variety of typefonts is
available and easily interchangeable,
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15 It is desirable thit the printer handles quarto and'
foolscape paper sizes that are automatically losded without.
operator intervention. -

15. It is desirable that the printer's paper sheet: feed
mechanism can handle two or more paper bins that can be

programeically selelected for operation: (one for letterhead,.

one for blank paper, etc.)
5 It is optional for the printer to have different toloured
impression agents (ink, ribbons, toner, ete) available..

2.1.2 Non-Technical Compliance :

2.2

Non-technical compliance includes ‘areas. such as easy of use, ease of
training staff, productivity, ease in hiring trained. staff, ability of
vender to provide training and specific types of support, etc., Each
pon-technical requirement will again be classified as mandatory, highly
desirable, desirable or optional with a weighting that ranks its
importance to fulfill & ma jor non-technical requirement.

EXAMPLE: DP/WP/PC PRINTER
Weighting Non-Technical Requirements
25 It is mandatory that the printer has an operator's manual

written in english that is easy to follow for all the
features of the printer.

25 It is mandatory that loading of paper be simple enough for
office staff to perform from .instructions sttached to the
device.

25 It ia mandatory for the printer to be reliable at loadings

of 10,000 pages per month.

20 It is highly desirable for the repl of the i ion
agent (ink ribbon, inkjet cartridge, toner cartridge, etc)
to be performed without any possibility of the operato. )
being dirtied in anyway. -

15 It is desirable for the printer to require only fault
correction maintenance and not require regular cleaning and
preventative maintenance. .

COST COMPARISON WEIGHYINGS

Cost appropri the. tendered solutions. cost=benefits in
relation to predetermined cost model values over the whole-of-life cost.
Individual weightings can be assigned t6 each of the five to ten year
cost components, however the total year one cost and the total ten year
cost are the most significant.

Unlike the technical and non-technical weighting assessments which are
always positive, cost comparison weighting assessments can be positive

or megative. The cost comparison weighting assessment is calculated
not subjective. . o
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2.2.1

Cost Comparison Weighting =

(Modeled Cost ~ Tendered Cost) .
1+ g ) * Weighting
Modeled Cost

In this way expensive solutions are proportionally penalised while more
cost-effective solutions are bepefited.

WHOLE-OF~LIFE COST MODEL

The whole—of-life cost model represents the total cost fqr a five to ten
year period using discounted cash flows., It will contain all cost
components associated with a major requirement. There will be a whole-
of-life cost model for each allowable part tender.

EXAMPLE: DP/WE/PC PRINTER

Degcription 07 : 08

Printer (Purchase)
Parallel Interface
InltllllTnig (1day)
Typefonts (5 :
Yey.::lg'nmintenmce 6 966:1062:1169:1286:1415:
Cartridge (100each) :1000:13100:1230:1331: 464:1610:1771:1948:2142:2357:

Yearly Total 17790:1760:1936:2129: 23422 2576:2833:3117:3428: 3772

10. Year Total : 27,683 .

GENERAT, ASSUMIIONS:

(1) On=going cost will increase at a rate of 10% per year compounded.
(2). 100,000 pages per year will be printed.

PRODUCT' SPECIFIC ASSUMPTIONS: -

(1) Cartrdge will print approximately 10,000 pages.

¥OTB: above example is not a discounted cashflow.

2.2.2 Cost Comparison Weighting

Prior to the receipt of the tenders, the Evaluation Team will estallulish
the cost comparison weightings and whole-of-life cost' model. During
the evaluation process, the Evaluation Team will calcula'xr.e the actual
vhole—of~life cost model for each of the: tendered solutions.
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2.3

EXAMPLE: DB/WP/PC Printer

Cost Weightings: 25 =— Year 1 Total Cost
25 - 10 Year Total Coat

Whole~0f-Life Cost: 7,790.00 - Year 1 Total
27,683.00 ~ 10 Year Total

Printer A Whole-of-Life Cost: 6,500:00 - Year 1 Total
31,000.00 ~ 10 Year Total

Year 1 Cost Weighting = (1 - (6,500 - 7790)/7790) * 25. = 29,14
10" Year Cost Weighting = (1 - (31,000 - 27,683/27683) + 25 = 22,00

Cost Comparison Weighting = 51.14

RISK ASSESSMENT

P e—

In addition to the technical compliance, non-technical compliance. and
cost comparison comsiderations, risk of individual tendered solutic
mst be considered. Risk/exposures can be determined by the Evaluation
Team and negative evaluation points applied. During evaliation process
0 to 1002 of the risk evaluation points can be assigned.

EXAMPLR: DP/WP/PC Printer

Points Risk/Exposure
2 Printer uses non~standard ribbon or cartridge only
obtainable from printer's manufacturer.
2 Printer is manufacturered by new start-up company.
4 Printer uses new, unproven printer technology.
10 Some. of the features tendered are 'futures' which may be.

delayed or never delivered;  full acceptance testing can
not' be performed during evaluation period..
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3.

WORMALISING COMPLIANCE/COST WEIGETINGS.

The total weighting for technical compliance, non~technical compliance
and. cost, conparitons are .only meaningful within their own evaluation
category, Each weighting total must be normalised to equate with it
corresponding maximum evaluation points,

ESTABLISHING EVALUATION POLNTS

Prior to the receipt of tenders, the Evaluation Tesm will proporcinnglly
allocate the evaluation points to. each of the evaluation categories i.e.
technical compliance, non-technical compliance, cost comparisons and
risks.

The following guidelines should be followed:

(a) The total of the technical compliance, non~technical compliance and
cost comparison evaluation points should equal 100 evaluation
points,

{b) Risk evaluation points should equal no more than =20;
less and even be zero.

it may equal

(¢) The proportion between technical compliance, non-techuical
compliance snd cost comparison evaluation points should be
established based on the Evaluation Team's considered opinion with
no one category making up more than 60 pointa.

RORMALISING WEIGHTINGS TO OBTAIN EVALUATION POINTS

Each part tender will have its technical and non-technical requirements
established and weightings assigned, a whole-of-life cost model will be
developed and risk/exposure model produced. Each shortlisted part
tender will be assessed and its total weighting for each evaluation
category calculated,

The following formula will be used. to normslise the weightings to obtain
evalustion points within each category.
ASSESSED EVALUATION POINTS =

TOTAL ASSESSED WXIGHTINGS
* TOTAL EVALUATION POINTS

TOTAL POSSIBLE ﬂ'BIGBTIi!GS

NOTE: the total number of evaluation points for cost comparison can be
greater than its assigned number of evaluation points.

Evaluation Methodology .By David Angeloro (Draft 17th March, 1986)
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3.3

TOTAL ASSESSED EVALUATION POINTS

At the end of the evaluation, the Evaluation Te i

e ¢ t am will add the techni
compliance evaluation points, non~technical evaluation points c":nxcnl
comparison evaluagzon points and risk evaluation points (vhicl': are
negative) to obtain the evaluation total,

The highest evaluation total vill receive the recommendation.

Evaluation Methodology By David Angeloro (Draft 17th March, 1986)
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4.2

EVALUATION PROCEDURE

The following procedure will be used to to prepare, document and use the
Evaluation Methodology and Model,

PREPARATION OF REQURST FOR TENDER

The Evaluation Teem will prep and d the Request For Tender
(RFT) using format agreed to by DOLGAS. The following items (not
exclusive) will be prepared for each part tender:

(1) The Evaluation Methodology will be reviewed and approved by the
Audit Office Management and DOLGAS; it will be documented and
included in the RFT.

(2) All technical and non-technical requirements will be determined and
documented; 1no compliance weightings will be included in the RFT.

(3) Whole-0f-Life cost model pro forma will be developed and documented
within the RFT; no dollar costs or cost comparison weightings will
be included in the R¥T.

(4) Risk/exposure. scenerios will be determined and documented within the
RFT: the risk evaluation points will be diocumented within the RFT.

(5) Evaluation points for techuical compliance, non-techmical

compliance, cost. comparison and risk assessment will be assigned and
documented within the RFT.

DURING PREPARATION OF RFT AND BEFORE OF TENDER CLOSING DATE

The Evaluation Team will prepare amd document an Evaluation Model in
accordance with the following procedures:

(1) Compliance weighting will be assigned and documented for each
technical and non-technical requirement as per the guidelines
documented within the Evaluation Methodology.

(2) The whole-of-life cost model will be developed using typical costs
obtained from a variety of industry sources; cost comparison
weights will be assigned and documented for the cost comparisons.

(3) Risk evaluation points for the risk/exposure semerios will be
assigned and documented,

(4) Evaluation model will be reviewed and approved by the Audit Office
;5 if y modifications will be made.

(5) Evaluation model will be lodged with DOLGAS prior to the tender's
closing dste. -

Evaluation Methodology By David Angeloro (Draft 17th March, 1986)
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4.3 DURING' RVALUATION FROCEDURE

The Evaluation Team will use the folldwing prodedure for assessing, each
part tender,

(1) Part tenders that do mot satisfy a mandatory requirement will be
rejected from further evaluation; if the Evaluation Team considers
it unreasonable (through discussions with tenders and management),
the mendatory requirement will be reclassified as highly desirable.

(2) The whole~o£-life cost models will be developed for each part
tendered solution; the cost comparison weightings and evaluation
points will be calculated. Each shortlisted tender will be ranked
by cost comparison evaluation points; lowest real cost tender will
be ranked at top. '

(3) Board evaluation of the part tender's compliance will be performed
through reference checks and tender's discussions;  this will
involve assigning 100% to each technical and non-technical
requirement for which the tender complies; the 'first pass’
technical and non-technical compliance weightings will be assigned.

J
(4) A shortlist of tenders for the part tender will be selected using
assessments from steps (1), (2) and (3) above.

Step (1) will eliminate tenders that can not fully satisfy the
d d d y' requi .

The: compliance weightings will be totalled for the highly desirable,.
desirable and optional requirements (NOTE: the mandatory weightings
are exciuded, since at this stage they will be equal for all
remaining tenders) will be added and normalised to obtain 'first
pass' evalvation points; the calculated compliance and cost
comparison evaluation points will be addad for each part tender and
the part tenders will be ranked.

The risk/ekposuré scenerios will be assessed and risk evaluation
points assigned for each part temder; each risk evaluation points
will be documented with the reason for asgessing the level of risk.

The shortlist will be madeup of tenders within 257 of top ramk. )
'first pass temder'. )

(5) Detailed evaluation will thén commencé and it will involve
verification of the level of compliance achieved for each mandatory,
highly desirable, desirable and optiondl requirement. This will be
performed through d stration, detailed ref e checking,
benchmarking, techuical discussions with tenderers and acceptance
testing, Each tender will have their detailed compliance
weightings detérmined and the reasons for assigning part values will
be documented,

Evaluation Methodology By David Angeloro (Draft 17th.March, 1986)
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(7) After detailed evaluatiom, the evaluation points for technical and
non-technical compliance will be calculated and l§ded to the cost
copparison evaluation points. Risk evaluation will be subtracted
from the total; the part tenders will be ranked by total number of

- evalustion points assessed.

(8). The Evaluation Report will be prepared and re dation. to proceed
with negotiations with top ranked tenderer will be formslly
presented by the Evaluation Team,

Evaluation Methodology By David Angeloro (Draft 17th March, 1986)
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P86/37

The Secretary

Department of Local Government and
Administrative Services

GPO Box 1920

CANBERRA A.C.T. 2601

Attention : Mr. R. Rubie
CERTIFICATE OF EXEMPTION

1. The Australian Audit Office (AA0) has Government
endaorsement, subject to review by the Joint Parliamentary
Committee of Public Accounts (JCPA), of a proposal to acquire
and implement a central computing facility together with a
series of local network facilities in Central and Regional
Offices. These facllities will be used to develop and implement
a range of Information Management Systems and Audit Support
Facilities over the next 3 - 4 years.

2. It is a decision of this Office that the element of the
overall RET relating to the central computing facilities shoulid
be restricted to IBM Compatible equipment. The network,
including the Central Office node, and associated peripherals
and software will be open to public tender. I am therefore
seeking your agreement to a Certificate of Exemption for that
purpose.

3. This issue was discussed with officers of your department
on March 20 1986. Following that discussion, in a letter dated
3 April 1986 Mr Ruble of the Major Puxchasing Branch of your
department requested further information on the reason for the
proposed restriction. This is provided as Attachment A.

4. In his letter Mr Rubie raised a number of concerns about
the A20’s proposal to restrict its tender. I believe these are
adequately covered in the attachment but will comment. separately
on the issues raised to ensure that there is no misunderstanding
about these particular points.

5. The points made are as follows:
a) "Your officers would also need to familiarise

themselves with other non~IBM software which 1s
owned by the Commonwealth."
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b)

It is agreed that the selection of a IBM compatible
equipment will not provide. ARO staff with experience
with products used by auditees with non~IBM
squipment. However, following the experience in
overseas audit institutions, the AAO has already
commenéed to develop a standard interfade for the
majority of Computer Assisted Audit Techniques
(CAATs) that are used in’'the audit of financial
gtatements. This initiative is intended to provide
a standard interface, famillar to all audit staff,
thus minimising the necesslty for audit staff to be
familiar with the large number of different DP
environments encountered at auditees. The data will
either be transferred from the auditee site to the
AAQ site, generally by magnetic tape, or the

* standard CAATs interface will be temporarily loaded

onto the auditee site, assuming that the auditee has
a compatihle enviromment. This approach has been
trialled and gained the general acceptance of audit
staff.

However, the CAATs used in the audit of financial
statements represents only part of the general use
of CAATs. Specialised CAATS are required to support
project audits and these CAATs vary with each

audit. Therefore, DP audit staff will have to be
able to quickly develop some form of system to
support the audit. Once again, this may have to be
done at the auditee site.

Therefore, whilst the DP audit staff will have to
potentially use a wide range of different equipment
the IBM compatible  environment will still be the
most ¢ommon environment they are likely teo

-encountar. Familiarity with the IBM compatible

environment will obviously improve productivity more
than familiarity with. any other environment.

"System familiarisation in the IBM environment could

‘be achieved in the same way in which you plan to

deal with the present non-IBM environment.®

The task of ensuring audit staff, both DP and field,
have sufficient knowledge of particular environments
is a major problem for the AAO. DP audit staff
generally encounter several different DP
environments as they progress from one audit to the
next. Due to the high staff turnover and the
competing demands for DP specilalists, it is rarely
possible for one DP auditor to specialise in one
particular environment and be available for related
audits. In reality, whoever is available will be
allocated. to the next audit.
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d)

As the IBM compatible environment i3 predominant the
major training requirement is in respect to this
environment. Therefore, if our DP audit staff were
famtliar with an IBM compatible environment through
the use of the standard AAQ facilities, the overall
training requirement will be minimised. Training in
other environments will remain a problem for which
there is no straightforward solution.

"Irrespective of the hardware you acquire your
officers will need to undergo extensive training in
the software to be utilised throughout client
departments.”

As already outlined, the AAO’s strategy is to set up
an environment that in the f£irst instance will be
used at the AAO site on files extracted from the
auditees. While the AAO will continue to develop
some CAATS at auditees sites, the requirement for
training is minimised 1f the audit staff are
familiar with an IBM compatible environment.

"If familiarity with software running on IBM systems
is crucial for audit purpeses then this can be
achieved by either taking advantage of suitable
training courses and/oxr by using client/bureau
computer resources through networking."

This approach has already been tried and has not
succeeded. In the past the AAO has used training
courses to upgrade its DP specialist’s knowledge of
a particular category of equipment and has found
that even with DP specialists, training courses do
not provide the level of expertise generally
required for the audit of complex DB systems. In
practice, the DP specialist has to draw on his
overall DP experience and relate thls as best they
can to the particular enviremment. This problem is
exacerbated by the fact that at present the DP
specialist receives very little "hands on" practical
experience as part of the general audit role.
Therefore, his overall DP experience becomes "out of
date" compared with the constant change in the
technologies used by auditees.

The use of client/bureau facilities has. also been
tried and has not succeeded. In the past the AAQ
has used the facilities of the Department of Health,
the Department of the Special Minister of State and
currently uses: CSIRONET. 1In all casss these
external bureau services have not been able to
provide the level of service required, mainly due to
the priority of their own resource requirements,
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- The above comments reflect one of the main reasons
the AAC is seeking the acquisition of its own
facilities, Given that the use of the A&O
facilities as part of the general audit task will
increase the level of DP awareness of all staff,
especially DP specialists, then the maximum benefit
from this investment will be achleved 1f the AAQ has
an IBM compatible environment.

e) "You may acquire smaller systems from different
vendors capable of running typical software which is
being used in different departments of the
Commonwealth."

This approach is considered impractical. It would
require a significant continuing investment in
resources to set up and maintain the many different
environments and the benefits of such an approach
are unclear.

6. The basis behind the AAO’s quoted figure of 60% of
auditees with an IEM compatible equipment i1s outlined in the
attachment. We have investigated this further and from this we
have found that 46% of all auditees operate in the IBM
compatible environment., More importantly, 71% of the large and
medium sized auditees operate in the IBM compatible
environment. The AAO is aware that its information base is not
complete and would be interested in knowing any information
DOLGAS maintains about departments’ computing facilities.

1. The apparent discrepancy between your experience and our
assessment could be explained by the fact that the AAO audits a
large number of government entities that do not purchase
computer equipment through your department. The point to be
recognized is that it would not matter if the IBM compatible
market share was even as low as 30%. IBM compatible equipment
is the single category of computing equipment that is used by
the maximum number of auditees and the selection of that
category of equipment will enable the AAO to better position
itself to effectively audit in the increasingly computerised
environment in the future.

8. The AAC recognizes that the selection of an IBM compatible
environment will not solve all of its problems. It will,
however, maximize the benefits to be gained from the significant
investment in information technology and provide a strategic
environment for the futuze.

M.J. Shanahan
Assistant Auditor-General
DE Branch

9 April 1986
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APPENDIX 7

Australian Audit Office Letter of

24 April 1986
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Adaress correspordence 0
Auditor-General
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Tetegrams ‘Comaudit

Telex 61653 Comaud
Telepnone 484711

Secretary

Joint Parliamentary Committee of Public Accounts
Parliament House

CANBERRA. A.C.T.

COMPUTER ACQUISITION PRCPOSAL BY THE AAQ

L. The attached information is provided in response to the
formal requests for written responses made at the public hearing
on 17 April 1986 as clarified between Ms Cronin of the
Secretariat and Mr Rossell of the AAO.

2. Mr Angelcoro has indicated that in response to the
Committee’s request to him personally, he will make a separate,
private submission on his perception of the adequacy of the
existing DOLGAS guidelines.

3. For the AAOQ’s part, we are currently modifying the papers
prepared by Mr Angelorc on. the RET Strategy and the Evaluation
Methodology for formal presentation to DOLGAS. A meeting with
DOLGAS has been arranged for Thursday, 1 May 1986. The
Committee will be kept informed on the progress of our
discussions with DOLGAS.

4. Por further information please contact Mr Max Shanahan,
Assistant Auditor-General DP Branch, on 484810 or Mr Bruce
Rossell, Director Computer Services, on 48480S5.

Gttt
B.T. Kimball
Acting First Assistant Auditor-General

Corporate Management Division
24 April 1986
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QUANTIFICATION OF BENEFITS

The AAO included in the DP Strateglc Plan Section 9 a
statement addressing cost/benefit considerations. The
statement, based on the PSB Guidelines on preparing DP
Strategic Plang, outlined the non-tangible and tangible
benefits associated with the project. The difficulty
that faced the AAO when: preparing the statement was that
benefits were extremely difficult to quantify. It was
recoghized that the benefits would not be realised in
monetary terms by staff savings or staff redeployment,

The underlying pressure for the AAO to seek the proposed
investment in Information Technology arose from the fact
that auditees were increasing their investment in that

area. It was considered that, for the AAO to be able to

be effective in the future, it needed to make a similar
investment so that the experience gained from the use of
technology to suppart its own activities would give the
B3O the skills and experience to audit other
organisations use of technology.

As input to the development of the DP Strategic Plan,
the BAO undertook a major review of information system
and audit support needs which would increase the overall
effectiveness of the AAO in 1its audi€ actlvities. The
benefits of the proposal were seen to be the following:

Improved target selection. This would be as result of
better information base on auditee activities. The
result would not be more work undertaken but more
effective use of audit resources

Improved Resource Management., This would be as a
result of improved information on audits in progress.

Improved Audit Quality. This would result from the
use of computer assisted audit techniques to assist in
the evaluation process in audits. It would also result
from closer involvement of senior staff in audits once
staff were freed from the considerabls manual effort
involved with the current manual information systems.

Increased Auditor Productivity. Some improvement in
auditor productivity would result from the introduction
of Audit Support facilities, Office Automation and
Office Information facilities. However, such ah
increase would be channelled into improved audit quality
or into undertaking more audit tasks, and would
therefore be difficult to measure,

244

The AAO attempted to develop guantitative benefits to
support its proposal and could have used these to
determine a nominal cost/benefit ratio. However,
because of the nature of the calculations, they would
have been difficult to substantiate over time. The AAO
does not believe it should support its proposal with
figures that canhot be verified over time with empirical
evidence: we would indeed be critical of any auditee
that purported to do so. Moreover, the AAO considers
the proposal 1s adequately justified on the basis of the
identified qualitative benefits and would recognise a
gimilarly justified qgualitative assessment of benefits
proposed by auditees,

It s however the AAO’s intention to take steps to
assess the level of success in achieving its

objectives. As part of developing each System Proposal,
the objectives and anticipated. benefits of the system
will be stated and will be assessed over time in
qualitative and, where possible, in quantitative terms.
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STAEE AND NON-STAFF ABSORBED COSTS

The DP Strategic Plan, and the cost schedule included
with the original JCPA Submisgion, attefipted to identify
the total cost of the project including all staff costs
and associated overheads. This inecluded both full-time
and part-time assistance f£rom existing staff. 1In
accordance with the guidelines for preparing DP
Strateglc Plans, contained in Personnel Managément
Manual Volume 4, the staff costs included an 85%
overhead component. . ; '

The main difficulty we have had is in explaining that
this approach, albeit literally in accord with the
strategic planning guidelines,. led to the inclusion of a
large notional cost element, having no budgetary
implications. This is because .the user staff, audit
review staff, -and some of the DP staff involved in the
project are accommodated within existing AOSL limits.
Only those staff which require additional .AQSL cover
lead to an incremental cost in-a budgetary sense,

In an endeavour to overcome confusion axising from that
presentation, the revised cost schedule omits both. the
direct and overhead costs associated with the staff
accommodated within existing AOSL levels. In relation
to the staff for which additional AOSL. cover is needed,
the revised cost schedule includes only direct costs.

In the original cost schedule’ provided to the Committee,
the DP staff "absorbed" costs related to the existing 10
AOSL cover allocated to the Computer Services Section
{costed at $60,000 per persoh including the 85% overhead
component). The User Staff Figures were derived from
Section 8 of the DP Strategic Plan. The Audit Review
component was included to ackhowledge ‘the importance of
this requirement.

The revised cost schedule has recognised that there will
be a need for additional AOSL cover of 3 to allow for
the establishment of an Information Management Section
outside DP Branch. An outline of the functions of this
sectlon was included as Attachment F to the
supplementary submission of 10 April 1986.

The non-staff absorbed costs in the original cost
statement were "Computer Time for CAATz" ($1.1m) and
"Existing DP expenditure" {$0.99m).

The "Computer Time foxr CAATs" absorption was identified
because it represented expenditure essential to the
audit task and would be required even if the acquisition
proposal was not proceeded 'with.
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As already indicated, the subtraction of the "Computer
Time for CAATs" item has caused confusion. In
hindsight, 1t should not have been subtracted as it was
not included in the "Computer Time" item. The result of
the subtraction was that $1.1lm of the $1.48m for
computer. time was shown as "absorbed".

The "Existing DP expenditure™ item in the original cost
schedule represents the progressive absorption of the
existing Computer Services budget as the acquisition
proposal takes effect.

The revised costing submitted to the Committee more
simply represents the total expenditure for both
existing commitments and the proposed acquisition. The
existing budget ($380,000 p.a.) s subtracted as the
last item, thus highlighting the difference between the
total expenditure and the additional expenditure.

RECONCILIATION OF ORIGINAL AND REVISED COST SCHEDULES
The overall increasé in additional expenditure was from

$12.8m to $15.2m. The majér components of this increase
are as follows:

(a) increase in "Mainframe: Hardware" and “Operational &
Development Software" of $1.6m. This was due to the
costing deficiencies: identified in the report by Mr
Angeloro, and

(b) increase in "Ongoing: Costs™ of $0.8m. The major

component of this is an' additional $660,000 for
"Software Lease/Maintenance” as identified in the
report by MY Angeloro.
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RET STRUCTURE AND EVALUATION METHODOLOGY

The structure of the RFT and the evaluation methodology
is an important issue that must be resolved before the
ARO can proceed with the development of its RET.

Further to the evidence given by Mr Angeloro at the
public hearing, the AAC has checked the document
inviting expressions of interest in providing
consultancy services under which Mr Angeloro has been
engaged. This document stated:

"The second part [of the assignment) is a review of
subsequent progress with the development of the RFT
and the development of an evaluation methodology in
accordance with the DOLGAS ADP Acquisition
Guidelines {(May 1981)."

A copy of the document is attached.

The decision to seek a consultant to establish the
evaluation methodology for the AAO acquisition arose
from the concern that the evaluation methodology was a
critical factor in ensuring that the AAO obtained the
most appropriate solution to its requirements. Mr
Angeloro was requested to develop an evaluation
methodology in accordance with the DOLGAS guidelines.

The reports prepared by Mr Angeloro, as part of his
consultancy assignment, outline his perceived problems
with the existing guidelines as they relate to the A20
acquisition and recommend an alternative RET structure
and evaluation methodology. The evaluation methodology
was discussed with officers of DOLGAS on 20 March 1986.
A response from DOLGAS was subsequently received noting
some difficulties with the proposed methodology.

The initial AAO reaction to this proposed evaluation
methodology was favourable in that it appeared to be in
accord with the spirit of the guidélines and overcame
some of the perceived problems. The major advantage is
that the proposal allowed the many varied elements in
the proposal to be weighted differently and thus allowed
the evaluation methodology to be more specifically
tailored to take account of the differing
characteristics of the various elements.

The problems anticipated by the AAO in relation to the
existing RET structure are as follows:

(a) the existing DOLGAS "Pro~Forma M™ RFT does not
easily accommedate the anticipated requirement for
20 part tenders, to maximise Australian and small
vendor participation. A list of the anticipated
part tenders is attached, and

.10.

W11,

(b) the AAO RFT is expected to exceed 1,000 pages of

which a single part tenderer may be required to
respond to less than 100 pages. Under the current
Pro-forma M each part tenderer is required to read,
interrogate and understand the entire document to
ensure thelr response is complete and accurate,

The advantages of the RET structure proposed by Mr
Angeloro are as follows:

(a) a part tenderer will be able to assess the relevance
of each section and then respond to the requirements
speclfied in a single complete section

{b) the RFT specification team are ahle to focus on a
complete part tender by consolidating these issues
into one single section. This expedites the
preparation, review and management acceptance of the
RET document, and

_ {¢) the effort expended in developing detailed

questionnaires to be included in the RFT
stgnificantly reduces the time taken to ascertain
relevant informatian during the evaluation process.
It also minimises the potential for errors resulting
from the evaluation team having to ascertain
information from brochures and other reference
material supplied by the vendor.

One reservation concerning the propesed structure
relates to the segmentation of the REFT into part
tendexrs. As proposed, this structure may cause some
difficulties in assuring that the proposed solution is
adequately integrated across all the part tenders.

To overcome this reservation it is proposed to include a
section detailing the integration requirements in each
separate part tender. It is also intended to discuss
with DOLGAS the feasibility of including the integration
requirements in the evaluation methodology.

The AAO is congerned that the accepted interpretation of
the existing evaluation methodologiles, as specified in
the DOLGAS guidelines, will not necessarily lead to the
selection of the best solution for the requirements of
the Office. It is important to note that the DOLGAS
guidelines. contain only a very brief ocutline of each
methodology. -

In some areas of thes tender it is possible for low cost
to dominate requirements inappropriately and lead to a
solution which will adversely effect the strategic
development of the AAO requirements. ‘The DOLGAS
suggested solution to this problem is assign the
weightings carefully. The AAO considers that this is an
inappropriate solution to a problem with the guidelines
as vendor costings would need to be anticipated hefore
the tender closed in order to ensure the weightings were
adjusted appropriately.
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4.12.

4.13.

The proposed evaluation methodology allows cost to he
welghted against requirements. This weighting process
would be identified in the RFT allowing vendors to
assess the effect of a low cost solutionh against
technical and non-téchnical compliance.

The AAO is also concerned that, as a first time user,
the level of support offered by the successful vendor is
an important factor in minimising the risk to the ARO of
technical problems adversely affecting the project. The
proposed RPT structure and evaluation methodology cater
for thig both in the cost model and in the assigning of
welghtings for identified potential risks related to
particular solutions.

In general, the AAO is of the opinion that the proposed
evaluation methodology represents a fair and defensible
means of evaluating the various complex tender
responses. The AAC has further reviewed the methodology
as submitted by Mr Angeloro and is of the opinion that
with some relatively minor revision it falls within the
exlsting guidelines. It. should be noted that the
existing guidelines outline, in very brief terms only, a
series of possible evaluation methodologies, The
approach proposed by Mr Angeloro 1s consistent with the
"Weighted-Scoring Technique" included in the guidelines.

It is anticlipated that agreement with DOLGAS can be
reached on both the RFT structure and the evaluation
methodology. Progress in this regard will be advised to
the Committee.
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5.1.

o

IBM COMPATIBLE REQUIREMENT AS "DESIRABLE"

DOLGAS has indicated that it may accept that the AAO
requirement for an IBM compatible mainframe be rated
only as a "desirable" requirement in the RET. The AAO
ls of the opinion that this hoth presents practical
difficulties in the tendering process and also does not
recognige the AAO‘s declared strategic requirement to
acquire an IBM compatible mainframe.

The specification in the RET of an IBM compatible
mainframe would allow for certain technical assumptions
to be made, both in the hardware and software
specificatlion. If an IBM compatible environment were
“desirable” and not "mandatory” then the complexity of
the specification would need to increase significantly
to ensure an IBM compatible solution could be evaluated
against a non-IBM compatible solution. This
speclfication could leave the AAO open to the criticism
of being less than frank in its specification, which
might be said to be biased toward an IBM compatible
solution.

The AAOQ believes that it should clearly express its
gtrategic requirement for an IBM compatible mainframe
and to develop evaluation criteria appropriate to that
requirement, This would ensure that vendors did not
unnecessarily commit large resources to submitting
inappropriate tenders which had little prospect of
success.

If the IBM compatible requirement were "mandatory” then
the ARO would be able to specify a network architecture
that would be able to link into the IBM compatible
mainframe and provide a strategic base for the
introduction of future technology. If the IBM
compatible requirement were "desirable" only, and other
than an IBM compatible mainframe was finally selected, .
then the network architecture would be essentially
dictated by the mainframe selection. This could lead to
an unacceptable overall solution..

If a non-IBM mainframe were selected then the
requirements of the network would change to ensure an
adequate compatible architecture could be selected.
That 1s, to ensure the requirements of the AAO are
satisfied, the specification of the network would have
to include, as a mandatory requirement, a common
architecture and compatible processors and software
across both the central mainframe and the network. This
compatibillity across the mainframe and network is not
required if the central mainframe 1s IBM compatible due
to the defacto industry standard architecture of an IBM
compatible mainframe.

In summary, the requirement that an IBM compatible
mainframe be specified as "desirable"™ leads to the need
to include in the RFT two alternative network
specifications. The task of specifying and evaluating
under such circumstances 1s considered impracticable.
The AAO considers that it is essential that the IBM
compatible requirement be specified as "mandatory".
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LIST OF PART TENDERS
Central Computer Facility (Prime Contract)
Central Mainframe
Mass storage:
Tape drives
Central printers
Communications front-end
Central Mairframe operating system and utilities
Central Mainframe communications software
(transaction-processing monitor)
pata & Resource Access Control System
Data & Resource Monitoring System
Disk Management System
Tape Management System.

Library (Source Code, Object Codé, Executable Code) Management
System

Data Directory, Data Base Management and 4th Generation
Development Tools

CAATs (Computer Assisted Audit Techniques) Development Tools
Text Storage, Maintenance and Retrieval system
Network (Prime Contract)
Network architecture
Communications gateway to central mainframe
Central Office and Regional nodes
Commuriications and operating system software
Communications devices i
Encryption and network security devices
Workstations
Networked workstations
Personal Computers
Word Processors
Portable PC’s
Printers
Woxd Processing Software
Spreadsheet Software
Office Automation Environment
Applications Integrator
Network CAATs Development Tools
Maintenance of Existing PC’s and Peripherals
Facilities Management and Integration Support
Expressions of Interest for Application Software

252

Australian Aud
14

3

APPENDIX 8

it Office Letter
May 1986

253



vl

Pleaseavore M86/100

i

~ g COMMONWEALTH OF AUSTRALIA
AUSTRALIAN AUDIT OFFICE

2

b

e

AP

AUNTRALIA

Cor Moore and Rucd Streats, Gapnerea City, A € 172603

Agdress corfespondence (0.
Audior-Genoral

8ox 707 G'P O Canberra 2601
Talegrams ‘Comaudit.

Telex 61653 Comaud
Teiephone: 484711

Secretary

Joint Parliamentary Committee of Publle Accounts
Parliament House

CANBERRA. A.C.T.

COMPUTER ACQUISITION PROPOSAL BY THE AAC

1. The attached information 13 provided in response to the
requests for further information made during the visit to the
Victorian Regional Office of the AAC.-on Friday 9 May 1986, as
clarified hetween Dr Capp of the Secretariat and Mr Rossell of
the Aa0.

2. Por further information please contact Mr Bruce Rossell,
Director Computer Services, on 484805.

/\_\\,t,. e
M.J! shanahan.
Assistant Auditor-General
DP Branch

14. May 1988

254

—

1.

1.1,

REVISED COST SCHEDULE

The DP Strategic Plan, and the cost schedule included
with the original JCPA Submission, attempted to identify
the total cost of the project including all staff costs
and associated overheads. This included both full-time
and part-time asslstance from existing staff. 1In
accordance with the guidelines for preparing DP
Strategic Plans, contained in Personnel Management
Manual Volume 4, the staff costs-included an 85%
overhead component.

This cost schedule was included with our Cabinet
Submission requesting in-principle approval for the
acquisition. 1In that submission, the AAQ recommended
that Cabinet note that the proposal be taken up as
technical new policy: ih the 1986~87 Budget context when
more precise estimates would be available. Following
the Cabinet Decision in December 1385, the AAO has
continued to refine its cost estimates through
discussions with vendors. In addition, Mr Angeloro was
asked to review the cost schedule to provide an
independent assessment of their adequacy.

Following the preparation of the original submission to
the JCPA, the AAQ became aware of elements of the cost
schedule that required :revision. Mr Angeloro identified
some areas of inadequate estimates associated with the
mainframe and the -associated software products. In
addition, the JCPA consultants report indicated
difficulty in assessing the adequacy of the estimates
and with the interpretation of the "absorbed" costs. Aas
a result, the AAQ developed a revised cost schedule
taking into account the comments from Mr Angeloro and
the JCPA consultant. This revised cost schedule was
included with the supplementary submission to the JCPA
of 10 April as Attachment C and represents the most
accurdte estimates based on the information to-date. It
does not attempt to "absorb" any costs but has been
broken down into more detailed components to allow for
comment on the basis of the cost estimates.

The AAO recognises that exact costings can only be
determined following the tender evaluation and the
current figures reflect the current best estimate that
will allow the AR0’s requirements to be adequately met.
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SYAFT RELATED ABSORBED COSTS

The annual salaries vote for the AAO 13 approximately
$18 miilida In the original cgst schedule the total
staf® absorbed costs ranged from $2.4m to $1,.4m pex
ysax, including the overhead component, or about 8% to
5% of the annual salary expenditure after the overhead
componsnt is deducted. The follawing table translates
the dollar figureés in the original cost schedule to man
ihonths, based on the average salary of $60,000 including
overhsads. For User Staff, the man month figures relate
approximately to the number of man manths shown in
Section 8,2,2 of the DP Strategic Plan. The figures in
the DP Strabagic Plin were reviewsd and revised before

finalising the cosf schedule for the Cabinet Submission.

1385/36 ;9&57&.‘1 1587/88 1388/98 1989/390

original Cost

statement {3) -600 -600 ~600 ~600 -500

Map Months. 120, 120 120 120, 120

User staff
original Cost

statement (3} -3s0 -184. -1,600 -1,000 - ~360

Man. Months. 172 144 360 200 192

Man. Months ~ DB

Stratagic. Plan. 64 . 128 297 173 . 162
(section 8.3.2) :

Audit Review
Original Coat

Statement ($) -30 -60 ’ -50 -30

Man Months. 6 12 2 3
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